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<Read Me First> I

Introduction

This document describes engineering related procedures including the installation and
wiring of YFGW710 Field Wireless Integrated Gateway and the setting and start-up of field
wireless networks through YFGW710. YFGW710 Field Wireless Integrated Gateway is a
core component of field wireless networks conforming to ISA100.11a, the wireless com-
munication standard for industrial automation prescribed by the International Society of
Automation (ISA).

ﬂ IMPORTANT

This manual consists of the following four parts.

® Part A Hardware of YFGW710
This part explains the hardware specifications, installation, wiring, and maintenance works for the
YFGW710 Field Wireless Integrated Gateway, and the specifications of the wireless network.

® Part B Engineering
This part explains the procedure for engineering work to build up and operate the Field Wireless
System.

® Part C Attached Software

This part explains the procedure of installation and operation of the Field Wireless Configurator
and the Field Wireless Management Tool. Both programs are attached to YFGW710 and referred
to from Part B Engineering as necessary.

Field Wireless Configurator: sets up the field wireless system and its element devices
Field Wireless Management Tool: manages the operation of the field wireless system

And this part explains the precautions of hardware and software.
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Safety Precautions

ﬂ IMPORTANT

Be sure to read the safety precautions for this product described in Read Me First (IM
01WO01F01-11EN).

B Transportation of products containing lithium batteries :

This product contains lithium batteries. Primary lithium batteries are regulated in transportation
by the U.S. Department of Transportation, and are also covered by the International Air Trans-
port Association (IATA), the International Civil Aviation Organization (ICAO), and the European
Ground Transportation of Dangerous Goods (ARD). It is the responsibility of the shipper to
ensure compliance with these or any other local requirements. Consult current regulations and
requirements before shipping.

B How to dispose the batteries:

This is an explanation about the new EU Battery Directive (DIRECTIVE 2006/66/EC).This direc-
tive is only valid in the EU.

Batteries are included in this product. Batteries incorporated into this product cannot be removed
by yourself. Dispose them together with this product.

When you dispose this product in the EU, contact your local Yokogawa Europe B.V. office. Do not
dispose them as domestic household waste.

Battery type: lithium thionyl chloride primary battery

)4
A CAUTION

The symbol (see above) means they shall be sorted out and collected as ordained in ANNEX Il'in
DIRECTIVE 2006/66/EC.
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B Cautions for Safely Applying the Device:

® EMC Conformity Standards
EN61326-1 Class A, Table 2 (For use in industrial locations), EN61000-6-2

A CAUTION

This instrument is a Class A product, and it is designed for use in the industrial environment.

Please use this instrument in the industrial environment only.

® Low Voltage Directive
Applicable standard: EN61010-1
(1) Pollution Degree 2

“Pollution degree” describes the degree to which a solid, liquid, or gas which deteriorates dielec-
tric strength or surface resistivity is adhering. “2” applies to normal indoor atmosphere. Normally,
only non-conductive pollution occurs. Occasionally, however, temporary conductivity caused by
condensation must be expected.

(2) Installation Category |

“Overvoltage category (Installation category)” describes a number which defines a transient over-
voltage condition. It implies the regulation for impulse withstand voltage.

“I” applies to electrical equipment which is supplied from the circuit when appropriate transient
overvoltage control means (interface) are provided.

® Regulatory Compliance for Radio and Telecommunication

Please confirm that a installation region fulfils a standards, require additional regulatory informa-
tion and approvals, contact to Yokogawa Electric Corporation.

¢ Radio and Telecommunications
Terminal Equipment Directive (R&TTE) C €

We, Yokogawa Electric Corporation hereby declare that this equipment, YFGW710 is in compli-
ance with the essential requirements and other relevant provisions of Directive 1999/5/EC.

The CE declaration of conformity for R&TTE for this product can be found at http://www.
yokogawa.com/fld/
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® FCC compliance

This device complies with Part 15 pf FCC Riles. Operation is subject to the following two condi-
tions: (1) this device may not cause interference, and (2) this device must accept any interfer-
ence, including interference that may cause undesired operation of this device.

Co-located:

This transmitter must not be co-located or operated in conjunction with any other antenna or
transmitter.

FCC WARNING:

Changes or modifications not expressly approved by the party responsible for compliance could
void the use’s authority to operate the equipment.

ﬂ NOTE

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in commercial environment.

This equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful interferences to radio com-
munications. Operation of this equipment in a residential area is likely to cause harmful interfer-
ence in which case the user will be required to correct the interference at his own expense.
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® Industry Canada (IC) compliance
This Class A digital apparatus complies with Canadian ICES-003.

This device complies with Industry Canada licence-exempt RSS standard(s). Operation is sub-
ject to the following two conditions: (1) this device may not cause interference, and (2) this device
must accept any interference, including interference that may cause undesired operation of the
device.

Under Industry Canada regulations, this radio transmitter may only operate using an antenna of
a type and maximum (or lesser) gain approved for the transmitter by Industry Canada. To reduce
potential radio interference to other users, the antenna type and its gain should be so chosen that
the equivalent isotropically radiated power (e.i.r.p.) is not more than that necessary for successful
communication.

This radio transmitter IC Number 8999A-WIC001 has been approved by Industry Canada to
operate with the antenna types listed below with the maximum permissible gain and required an-
tenna impedance for each antenna type indicated. Antenna types not included in this list, having
a gain greater than the maximum gain indicated for that type, are strictly prohibited for use with

this device.
Antenna type: Gain:
COLLINEAR 9dBi, 50Q
Sleeve 2.14dBi, 50Q
French:

Cet appareil numérique de la classe A est conforme a la norme NMB-003 du Canada.

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils radio
exempts de licence. L'exploitation est autorisée aux deux conditions suivantes : (1) I'appareil ne
doit pas produire de brouillage, et (2) I'utilisateur de I'appareil doit accepter tout brouillage radioé-
lectrique subi, méme si le brouillage est susceptible d’en compromettre le fonctionnement.

Conformément a la réglementation d’Industrie Canada, le présent émetteur radio peut fonction-
ner avec une antenne d’un type et d’un gain maximal (ou inférieur) approuvé pour I'émetteur par
Industrie Canada. Dans le but de réduire les risques de brouillage radioélectrique a I'intention
des autres utilisateurs, il faut choisir le type d’antenne et son gain de sorte que la puissance
isotrope rayonnée équivalente (p.i.r.e.) ne dépasse pas l'intensité nécessaire a I'établissement
d’'une communication satisfaisante.

Le présent émetteur radio IC Number 8999A-WIC001 a été approuvé par Industrie Canada pour
fonctionner avec les types d’antenne énumérés ci-dessous et ayant un gain admissible maxi-
mal et 'impédance requise pour chaque type d’antenne. Les types d’antenne non inclus dans
cette liste, ou dont le gain est supérieur au gain maximal indiqué, sont strictement interdits pour
I'exploitation de I'émetteur.

Antenne type: Gain:
COLLINEAR 9dBi, 50Q
Sleeve 2.14dBi, 50Q

B Insulation Resistance and Dielectric Strength Test

Insulation Resistance and dielectric strength test could not be carried out for YFGW710, due to
the circuit ground is connected directly to the frame of YFGW710 via RF cable shield.
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Documentation Conventions

B Typographical Convention

The following typographical conventions are used throughout the user’s manuals:

® Conventions commonly used throughout user’s manuals
Character string to be entered
The characters to be entered are shown in one-byte characters as follows:
Example:
FIC100.SV=50.0
“A”Mark
Indicates a space between character strings to be entered.
Example:
AL A PIC0O10 A -SC
Character string enclosed by brackets ({})
Indicates an option that can be omitted.
Example:
PR A TAG {A. Sheet name}

® Conventions used to show key or button operations:
Characters enclosed by brackets ([ ])

Characters enclosed by brackets within any description on a key or button operation, indicate
either a key on the HIS (Human Interface Station) keyboard, a key on the operation keyboard, a
button name on a window, or an item displayed on a window.

Example:
To alter the function, press the [ESC] key
Characters enclosed by angle-brackets (<>)

Characters enclosed by angle-brackets show the title of the screen during the explanation of the
software operation.
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® Conventions used in command syntax or program statements:
The following conventions are used in a command syntax or program statement:
Characters enclosed by angle-brackets
Indicate character strings that user can specify freely according to certain guidelines.
Example:
#define <Identifier><Character string>
“...” Mark
Indicate that the previous command or argument may be repeated.
Example:
Imax (arg1, arg2, ...)
Characters enclosed by brackets ([ ])
Indicate that those character strings can be omitted.
Example:
sysalarm <format_string> [output_value ...]
Characters enclosed by separators (| |)
Indicate that those character strings can be selected from more than one option.
Example:

opeguide | <format_character_string> [, <output_value> ...]
OG,<element number> opeguide

B Symbols used in the manual
The symbol used in the manual are described in “Read Me First” (IM 01WO01F01-11EN).

B Drawing Conventions

Some drawings may be partially emphasized, simplified, or omitted, for the convenience of de-
scription.

Some screen images depicted in the user’'s manual may have different display positions or
character types (e.g., the upper/lower case). Also note that some of the images contained in this
user’s manual are display examples.
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Information of User’s Manual Revision

Material Name: YFGW710 Field Wireless Integrated Gateway

Material Number: IM 01WO01F01-01EN

Edition Date Page Revised Item
1st August 2010 New Issue
2nd October 2010 A3-24 Add “Explosion Proof Certifications.”
3rd April 2011 v Added “Use of Open Source License Software”
A3-24 Added electrical connection code 0
B1-2 Modified the System Engineering Flow Overview figure
B1-4 Added note regarding setting device information using infrared
communications in FieldMate R2.03.00
D3 Deleted “Restriction of changing Defining Device Role”
Deleted “Notice of saving a project as different name”
4th September 2011 | PART-A Corrections made.
PART-D Deleted.
5th July 2012 iii Add CE alert marking.
Add applicable country code table.
C3-26 Add note for display of remaining battery power.
6th March 2013 iii Delete CE alert marking.
A3-9 Add tightening torque for power supply terminal.
A3-15 Change figure A3-12.
A3-31 Add control drawing.
A3-32 Change hazardous class name plate.
A3-36 Change applicable standard for ATEX Type n.
A3-38 Add dimensional drawing for antenna mounting bracket.
7th Janualy 2014 iii Delete country name table
A3-33 Change IECEXx Certification
A3-37 Change IECEx scheme

Use of Open Source License Software

This product uses software based on the open source license of GPL (GNU General Public
License), etc.

GPL (the GNU General Public License) Provisions
For details on the GPL, see the following URL.

URL http://www.gnu.org/copyleft/gpl.html

Scope of Warranty and Responsibility

Yokogawa does not guarantee the operation of the open source software itself in accordance
with the GPL and related provisions.

Individual Information of the Open Source Software

For details on the module names and source codes of the open source software, contact your
nearest Yokogawa dealer.
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B ATEX Documentation

This is only applicable to the countries in European Union.

G 0 0 0 0 6 0 0 ©6

All instruction manuals for ATEX Ex related
products are available in English, German and
French. Should you require Ex related
instructions in your local language, you are to
contact your nearest Yokogawa office or
representative.

Alle brugervejledninger for produkter relateret til
ATEX Ex er tilgeengelige pa engelsk, tysk og
fransk. Skulle De @nske yderligere oplysninger
om handtering af Ex produkter pa eget sprog, kan
De rette henvendelse herom til den neermeste
Yokogawa afdeling eller forhandler.

Tutti i manuali operativi di prodotti ATEX
contrassegnati con Ex sono disponibili in inglese,
tedesco e francese. Se si desidera ricevere i
manuali operativi di prodotti Ex in lingua locale,
mettersi in contatto con I'ufficio Yokogawa piu
vicino o con un rappresentante.

Todos los manuales de instrucciones para los
productos antiexplosivos de ATEX estan
disponibles en inglés, aleman y francés. Si desea
solicitar las instrucciones de estos articulos
antiexplosivos en su idioma local, debera
ponerse en contacto con la oficina o el
representante de Yokogawa mas cercano.

Alle handleidingen voor producten die te maken
hebben met ATEX explosiebeveiliging (Ex) zijn
verkrijgbaar in het Engels, Duits en Frans. Neem,
indien u aanwijzingen op het gebied van
explosiebeveiliging nodig hebt in uw eigen taal,
contact op met de dichtstbijzijnde vestiging van
Yokogawa of met een vertegenwoordiger.

Kaikkien ATEX Ex -tyyppisten tuotteiden
kayttohjeet ovat saatavilla englannin-, saksan- ja
ranskankielisind. Mikali tarvitsette Ex -tyyppisten
tuotteiden ohjeita omalla paikallisella
kielellannne, ottakaa yhteytta 1ahimpaan
Yokogawa-toimistoon tai -edustajaan.

Todos os manuais de instrugdes referentes aos
produtos Ex da ATEX est&o disponiveis em
Inglés, Aleméo e Francés. Se necessitar de
instrugdes na sua lingua relacionadas com
produtos Ex, devera entrar em contacto com a
delegag&o mais proxima ou com um
representante da Yokogawa.

Tous les manuels d'instruction des produits ATEX
Ex sont disponibles en langue anglaise,
allemande et frangaise. Si vous nécessitez des
instructions relatives aux produits Ex dans votre
langue, veuillez bien contacter votre représentant
Yokogawa le plus proche.

Alle Betriebsanleitungen fiir ATEX Ex bezogene
Produkte stehen in den Sprachen Englisch,
Deutsch und Franzésisch zur Verfiigung. Sollten
Sie die Betriebsanleitungen fir Ex-Produkte in
lhrer Landessprache benétigen, setzen Sie sich
bitte mit lhrem 6rtlichen Yokogawa-Vertreter in
Verbindung.

Alla instruktionsbocker for ATEX Ex
(explosionssékra) produkter &r tillgangliga pa
engelska, tyska och franska. Om Ni behéver
instruktioner for dessa explosionsséakra produkter
pa annat sprak, skall Ni kontakta narmaste
Yokogawakontor eller representant.

ONa Ta eyxepidia Nevtovpyias Twv mpoiovtov pe ATEX
Ex dwarifevtan ot Ayyhikd, eppavika kaw Takhikd.

Ye mepimToom mov xpeLaleaTe 0dnyies oxeTka pe Ex
OTNY TOTLKY YAOOTO TUPAKANOVILE ETLKOLVOVNOTE LE TO
TAnoLEaTEPO Ypageio Ts Yokogawa v avTimpocwmo TNs.

® ® 0 0 0 ¢

& @ 0 06

V3Setky navody na obsluhu pre pristroje s ATEX Ex
su k dispozicii v jazyku anglickom, nemeckom a
franclzskom. V pripade potreby navodu pre Ex-
pristroje vo VaSom narodnom jazyku, skontaktujte
prosim miestnu kancelariu firmy Yokogawa.

V8echny uzivatelské pfirucky pro vyrobky, na

néz se vztahuje nevybusné schvaleni ATEX Ex,

jsou dostupné v angli¢tiné, némciné a francouzstiné.
Pozadujete-li pokyny tykajici se vyrobku s
nevybusnym schvalenim ve vaSem lokalnim jazyku,
kontaktujte prosim vasi nejblizsi reprezentacni
kancelaf Yokogawa.

Visos gaminig ATEX Ex kategorijos Eksploatavimo
instrukcijos teikiami anglg, vokieeig ir prancize
kalbomis. Norédami gauti prietaisg Ex
dokumentacija kitomis kalbomis susisiekite su
artimiausiu bendrovés “Yokogawa” biuru arba
atstovu.

Visas ATEX Ex kategorijas izstradajumu
Lietodanas instrukcijas tiek piegadatas angiu, vacu
un franeu valodas. Ja vglaties sademt Ex ieriéu
dokumentaciju cita valoda, Jums ir jasazinas ar
firmas Jokogava (Yokogawa) tuvako ofisu vai
parstavi.

Kdik ATEX Ex toodete kasutamisjuhendid on
esitatud inglise, saksa ja prantsuse keeles. Ex
seadmete muukeelse dokumentatsiooni
saamiseks poorduge lahima lokagava (Yokogawa)
kontori voi esindaja poole.

Wszystkie instrukcje obstugi dla urzadzen

w wykonaniu przeciwwybuchowym EXx,
zgodnych z wymaganiami ATEX, dostepne
sg W jezyku angielskim, niemieckim i
francuskim. Jezeli wymagana jest instrukcja.
obstugi w Panstwa lokalnym je zyku, prosimy
o kontakt z najblizszym biurem Yokogawy.

Vsi predpisi in navodila za ATEX Ex sorodni
pridelki so pri roki v angliSeini, nemseini ter
franco$&ini. Ee so Ex sorodna navodila potrebna v
vasem tukejnjem jeziku, kontaktirajte vas najblisi
Yokogawa office ili predstaunika.

Az ATEX Ex miszerek gépkodnyveit angol, német
és francia nyelven adjuk ki. Amennyiben helyi
nyelven kérik az Ex eszk6zok leirasait, kérjuk
keressék fel a legkdzelebbi Yokogawa irodat, vagy
képviseletet.

Bewuku ynbTBaHMs 3a npopykTy oT cepusta ATEX
Ex ce npegnarat Ha aHIMUIACKN, HEMCK U
hpeHcKu e3nk. AKO ce HyxxaaeTe OT ynbTBaHUs

3a MPOoAYKTM OT cepusiTa Ex Ha poaHus BU €3uK,
ce CBbpXKeTe C Han-bnuakusa ocpuc nnu
npeacTaBnTencTBo Ha dpupma Yokogawa.

Toate manualele de instructiuni pentru produsele
ATEX Ex sunt in limba engleza, germana si
franceza. In cazul in care doriti instructiunile in
limba locala, trebuie sa contactati cel mai apropiat
birou sau reprezentant Yokogawa.

Il-manwali kollha ta’ I-istruzzjonijiet ghal prodotti
marbuta ma’ ATEX Ex huma disponibbli bl-Ingliz,
bil-Germaniz u bil-Franciz. Jekk tkun tehtieg
struzzjonijiet marbuta ma’ Ex fil-lingwa lokali tieghek,
ghandek tikkuntattja lill-eqreb rapprezentan jew
ufficéju ta’ Yokogawa.
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A1. Introduction

The YFGW?710 Field Wireless Integrated Gateway and field wireless devices are used to build an
industrial wireless network that conforms to ISA100.11a, the wireless communication standard
for industrial automation specified by the International Society of Automation (ISA).

As shown in Fig. A1-1, the YFGW710 Field Wireless Integrated Gateway plays a key role in the
wireless network and has the following functions:

« Allows field wireless devices to join the wireless network, forms and maintains communica-
tion routes, and manages the wireless network for monitoring the communication state

» Stores Publish*1 data of field wireless devices in the Modbus register for transmitting it to
CENTUM VP or other host systems

» Transmits process data to the host system via a Modbus/TCP or dedicated OPC server

* Relays on-demand communication for parameter setting and management between field
wireless devices and PRM

*1: Action to measure the process value at intervals preset in the field wireless device itself and transmit it via wireless communi-
cation

This manual explains the YFGW710 Field Wireless Integrated Gateway (hereinafter referred to
as YFGW?710) and the field wireless network.

Among field wireless devices, our wireless EJX (Differential Pressure/Pressure Transmitter) and
wireless YTA (Temperature Transmitter) can communicate with the YFGW710. Devices certified
as compliant with the ISA100.11a standard can communicate with the YFGW710 and join the
wireless network.

For details of field wireless devices, refer to the user’'s manual of the respective devices.

For the overall system configuration including the field wireless network and a host system, refer
to the general specifications:

GS 01WO01A01-01EN Overview of Field Wireless System
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Figure A1-1 Image of Field Wireless Network

Notes:
(1) Field Wireless Integrated Gateway (YFGW710): Core equipment in the wireless network

(2) Field wireless devices (wireless EJX and wireless YTA): Field instruments that measure
process values and send them wirelessly

(3) FieldMate: Software that performs “provisioning” (setting essential parameters) through
infrared data communication in advance to allow wireless field devices to join the wireless
network

(4) Field Wireless Management Tool: Field Wireless Configurator configures the wireless net-
work and Field Wireless Management Tool manages it.

(5) NTP server: The Gateway refers to this server to synchronize its time with a reference time
source, which is a basic operation of a wireless network. Wireless communication between
field wireless devices and YFGW710 can be established without an NTP server.

(6) Host system (Modbus/TCP): A system that uses process values measured by field wireless
devices through the wireless network for monitoring, etc.

(7) Device management tool: An application that sets and manages the parameters of field
wireless devices via a wireless network system

IM 01W01F01-01EN



<A2. Checking the Product> A2-1

A2. Checking the Product

When you receive the product, please check the contents.

Check that the product specifications match your order, all parts are included, and there is no
damage, stains, or other troubles.

H Main unit
« YFGW710

Antenna connector (Capped)

Main unit of YFGW710
. —

S

g — Bracket on the housing side

Provided when “2-inch (2B) pipe mounting bracket” is specified.
@ The bracket is secured to the main unit with screws.

FA0201.ai

B Standard accessories
* Antenna
* User’s Manual English or Japanese, as specified

When “With Software Media” is specified

1
1
» Software media 1
1

* Mounting bracket When “2-inch (2B) pipe mounting” is specified
B Options
+ External antenna cable

Antenna cable 1 . -
. } When “cable length: 1 m or 3 m” is specified
Antenna mounting bracket 1

Antenna cable 2
Arrester 1 } When “cable length: 4 m, 6 m or 13 m” is specified
Antenna mounting bracket 1
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A3.

YFGW710 Field Wireless Integrated
Gateway

This chapter explains the installation of the YFGW?710, antennas, cable connections, and mainte-
nance.

A3.1
A3.1.1

Installation

Requirements for Installation Locations

The installation of YFGW710 and field wireless devices must meet the following conditions:

The field wireless equipment should be mounted in the place where no obstacle exists
around the antenna. Especially, YFGW?710 should be mounted in the condition that no ob-
stacle exists around the antenna, in both cases of wall mounting and pipe mounting.

If there is a pipe for mounting or plumbing in the direction except for the communication
partners, the antenna should be more than 30 cm apart from them.

When the wall mounting does not satisfy the condition, use the extension cable to mount an
antenna in the place where there is no influence from any objects.

All antennas must be in the upright position.

The antenna of field wireless equipment must be installed at least 1.5 meter above the
ground (floor)

The YFGW?710 should be installed at a location as close as possible to the center of the field
wireless network.

Ensure that the field wireless devices that are located within the wireless communication
range are within the line of sight of each other. In the star topology, the YFGW710 must
meet this condition.

IM 01W01F01-01EN



<A3. YFGW710 Field Wireless Integrated Gateway> A3-2

Extension
Cable

More than
1.5m

2-inch (2B) pipe Wall Mounting

FA0301.ai

Figure A 3-1 Mounting Example of Field Wireless Integrated Gateway

A3.1.2 Notes on Installation
Pay attention to the following points at the installation of YFGW710.

B Installation Location

This device is designed to work under the severe environmental condition. However, it is neces-
sary to pay attention to the following conditions for the stable and long-term precise operation.

® Exposure to Direct Sunlight

If the device is placed at a location that may be exposed to direct sunlight, it is necessary

to make the insulation measure. However, the antenna must be covered with the material
which does not block the radio wave.

® Ambient Temperature

Avoid locations subject to wide temperature variations or a significant temperature gradient.
If the location is exposed to radiant heat from plant equipment, provide adequate thermal
insulation and/or ventilation. Do not install the device in a location where high temperature
and high humidity may last for a long time.

® Ambient Atmosphere

Do not install the device in a corrosive atmosphere. If this cannot be avoided, there must

be adequate ventilation as well as measures to prevent the rain water from penetrating or
remaining in the conduits.

IM 01W01F01-01EN
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@ Vibration and Impact

Although the device is designed to be resistant to vibration and impact, an installation site
should be selected where vibration and impact are kept to a minimum.

B Installation of Explosion Proof Compliant Device

The explosion proof compliant equipment can be installed in the hazardous area of specific
gases. This device must be installed in accordance with the regulations of the country where the
device is installed.

« Installation: Check that the ambient temperature is not beyond the limit.

« Wiring: Put all the power cables in protective ducts. If possible, also put the network cables
(optical fiber cable or metal cable) in protective ducts.

+ Maintenance: After confirming that there is no dangerous gas in the ambience, open the
housing or protective ducts.

A3.1.3 Mounting Procedure

Mount YFGW710 on the 2-inch (2B) pipe or the wall where the environment satisfies all the re-
quirements for the wireless device.

§|_EsE For more information about the installation environment, see the General Specification of YFGW710 Field Wire-
less Integrated Gateway (GS 01WO01F01-01EN).

B Mounting to 2-inch (2B) Pipe with Bracket

When mounting the device on the 2-inch (2B) pipe, a dedicated bracket should be used. This
bracket is an option of YFGW710, see the model code list.
This bracket does not support the mounting to the horizontal piping.

Bracket

2-inch (2B) pipe

FA0302.ai

Fig. A 3-2 Mounting YFGW710 to 2-inch (2B) pipe

ﬂ IMPORTANT

YFGW?710 is a heavy device (5.1 kg). Ensure that the bracket and 2-inch (2B) pipes used for
mounting are fixed firmly enough to withstand strong wind and vibration. The device must be
maintained in its upright position.

IM 01W01F01-01EN



<A3. YFGW710 Field Wireless Integrated Gateway> A3-4

® Mounting procedure

1.  Fix the bracket 1 for the housing to the back of Gateway with the 4 provided screws. When
you specify a unit with the bracket, the bracket is secured to the main body with screws.

2. Screw the 4 provided bolts into the bracket 1 as shown in the figure.
Hold 2-inch (2B) pipe by the bracket 1 and bracket 2, and tightly fasten the bolts with nuts.

©
) @ @ 2-inch (2B) pipe
@\\ \%// © Bracket 2
0\ @h

'

. %,

Bracket 1 for housing G
Washer f

Bolt
Screw

Nut

Washer
FA0303.ai

Fig. A 3-3 Mounting to the 2-inch (2B) pipe
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B Mounting to the Wall Using Bracket

When mounting YFGW?710 to the wall, use the bracket for the housing. When the body is or-
dered, the bracket is specified by the model code. To avoid the communication problem caused
by the wall, mount the Gateway in the place where any obstacles do not exist around the an-
tenna.

When no place satisfying the mounting condition, the antenna should be mounted in an appropri-
ate place apart from the main body using the extension cable.

® Mounting Procedure
1.  Fix the bracket for the housing using the 4 provided screws on the back of Gateway
2. Fix the Gateway to the wall using M5 screws through screw holes.

3. To avoid the vibration and wind and so on, fix the antenna on the place apart from the wall
and obstacles according to the procedure described in A3.2.4.

Mount the main body on the wall with the
S bracket and M5 screws.
The provided bolts and nuts are not used.

3 -
% Q f( A4 ﬁ}f

=g " "
\iﬁi ‘

Fig. A 3-4 Mounting to the wall

| 126.5

190

FA0304.ai

IM 01W01F01-01EN



<A3. YEGWT710 Field Wireless Integrated Gateway> A3-6

A3.1.4  Set-up after Mounting

The necessary procedure after mounting YFGW?710 is explained.

B Attaching Cable Glands

Attach the cable glands to the housing before connecting the cables to YFGW710 as necessary.

The left cable gland is for the communication cable and the right one is for the power supply
cable (see the label on the bottom of main housing).

Cable Gland Cable Gland

for Communication for Power Supply
FA0305.ai

Fig. A 3-5 Attaching Cable Gland
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B Opening and Closing Front Door

Open and close the front door of the housing following the procedure below.

Four bolts to fix the front door
FA0306.ai

Fig. A 3-6 How to open/close the front door

® How to open the front door

1. Unscrew the four M5 Hexagon socket head cap bolts at each corner of the front door. The
bolts do not get away from the screw hole. Use a hex wrench of 4 mm hexagon width across
flats to unscrew/tighten the bolts.

2. Open the door to the left.

® How to close the front door

1. Close the front door to the main housing with full attention not to get fingers pinched in the
hinge and between the front door and the main housing.

2. Tighten the four fixing bolts pressing the right edge of the front door evenly with a torque of
2.8N'm 0.2 N'm.

ﬂ IMPORTANT

When opening and closing the front door, be careful not to get fingers and/or a part of body
pinched in the hinge and/or between the door and the main unit.
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A3.2 Cable Connection

This chapter describes the connection of the power supply cable, grounding cable, network ca-
ble, and antenna extension cable and also the mounting of the antenna.

® The explosion proof device must be wired according to the related laws and regulations.

A3.21 Power Supply Cable Connection
This section describes the power supply cable wiring.
® Wiring
Pull the power supply cable into the gateway through the power cable ground. Connect the
power supply cable to the power supply terminal in the gateway.
® Recommended power supply capacity
Output voltage range 12 -24V DC (Supplied to YFGW710)
Output Current More than 1.5ADC ™

*1: This equipment flows the inrush current at start-up as explained below. Therefore, the power source should have enough current
output capacity several times as high as the normal current consumption.

® Inrush Current

The input current at the start up (inrush current) is significantly larger than the steady state cur-
rent (see the table). Ensure that the power supply and its protective device can accommodate
this inrush current.

Table A 3-1 Inrush current of YFGW710

Item Specification Remarks
Inrush Current 30A 2ms™ at24VvDC

*2: This note corresponds when the power line breaker of YFGW710 is turned-on in condition the power source is running.

ﬁ IMPORTANT

YFGW?710 does not have a power switch. Set a dedicated breaker for the external power line to
turn ON/OFF the device.

® Applicable Cable (Insulated wire for industrial equipment)

Examples:
* 600 V polyvinyl chloride insulated wires (IV): JIS C3307
» Polyvinyl chloride insulated wires for electrical apparatus (KIV): JIS C3316
» 600 V grade heat-resistant polyvinyl chloride insulated wires (HIV): JIS C3317
* Heatproof vinyl insulated wires VW-1 (UL1015/UL1007)
Wire Size
* Core: AWG14 to 13 (2 to 2.6 mm?)

Terminal Treatment
* Ring terminal for M4: With insulation covers
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® Connection Procedure of Power Cable

1. Pull the power cable into the housing of YFGW710 through the power cable ground.
2. Connect + lead wire to + terminal and — lead wire to — terminal.

3. Tighten the terminal screw with a torque of 1.21t0 1.4 N-m.

% ui-iiu-l__

i+

Connect the + and — wires to the + and —

e =l terminals, respectively.

F If the power cable is a shielded cable, the
shield should be grounded at terminal and

@ ® ‘! the grounding of the whole cable should be
@ d ) i) restricted to this point only.
|| o’

Power supply terminal

Q} 7,
% Cable gland for power supply cable

Power supply cable

FA0307.ai

Fig. A 3-7 Power Supply Cable Connection

A3.2.2 Ground Cable Connection

This section describes ground wiring.

Class D grounding (the third class grounding) with the grounding resistance of 100 Q or less is
necessary. To connect the grounding cable to YFGW?710 directly, use the grounding terminal on
the right bottom of the main body. Do not share the ground wiring with other devices.

ﬂ IMPORTANT

The explosion proof compliant device always needs the grounding.

® Applicable Cable (Insulated wire for industrial equipment)

Examples:
* 600 V polyvinyl chloride insulated wires (IV): JIS C3307
« Polyvinyl chloride insulated wires for electrical apparatus (KIV): JIS C3316
» 600 V grade heat-resistant polyvinyl chloride insulated wires (HIV): JIS C3317
* Heatproof vinyl insulated wires VW-1 (UL1015/UL1007)
Wire Size
+ Core:AWG14 to 13 (2t0 2.6 mm?)
Terminal Treatment
* Ring terminal for M4: With insulation covers
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® Connection of Cable

The grounding terminals are located on the inside and outside of the terminal area.
Connect the cable to grounding terminal in accordance with wiring procedure 1) or 2).

1) Internal grounding terminal 2) External grounding terminal

If the power cable is a shielded cable, the shield
should be grounded at the terminal marked L

as below.

o
M4 screw

(Bottom of the enclosure)

FA0308.ai

Fig. A 3-8 Wiring Procedure for Grounding Terminals

A3.2.3 Network Cable Connection

This section describes the connection of the optical and metal network cables.

ﬂ IMPORTANT

According to the requirement of communication specification, select the optical Ethernet or the
metal Ethernet to communicate with the higher layer application.

A3.2.3.1 Optical Network Cable Connection

@ Applicable Cable

Table A 3-2 Specification of Optical Network Cable

Specification

Item
Optical Fiber Cable

Standard 100Base-FX™
Connector SC Connector (1-pole x 2)?

Multi Mode Fiber (Central wavelength: 1300 nm)
Applicable Cable 50/125 um or 62.5/125 um

Inner tension must be nonmetals, such as FRP.
Transmission Range 2 km (Max.)

*1: 100Base-TX (Refer table A3-3) and 100Base-FX must be used exclusively.
*2: A double ferrule SC connector cannot be used. Be sure to use a single ferrule type.
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ﬂ IMPORTANT

The connection between the host system (CENTUM or STARDOM equipment and other applica-
tion PCs) and YFGW710 requires an optical to metal Ethernet converter. Prepare an appropriate
converter which matches respective communication specifications for converting 10BASE-
T/100BASE-TX and 100BASE-FX. The recommended model is SLX-5ES-2SC of SIXNET.

Pull the optical fiber network cable into YFGW710 through the cable ground for the network

Connect the optical fiber communication cable to the optical connector.

Do not bend the optical fiber communication cable at a tight angle; arrange it as shown in

® Wiring
1.
cable.
2.
the figure.
3.

The optical fiber communication cable is composed of a pair of wires that are used sepa-
rately and exclusively for transmission and reception (TX/RX), as indicated on the internal
label of the pole of SC optical connector into YFGW?710. Follow the indication on the label, if
shown. If there is no indication, you may connect them arbitrarily. The connection directions
can be changed easily in the optical converter of the host system.

| HEREEE o ——2
oo ||| ° Ul e
! — 1
] e I
B
+—:st I
® B
Il m N ®
9 [[© ©
}4 ‘Q v

Cable Gland for Network Cable

Optical Fiber communication cable

%“ ”[@

e\

\ 8

SC Optical Connecter

Fig. A 3-9 Connection of optical network cable
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A3.2.3.2 Metal Network Cable Connection
® Caution for Use of Metal Network Cable

The metal network cable is for indoor operations only. To use it outdoors, the arrester is needed.
However, there is no appropriate arrester of the outdoor specification which can be installed
close to YFGW710.

Therefore, use the optical fiber network cable for the outdoor wiring.
@ Applicable Cable

Table A 3-3 Specification of Metal Network Cable

Specification
Item
Metal Network Cable
Standard 100Base-FX™
Connector RJ-45
Applicable Cable Category 5 or higher
Transmission Range 100 m (Max.)

*1: 100Base-TX and 100Base-FX (Refer table A3-2) must be used exclusively.
*2: RJ-45 connector must be connected to YFGW710 after putting the cable through the cable ground.

® Wiring
Connect the metal network cable according to the following procedure.

1. Pull the metal network cable into YFGW710 through the cable ground for network cable.

2. Apply pressure welding to connect the RJ-45 connector and the end of the metal network
cable.

3. Connect the metal network cable to the network connector. Use the metal cable conforming
to the standard of 100BASE-TX.

N =\

I

0
\\F/ i

88 | =
L
=

®
®
®

7 N\ 2

:

Ethernet Connector

Cable Ground for Network Cable

Metal Network Cable
FA0310.ai

Fig. A 3-10 Metal network cable connection
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A3.2.4 Mounting Antenna and Wiring

This section describes the mounting of the antenna to YFGW710 main body, the installation of
the external antenna, and their wiring.

ﬂ IMPORTANT

The antenna connector is covered with a cap at the time of delivery. Keep the cap attached until
the installation of the antenna or antenna cables to protect the inside connection part. The un-
screwed cap should be stored in order to replace it immediately after the antenna or antenna
cables are removed.

ﬂ NOTE

To maintain the ultimate conditions of radio-frequency signal, protect the connectors of antenna,
extension antenna cable, and arrester from the corrosive atmosphere by the following treatment.

1. Clean the connection to be protected.

2. Wind the butyl rubber self-bonding tape around the connection. See the manual of the tape
about the winding.

3. To protect the butyl rubber self-bonding tape from the environment such as ultraviolet rays
and so on, wind vinyl tape (or a vinyl type self-bonding tape) on it.
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A3.2.41 Mounting Antenna to YFGW710 Main Body
Screw the provided antenna into the connector on the top of the body.
Confirm and waterproof the connection.

Antenna connector

FA0311.ai

Fig. A 3-11 Mounting the antenna to the housing of YFGW710

® Mounting Procedure of Antenna

1. Unscrew the antenna connector cap on the antenna connector.

2. Screw the provided antenna into the antenna connector.
Tighten the antenna connector with a torque of 2 to 3 N-m.
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A3.2.4.2

Mounting and Wiring External Antenna

B Mounting of External Antenna

Mount the external antenna at the proper location according to the wireless environment de-
scribed in “A3.1.1 Installation Condition” of this manual.

The mounting to the pipe such as 2-inch (2B) pipe needs to secure the enough strength to en-
dure a strong wind, vibration and so on. The antenna must be mounted vertically.

® Fixing of External Antenna

Fix an external antenna appropriately using the bracket provided as the external antenna option.

Vertical pipe Horizontal pipe
mounting mounting

Antenna
Extension Cable

FA0313.ai

Fig. A 3-12 Example of fixing external antenna

® Mounting Procedure of External Antenna

1.

Fix the antenna extension cable to the bracket with the provided nut as shown in the figure
A3-12 above.

Fix the bracket to the 2-inch (2B) pipe by using the provided a pair of U bolts and nuts.

Screw the antenna into the antenna connector of the antenna extension cable on the
bracket.
Tighten the antenna connector with a torque of 2 to 3 N-m.

Protect the connection as necessary. For details of the protection, see “A3.2.4 Mounting
Antenna and Wiring.”
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B Wiring External Antenna

® Specification for Extension Antenna Cable (Only by order of option)

» Specification: 8D-SFA(PE)
* Outside Diameter: 11.1 mm
* Minimum Bend Radius: 67 mm (when fixing)
167 mm (when wiring)
« Cable End Treatment: N type connector, one end is male and the other is female.

“When fixing” shows the bending radius for fixing (the state is maintained for a long time).
“When wiring” shows the bending radius while checking the wiring position. This bending
radius is set larger than that for fixing in order to prevent damage to the cable because the
cable is likely to be repeatedly bent when checking the final wiring position.

® Wiring of Extension Antenna Cable

1.

Use the provided extension antenna cable to connect the antenna connector with the ex-
ternal antenna. Tighten the connector of the antenna extension cable with a torque of 2 to 3
N-m. Refer to the specification about the limitation of bend radius when fixing or wiring.

When using two extension cables, the provided arrester should be inserted between these
cables.

Before the wiring work, confirm the polarities (male/female) of the connectors of antenna,
extension antenna cable, and arrester.
Tighten the connector of the antenna extension cable with a torque of 2to 3 N'-m.

Protect the connectors of antenna, extension antenna cable, and arrester as necessary.
See “A3.2.4 Mounting Antenna and Wiring.”

Fix the extension antenna cable to the appropriate structure to protect the cable from the
vibration, wind, and so on.
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= External Antenna

External Antenna

Extension cable 2
Length: 10 mor 3 m

Protect by
Self-bonding tape

Arrester

| —— Ground Wiring

Protect by

Self-bonding tape Extension cable 1

Extension cable Length: 3mor1m

Length: 3mor1m

( HousingonFGW71:)1 ( HousingonFGW71:)W

Fig. A 3-13 Wiring of external antenna

FA0314.ai

® Mounting of Arrester and Wiring

Mount an arrester between the extension cables and connect the grounding cable to the ground-
ing terminal of the arrester.

Connect the grounding cable to the grounding terminal on the main body. Class D grounding (the
third class grounding) with the grounding resistance of 100 Q or less is necessary. Do not share
the ground with other devices.

® Applicable Grounding Cable (Insulated wire for industrial equipment)
Examples:
* 600 V polyvinyl chloride insulated wires (IV): JIS C3307
» Polyvinyl chloride insulated wires for electrical apparatus (KIV): JIS C3316
* 600V grade heat-resistant polyvinyl chloride insulated wires (HIV): JIS C3317
* Heatproof vinyl insulated wires VW-1 (UL1015/UL1007)
Wire Size
+ Core:AWG14 to 13 (2t0 2.6 mm?)
Terminal Treatment
* Ring terminal for M4: With insulation covers
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Antenna

Extension cable 2

Grounding wiring

Arrester

Extension cable 1
YFGW710
FA0315.ai

Fig. A 3-14 Connection of the arrester and antenna extension cables

Antenna

Self-bonding tape

Grounding wiring

Main Body
FA0316.ai

Fig. A 3-15 Arrester protection by self-bonding tape
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A3.3 Wiring for Explosion Proof

Refer to explosion proof certifications section of this document.
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A3.4 Maintenance

This section describes the maintenance of YFGW710.

A3.4.1 Routine Maintenance

The following maintenance needs to be performed periodically.

ﬁ IMPORTANT

If the YFGW?710 is covered with dust or dirt, wipe with a soft cloth moistened by water or mild
soap.

B Antenna

When the antenna is covered with dirt or dust containing metal powder, the wireless communica-
tion may become unstable; therefore, the periodic cleaning and maintenance are necessary. In

cold regions, preventive measures against snow and ice problems as well as periodic mainte-
nance should be provided periodically.

A3.4.2 Maintenance in Hazardous Area

Refer to explosion proof certifications section of this document.
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A3.4.3 Communication Check

On the Field Wireless Network Manager, the status of wireless device connected to the wireless
network and the status of the communication route can be confirmed. Field Wireless Network
Manager is the provided software of YFGW710 and used in the PC connected to the YFGW710
of the Field Wireless System.

EE . . ) . L L . )
ALSO For more information about checking device and communication status, see “B1.2.5 Confirmation of Field Wire-
less Network Operation”

A3.4.4 About Parts Having Defined Life Spans

The YFGW?710 include no parts having defined life spans, which need to be replaced.
Read this section thoroughly and carry out the periodical replacement.

ﬂ IMPORTANT

Precautions for parts having defined life spans

* The term “Parts having defined life spans” refers to parts that are expected to wear out or
break down within 10 years from the initial use under normal conditions of use and storage.
Therefore, parts with expected life spans of 10 years or more are excluded here.

» The recommended replacement cycle is the cycle indicated for preventive maintenance. It
provides no guarantee against the accidental failures.

+ The recommended replacement cycle is merely a guideline. The actual replacement cycle
depends on the usage conditions.
The recommended replacement cycle is subject to change according to the actual results in
the field.

§|_ESE For more information about installing YFGW?710, see the General Specification of YFGW710 Field Wireless
Integrated Gateway (GS 01W01F01-01EN).
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A3.5 Troubleshooting

When the malfunction occurs to the wireless communication in the start-up or during operation
and the Field Wireless Management Tool identifies that it is caused by YFGW710, follow the
procedures below.

1. Turn off the power of YFGW710.

2. Check the antenna connection and the wiring of power supply, communication, and ground-
ing. Correct problems, if any. There are no other checking points which users can correct in
YFGW710.

3. Ifany problems are not found but the failure remain unsolved, contact to Yokogawa’s serv-
ice section in charge and request the measure such as replacing the unit.
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A3.6 General Specification

A3.6.1

Standard Specification

B Specification of Wireless Transmission

Item Specification
Antenna Connector N type
Antenna Impedance 50 ohm

cation.

For details of specification common with wireless transmission, see the table in A4.2 Wireless System Specifi-

B Specification of Upper Layer Interface

Communication
Protocol

Item Specification

Standard™ 100Base-TX 100Base-FX

Number of Port 1 1

Transmission Speed 100 Mbps 100 Mbps
Communication Connector RJ-45 SC connector (1-pole x 2)2
e Cable Type Category5 Cable QAOL;I}%O;%@?E/TZS pm (2-core)

Central wavelength - 1300 nm

Transmission Range 100 m Max. 2 km Max.

Modbus/TCP

OPC Server for Field
Wireless™

Proprietary Protocol

Management, Configura-
tion, so on

Proprietary Protocol

Maximum Connec-
tion
Number™®

Modbus/TCP 4 clients
OPC Server for Field
Wireless™ 10 systems

*1: 100Base-TX and 100Base-FX must be used exclusively. Use 100Base-FX for the wiring outdoors.
*2: The 2-pole SC connector cannot be put in the cable end connection.
*3: Use an optical cable with non-metal tension member for outdoor wiring.

*4: Possible to connect in the OPC interface by using OPC Server for Field Wireless (GS 33M20S20-40), which is available separately.

*5: Possible to connect at the same time.
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B Specification of Environment

Item Specification

'?epne1E)aetirzl%uf\g1 Igfnngte 4010 +60°C
Operating Humidity Range 0-100%RH (without condensation)

Rating Voltage 24V DC

Voltage Range 10.0-26.4V DC
Power Supply -

Instant Power Failure Prompt shut down

Ripple Less than 1%p-p
Power Consumption 10 W Max.
Protection Degree 1P66, NEMA4X
Grounding Class D Grounding (No sharing with others)
Vibration EC 60770-1: 10-60 Hz; 0.21 mmp-p, 60-2000 Hz 3G
Altitude Less than 2000 m

B Weight

Main Body: Approx. 5.1 kg (excluding cable grounds and brackets)

B Housing Material

Cast aluminum alloy with polyurethane, mint-green paint
(Munsell 5.6BG 3.3/2.9 or its equivalent)

B Regulatory Compliance
® EMC Conformity Standards
EN61326-1 Class A, Table 2 (For use in industrial locations), EN61000-6-2

*

Class A equipment is designed for industrial environments and cannot be used in any other
environment.

® Radio standard (Wireless Module Conformity Standard)

Technical Standard Conformity Certificate:

Wireless equipment specified in No.19, Clause 1, Article 2 of the Certification Rule; 2.4 GHz
Sophisticated Low Power Data Communication System

ﬂ IMPORTANT

Specific wireless equipment (Approval No.: 007WWCUL0480) with the technical standard con-
formity certificate based on the Radio Act is used in this product.
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R&TTE: C€

ETSI EN 300 328, ETSI EN 301 489-17, EN61010-1, EN62311
FCC:

Part15.247  Contains FCC ID: SGJ-WFCO001
IC:

RSS-210 Contains IC: 8999A-WIC001

ﬂ IMPORTANT

* Microwave ovens and other industrial, scientific, and medical equipment, as well as local
wireless stations (license required) and specific low power wireless stations (license not
required) for identifying mobile objects used in the production line of a factory, use the same
frequency band as this product. Prevent interference with other wireless stations.

» Check that local wireless stations and specific low power wireless stations are not being
used in the vicinity before using this product.

+ If this product causes radio interference in a local wireless station used for identifying mobile
objects, change the working frequency or stop the emission of radio waves immediately. For
details on how to prevent radio interference, contact our service office.

B Explosion Proof Certifications

CAUTION

This instrument has been tested and certified as being explosion proof. Please note that severe
restrictions apply to this instrument’s construction, installation, external wiring, maintenance and
repair. A failure to abide by these restrictions could make the instrument a hazard to operate.

® FM Approval

Caution for FM nonincendive. (Following contents refer to “DOC.NO. NFM023-A14 P.1 AND
P.2.7)

Note 1. Model YFGW710 Field Wireless Integrated Gateway with optional code /FN17 is
applicable for use in hazardous (Classified) locations.

» Applicable standard: FM3600, FM3611, FM3810, ANSI/NEMA 250

* Nonincendive for
Class I, Division 2, Groups A, B, C and D.
Class Il, Division 2, Groups F and G.
Class lll, Division 1
hazardous (Classified) locations.

* Enclosure: NEMA 4X (Indoors and outdoors).
* Temperature Class: T4
* Ambient Temperature: —40 to 60°C
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Note 2. Installation

A WARNING

The installation of the devices should be carried out by the engineers or other professional
personnel of the related expertise. The installation should not be carried out by operators or
other unprofessional personnel.

The installation should be in accordance with NEC (the National Electric Code:
ANSI/NFPA-70) or local electric code.

Make sure that the breakers are installed in the power supply circuits located in
non-hazardous areas so that the power can be shutoff when abnormality occurs.

In the course of installation, the related documents of GS (General specifications), Tl (Tech-
nical Information of Installation Guidance) and IM (User’s Manuals) should be referenced
and the instructions described in the documents should be observed.

YFGW?710 should be installed in upright position.

YFGW?710 does not have the nonincendive Field Wiring. The conduit wiring is required for
the power cable and the metal network cable to be connected to YFGW710.

To satisfy type of protection and NEMA4X, apply suitable devices to the electrical connec-
tion port.

YFGW?710 does not have a power switch inside. Prepare a dedicated breaker for the exter-
nal power line to turn ON/OFF the device.

Note a warning label worded

“DO NOT REMOVE COVER WHILE CIRCUIT IS LIVE WHEN A FLAMMABLE OR COM-
BUSTIBLE ATMOSPHERE IS PRESENT.”

“INSTALL INACCORDANCE WITH DOC.NO. NFM023-A14 P.1 AND P.2”

Electrostatic charge may cause an explosion hazard. Avoid any actions that cause the gen-
eration of electrostatic charge, such as rubbing with a dry cloth on coating face of product.

Take care not to generate mechanical sparking when access to the instrument and periph-
eral devices in hazardous locations.

Note 3. Maintenance and Repair

A WARNING

The instrument modification or parts replacement by other than authorized Representative
of Yokogawa Electric Corporation is prohibited and will void FM Approvals approval.

When opening the cover, the enclosure should be dry and clean to prevent from ingress
water or dust.
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® CSA Certification
Caution for CSA nonincendive/Type n. (Following contents refer to “Doc No. NCS013”)

Note 1. Model YFGW710 Field Wireless Integrated Gateway with optional code /CN17 is appli-
cable for use in hazardous locations.

 Certificate: 2342292
[For CSA C22.2]

» Applicable standard: C22.2 No.0, C22.2 No.0.4, C22.2 No.25, C22.2 No.94, C22.2 No.213,
C22.2 No.61010-1

* Nonincendive for
Class |, Division 2, Groups A, B, C, D.
Class Il, Division 2, Groups F, G.
Class lll, Division 1

* Enclosure: Type 4X

* Temp. Code: T4

*  Ambient Temperature: —40 to 60°C

[For CSAE6G0079]

» Applicable standard: CAN/CSA E60079-0, CAN/CSA E60079-15, IEC60529:2001
* ExnAnLIICT4

» Enclosure: IP66

* Ambient Temperature: —40 to 60°C

Note 2. Electrical Connection
The type of electrical connection is depends on the model code suffix.
The model code suffix is shown on the main label in front of YFGW710.

The second character following the letter A shows the type of electrical connection as below.

Character b on Suffix: Aab-cdefghjkm The type of electrical connection
2 1/2 NPT female *1
4 M20 female "2

Note *1: 1/2 NPT is realized by the conversion adapter from M20 female to 1/2NPT female.
Note *2:  When the cable glands or another device are necessary, user needs to prepare them which adapt to M20 female entry.
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Note 3. Installation

A WARNING

The installation of the devices should be carried out by the engineers or other professional
personnel of the related expertise. The installation should not be carried out by operators or
other unprofessional personnel.

The installation should be in accordance with Canadian Electrical Code Part | or Local Elec-
trical Code.

YFGW?710 should be installed in upright position.

To satisfy type of protection “n” and degree of protection provided by enclosure IP66, apply
suitable devices to the electrical connection port.

Make sure that the breakers are installed in the power supply circuits located in non-hazard-
ous areas so that the power can be shutoff when abnormality occurs.

In the course of installation, the related documents of GS (General specifications), Tl (Tech-
nical Information of Installation Guidance) and IM (User’s Manuals) should be referenced
and the instructions described in the documents should be observed.

YFGW?710 does not have the Nonincendive Field Wiring. The conduit wiring is required for
the power cable and the metal network cable to be connected to YFGW710.

When the cable glands are necessary, user needs to prepare the cable glands. The cable
glands shall be certified in type of protection “n” suitable for the conditions of use and cor-
rectly installed.

To maintain the degree of ingress protection IP66 according to IEC 60529, and TYPE4X ac-
cording to CSA C22.2 No.94 special care must be taken to avoid water.

Note a warning label worded
“DO NOT OPEN WHEN AN EXPLOSIVE ATMOSPHERE MAY BE PRESENT.”
“POTENTIAL ELECTROSTATIC CHARGING HAZARD — SEE INSTRUCTIONS.”

Electrostatic charge may cause an explosion hazard. Avoid any actions that cause the gen-
eration of electrostatic charge, such as rubbing with a dry cloth on coating face of product.

Take care not to generate mechanical sparking when access to the instrument and periph-
eral devices in hazardous locations.

Note 4. Maintenance and Repair

A WARNING

The instrument modification or parts replacement by other than authorized Representative
of Yokogawa Electric Corporation is prohibited and will void CSA certification.

When Opening the cover, the enclosure should be dry and clean to prevent from ingress
water or dust.
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® ATEX Declaration
(1) Technical Data
Caution for ATEX Type n.

Note 1. Model YFGW710 Field Wireless Integrated Gateway with optional code /KN27 is appli-
cable for use in hazardous area.

* Applicable standard: EN60079-0: 2009, EN60079-0: 2012, EN60079-11: 2012,
EN60079-15: 2010, EN60079-28: 2007

- Marking: & Il 3G Ex nAl[ic] [op is] IIC T4 Gc (with 100BASE-FX)
& 11 3G Ex nA[ic] IIC T4 Ge (without 100BASE-FX)

* Ambient temperature: -40 to +60°C

* [P code: IP66

» Power supply: 10.0 V DC to 26.4 V DC (Rated voltage: 24.0 V DC)
« Um: 250V

* Power dissipation: <10 W

* RF power: <20 mW (ISA100.11a; IEEE802.15.4)

» Cable parameters for antenna connection: Cc: 4 nF, Lc: 20 uH

» Specific condition of use:
Precautions shall be taken to minimize the risk from electrostatic discharge of painted parts.

Note 2. Electrical Connection

The type of electrical connection is depends on the model code suffix.

The model code suffix is shown on the main label in front of YFGW710.

The second character following the letter A shows the type of electrical connection as below.

Character b on Suffix: Aab-cdefghjkm The type of electrical connection
2 1/2 NPT female *1
4 M20 female *2

Note *1: 1/2 NPT is realized by the conversion adapter from M20 female to 1/2NPT female.
Note *2:  When the cable glands or another device are necessary, user needs to prepare them which adapt to M20 female entry.

Note 3. Installation

A WARNING

* The installation of the devices should be carried out by the engineers or other professional
personnel of the related expertise. The installation should not be carried out by operators or
other unprofessional personnel.

» The installation should be in accordance with EN60079-14 and Local Electrical Code.
* The equipment shall be installed in accordance with the user’s manual.
*  YFGW?710 should be installed in upright position.
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The thread type of the cable entries shall be confirmed according to the user’s manual.

[1}] @,

Cable glands, adapters and/or blanking elements shall be of type “n”, type “e” or type “d”
and shall be installed so as to maintain the specified degree of protection (IP code) of the
equipment.

Keep the cap attached to the antenna connector (N type) until the installation of the antenna
or antenna cables to protect the inside of the connector from exposure of light. In case the
antenna or antenna cables are removed from the connector, the inside of the antenna con-
nector should be protected from exposure of light.

The antenna and the surge arrester shall be a simple apparatus in accordance with
EN60079-11. Li and Ci of the simple apparatus shall be negligible. Temperature class of
them shall be determined from Po = 20 mW.

The equipment shall be earthed in accordance with EN60079-14, in order to maintain in-
trinsic safety. A cable lug or a similar device shall be used to maintain the secureness of the
connection to the equipment. Care should be taken to avoid multi-point earthing since the
equipment is not galvanically isolated from the power supply.

YFGW?710 does not have a power switch inside. Prepare a dedicated breaker for the exter-
nal power line to turn ON/OFF the device.

Make sure that the breakers are installed in the power supply circuits located in non-hazard-
ous areas so that the power can be shutoff when abnormality occurs.

Note a warning label worded
“DO NOT OPEN WHEN AN EXPLOSIVE ATMOSPHERE MAY BE PRESENT.”
“‘POTENTIAL ELECTROSTATIC CHARGING HAZARD — SEE INSTRUCTIONS.”

Electrostatic charge may cause an explosion hazard. Avoid any actions that cause the gen-
eration of electrostatic charge, such as rubbing with a dry cloth on coating face of product
and the antenna.

Take care not to generate mechanical sparking when access to the instrument and periph-
eral devices in hazardous area.
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[Control drawing]

Hazardous Area Hazardous Area Nonhazardous or Hazardous Area
Zone 0/Zone 1/Zone 2 Zone 2 only Zone 2 only
Electrical Equipment YFGW710
(e.g.) “d”, ", “Type n” equipment Field Wireless integrated gateway

i i ”/ i Antenna
! | yoon

-
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Radio wave ]_
(IEEE802.15.4) T

1 1
1 1
| Surge
| Arrester |
L (1,72) !
1 1

1

metal wiring
ori
optical fiber

1
1
1
1
1
1
1
1
1
1
1
:
1 Control Equipment
1
1
1
1
1
1
1
1
1
1
1
]
1
1

e
o
=
@
=
w
<
s}
S
<

wiring

*1: These apparatus are simple apparatus.
*2: Surge Arrester may not be installed.

(2) Operation

A WARNING

« Take care not to generate mechanical sparking when access to the instrument and periph-
eral devices in hazardous area.

(3) Maintenance and Repair

A WARNING

» The instrument modification or parts replacement by other than authorized Representative
of Yokogawa Electric Corporation is prohibited and will void the EHSRs.

*  When Opening the cover, the enclosure should be dry and clean to prevent from ingress
water or dust.
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(4) Name Plate

* Main name plate

Field Wireless Integrated Gateway c €

/[els] SN YFGW STYLE

SUFFIX

-

YOKOGAWA ¢

Made in Japan
TOKYO 180-8750 JAPAN

SUPPLY VDC = N

FA0317.ai

MODEL: Specified model code.

STYLE: Style code.

SUFFIX: Specified suffix code.

SUPPLY: Specified supply voltage and wattage.
NO.: Serial number and year of production*1.

YOKOGAWA 9 TOKYO 180-8750 JAPAN:
The manufacturer name and the address™2.

*1:  The third figure from the last of the serial number shows the year of production. For example, the production year of the product
engraved in “NO.” column on the name plate as follows is 2010.

91K506412 019
T
The year 2010

*2: “180-8750” is a postal code which represents the following address.

2-9-32 Nakacho, Musashino-shi, Tokyo Japan

* Hazardous class name plate with 100 BASE-FX

Ex nA licllop is] lIC T4 Gc O

@ Tamb. -40 to 60°c, ENCLOSURE: IP66
KN27-1 @ 1 3G

DO NOT OPEN WHEN AN EXPLOSIVE ATMOSPHERE

MAY BE PRESENT.

POTENTIAL ELECTROSTATIC CHARGING HAZARD
WARNING A - SEE INSTRUCTIONS.

FA0318.ai

* Hazardous class name plate without 100 BASE-FX

Ex nAlicl lIC T4 Gc @

@ Tamb. -40 to 60°c, ENCLOSURE: IP66
KN27-0 @ 1 3G

DO NOT OPEN WHEN AN EXPLOSIVE ATMOSPHERE

MAY BE PRESENT.

POTENTIAL ELECTROSTATIC CHARGING HAZARD
WARNING A - SEE INSTRUCTIONS.

FA0319.ai
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® |ECEXx Certification
(1) Technical Data

Model YFGW710 Field Wireless Integrated Gateway with optional code /SN27 is applicable
for use in hazardous locations.

» Applicable standard: IEC60079-0:2011, IEC60079-15:2010, IEC60079-11:2011
+ Certificate: IECEx DEK 13.0047

* Type of Protection and Marking Code: Ex nA[ic] IIC T4 Gc

* Ambient Temperature: —40 to 60°C

* IP Code: IP66

» Power Supply: 10.0V d.c.t0 26.4 V d.c.
(Rated voltage: 24.0 V d.c.)

« Overvoltage Category: |
» Power Dissipation: <10 W
*  RF Power: <20 mW (ISA100.11a; IEEE802.15.4)

» Cable parameters for antenna connection
Cc:4nF
Lc: 20 uH

Specific Condition of Use:
Precautions shall be taken to minimize the risk from electrostatic discharge of painted parts.

(2) Electrical Connection

The type of electrical connection is depends on the model code suffix.

The model code suffix is shown on the main label in front of YFGW710.

The second character following the letter A shows the type of electrical connection as below.

Character b on Suffix: Aab-cdefghjkm The type of electrical connection
2 1/2 NPT female ™1
4 M20 female *2

Note *1:  1/2 NPT is realized by the conversion adapter from M20 female to 1/2NPT female.
Note *2:  When the cable glands or another device are necessary, user needs to prepare them which adapt to M20 female entry.
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(3) Installation

A WARNING

The installation of the devices should be carried out by the engineers or other professional
personnel of the related expertise. The installation should not be carried out by operators or
other unprofessional personnel.

The installation should be in accordance with IEC 60079-14 and local electrical code.
YFGW?710 should be installed in upright position.
The equipment shall be installed in accordance with the user’s manual.

The instrument modification or parts replacement by other than authorized representative of
Yokogawa Electric Corporation is prohibited and will void IECEX certificate.

The thread type of the cable entries shall be confirmed according to the user’s manual.

Screws of power supply terminals shall be tightened with specified torque values: 1.2Nem to
1.4Nem.

@ 9 “, N

Cable glands, adapters and/or blanking elements shall be of Ex “n”, Ex “e” or Ex “d” and
shall be installed so as to maintain the specified degree of protection (IP Code) of the equip-
ment.

Keep the cap attached to the antenna connector (N type) until the installation of the antenna
or antenna cables to protect the inside of the connector from exposure of light. In case the
antenna or antenna cables are removed from the connector, the inside of the antenna con-
nector should be protected from exposure of light.

The antenna and the surge arrester shall be a simple apparatus in accordance with IEC
60079-11. Li and Ci of the simple apparatus shall be negligible. Temperature class of them
shall be determined from Po = 20 mW.

Cable parameters for the connection of the antenna and/or the surge arrester are:
Cc=4nF;Lc=20uH

The equipment shall be earthed in accordance with IEC 60079-14, in order to maintain in-
trinsic safety. A cable lug or a similar device shall be used to maintain the secureness of the
connection to the equipment. Care should be taken to avoid multi-point earthing since the
equipment is not galvanically isolated from the power supply.

YFGW?710 does not have a power switch inside. Prepare an dedicated breaker for the exter-
nal power line to turn ON/OFF the device.

Make sure that the breakers are installed in the power supply circuits located in non-hazard-
ous areas so that the power can be shutoff when abnormality occurs.

Note a warning label worded
‘DO NOT OPEN WHEN AN EXPLOSIVE ATMOSPHERE MAY BE PRESENT.”
“POTENTIAL ELECTROSTATIC CHARGING HAZARD — SEE INSTRUCTIONS.”

Electrostatic charge may cause an explosion hazard. Avoid any actions that cause the gen-
eration of electrostatic charge, such as rubbing with a dry cloth on coating face of product
and antenna.

Take care not to generate mechanical sparking when access to the instrument and periph-
eral devices in hazardous locations.
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Hazardous Location Hazardous Location Nonhazardous or
Hazardous Location

Zone 0/Zone 1/Zone 2 Zone 2 Zone 2
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| | P

-
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Radio wave ]_
(IEEE802.15.4) -

1 1
1 1
| Surge
| Arrester | .
: (*1,%2) ! Control Equipment
1 1

1

metal wiring
or:
optical fiber

T
o
3
@
=
(7))
c
©
=A
<

wiring

*1: These apparatus are simple apparatus.
*2: Surge Arrester may not be installed.

(4) Maintenance and Repair

A WARNING

The instrument modification or parts replacement by other than authorized Representative of
Yokogawa Electric Corporation is prohibited and will void the certification.

»  When Opening the cover, the enclosure should be dry and clean to prevent from ingress
water or dust.

(5) Name Plate

* Main name plate

Field Wireless Integrated Gateway c €
YFGW

YOKOGAWA ¢

Made in Japan
TOKYO 180-8750 JAPAN

FA0320.ai

VDC = N

MODEL.: Specified model code.
STYLE: Style code.
SUFFIX: Specified suffix code.
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SUPPLY: Specified supply voltage and wattage.
NO.: Serial number and year of production*1.

YOKOGAWA 9 TOKYO 180-8750 JAPAN:
The manufacturer name and the address™2.

*1:  The third figure from the last of the serial number shows the year of production. For example, the production year of the product
engraved in “NO.” column on the name plate as follows is 2010.

91K506412 019
T
The year 2010

*2:  “180-8750" is a postal code which represents the following address.

2-9-32 Nakacho, Musashino-shi, Tokyo Japan
* Hazardous class name plate

No. IECEx DEK 13.0047 C)
Ex nA [ic] IC T4 G¢
SN27 Tamb. -40 to 60°C, ENCLOSURE: IP66

DO NOT OPEN WHEN AN EXPLOSIVE ATMOSPHERE
MAY BE PRESENT.

POTENTIAL ELECTROSTATIC CHARGING HAZARD
WARNING A - SEE INSTRUCTIONS.

FA0321.ai

A3.6.2 Model and Suffix Code

Model Suffix Codes Descriptions
YFGW710 ..................................................... Fleld ereless |ntegrated Gateway
— Aot sens e anes Always A
Communlcatlon 0 ............................................ 1OOBase_TX
|nterface 1 ............................................ 1OOBase_TX/1 OOBaseFX
Electrical connection 0 reeeeersnnnnnneee G 1/2 female, two electrical connections
2 ...................................... 1/2 NPT fema|e‘ tWO eleCtrical COnneCtiOnS
4 ...................................... M20 female’ tWO electrlcal connectlons
Llcense _s ............................... Slngle gateway ||Cense
Manual |anguage 0 .......................... Japanese
1 .......................... Enghsh
Software media 0 seereremreeienennes Provided with DVD-ROM
1 .................... None
Mounting bracket (D R 2-inch pipe mounting (for vertical piping)
N .............. None
— | N Always A
Option codes | /O | Optional specifications

A3.6.3 Optional Specification

Item Description Code
Coating Anti-corrosion coating X2
External antenna cable m AC1
3m AC3
4m (1m + 3m) with arrestor AC13
6m (3m + 3m) with arrestor AC33
13m (3m + 10m) With arrestor AC3A
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B Optional Specifications(For Explosion Protected Types)

Item

Description

Code

Factory Mutual
(FM)

FM nonincendive approval
Applicable standard: FM3600, FM3611, FM3810, ANSI/NEMA250
Nonincendive for Class |, Division 2, Groups A, B, C and D;
Class Il, Division 2, Groups F and G;

Class lll, Division 1 hazardous (Classified) locations.

Enclosure: NEMA 4X
Temp. Class: T4, Amb. Temp.: —40 to 60°C (—40 to 140°F)

FN17

ATEX

ATEX Type n declaration
Applicable standard: EN60079-0: 2009, EN60079-0: 2012,
EN60079-11: 2012, EN60079-15: 2010, EN60079-28: 2007
I1 3G Ex nAlic] [op is] IIC T4 Gc (with 100BASE-FX)
I 3G Ex nATic] lIC T4 Gc (without 1T00BASE-FX)
Enclosure: IP66
Amb. Temp.: =40 to 60°C (—40 to 140°F)

KN27

Canadian Standards
Association
(CSA)

CSA nonincendive approval
Certificate: 2342292
[For CSAC22.2]
Applicable standard: C22.2 No.0, C22.2 No.0.4, C22.2 No.25,
C22.2 No.94, C22.2 No.213, C22.2 No.61010-1-04
Nonincendive for Class I, Division 2, Groups A, B, C and D;
Class Il, Division 2, Groups F and G;
Class Ill, Division 1
Enclosure: Type 4X
[For CSAE6B0079]
Applicable standard: CAN/CSA E60079-0, CAN/CSA E60079-15,
IEC60529
ExnAnLIIC T4
Enclosure: IP66
Amb. Temp.: =40 to 60°C (—40 to 140°F)

CN17

IECEx Scheme

IECEX Type n approval
Certificate: IECEx DEK 13.0047
Applicable standard: IEC60079-0:2011, IEC60079-15:2010,
IEC 60079-11:2011
Ex nAlic] IC T4 Gec
Enclosure: IP66
Amb. Temp.: —40 to 60°C (—40 to 140°F)

SN27
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A3.6.4

Outline Diagram

® YFGW710
37.5
(1.48)
2-inch Pipe
Surface mounting
5 T = holes (4-06)
ol 9 o
Ik
- | D
o8 ’ 1
Q<= | o — |p = r
Z wle
| g [}
L eFiE T
o o ST LSS =S
-’ i
o o
59 59 87.8 NI &
(2.32) (2.32) (346) 55
(7.8) 236 (1.42)
0.31) (9.26) 1Y
243.8 136.8 [215) 494
(9.6) (5.39) (4.37)

*1: Applicable for electrical connection code 2.

® Antenna

m Antenna

» Omni directional monopole type

» Gain: 2 dBi

150 (5.91)

18

@20.5 (0.81)

070"

m Remote Antenna

» Sheath diameter: 11.1 mm

< Non Arrestor >

antenna

External antenna
cable

- Select from
Length 3m or 1m

Unit: mm (approx. inch)

Electrical
connection

Grounding

High-frequency Coaxial Cable

< Arrestor Mounting >

(4.65)
©|m
|
ds

190

(7.48)

For Surface Mounting

FA0322.ai

antenna

Body

1

Body

External antenna
cable (2)

- Select from
Length 10m or 3m

arrestor

External antenna
cable (1)
- Select from

Length 3m or 1m

FA0323.ai
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B Antenna Mounting Bracket

Unit: mm (approx. inch)

17 (0.67) 72 (2.83)

18 (0.69)

um =8

68
(2.68)

|

5 |
as |
: - |
g |
25 ol 17| L
l})/oo : \
] |

| ! '

B N
|
|
N
2-inch pipe (0.D. 60.5 mm)/E-v\-/:\_

N

]
)| -
@
}|

l

|

\J

98 (3.86)

F0324.ai
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A4d. Field Wireless Network

A4.1 Wireless Communication Ranges

The range of wireless communication for each field wireless device and YFGW?710 is a toroidal
region having a fan-shaped section spreading 45 degrees vertically above and below from the
center of each device’s antenna and within the range of vision from the antenna.

—— - — Horizontal Range

Antenna

41— Vertical Range

e —

Standard Antenna FA0401.ai

Fig. B 4-1 Wireless Communication Ranges

Table B 4-1 Wireless Communication Ranges

Maximum Communication Range (Lmax)
Location RF Output (Max.)
Standard Antenna
Outdoor 10 mW (11.6 dBm) | 500 m
Indoor 10 mW (11.6dBm) | 100 m

ﬂ IMPORTANT

The maximum communication range is the value in the ideal condition, having a good prospect
between wireless devices and existing no obstacle in the wireless transmission route.

The communication distance varies depending on the mounting conditions and environment.
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A4.2 Wireless System Specification

B Specification of Wireless Transmission

Item Specification
Wireless Standard ISA100.11a (conforming to IEEE 802.15.4)
Frequency 2400 MHz-2483.5 MHz
Channel 15
Modulation method Direct sequence spread spectrum (DSSS)
Wireless Output Power 11.6 dBm (Max.), Fixed
Receiving sensitivity Less than -95 dBm
Communication Range™ Radius of 500 m (Max.)
Raw data rate 250 Kbps
Security AES128 bit encode

*1: Values in the ideal condition. They change (shorten) depending on the conditions.

B Number of connected devices

Item Specification Descriptions

Maximum Connection .
Number 4 clients —
OPC Server
PRM The total number of host-side

. . - devices connected to the
Field wireless configurator YEGW710 must not exceed —
Field wireless management tool 10.
FieldMate

Note: Refer to the next item for the number of connected field wireless devices.

B Number of connected field wireless devices and Publication Period
(Update Time)

When the Update Time of all Field Wireless Device is the same, the maximum connection is
ten devices when Update Time is a second, and the maximum connection is fifty devices when
Update Time is five seconds.

A maximum of two Update Time can be set, and one of them must be longer than 10 seconds
(low speed mode).

Update Time: Group A Update Time: Group B
Ngtg:;rk Update Time A Number of devices A Update Time B Number of devices B
(sec.) (units) (sec.) (units)
1 Max. 5 10 or more Max. 45
Star 2-4 Max. 10 10 or more Max. 40
5 or more Max. 50 10 or more 50 — number of de-
vices A
50 — number of de-
Mesh 10 or more Max. 50 10 or more vices A
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B Network Form (Topology)

This field wireless system supports two network forms — the start network (star topology) and the
mesh network (mesh topology).

We recommend using the star network because of the clear network operations, easy manage-
ment, and excellent expandability.

Star network

This network form will keep the communication routes which are set at the time of installation.
The delay time is minimized and high reliability is ensured. In order to establish a star network,
YFGW?710s must be arranged appropriately so that all field wireless devices can communicate
directly with any YFGW?710.

Mesh network

If the data delay time will not cause any specific problem, routing devices can be used for wire-
less relay. A system with routing devices allows the range of wireless access to be expanded
easily. However, the mesh network has the disadvantages of increased delay time and shortened
battery life of relaying wireless devices.

Network form Star Mesh

©)
Routes @ R ®
© @ "

YFGW710 © YFGw710 ©
Hardware components | |5 yevice Routing device (R)
IO device
Redundant route Not applicable Applicable
Number of devices / ; ;
YEGW710 A maximum of 50 devices/YFGW710
Update Time 1 sec. or more 10 sec. or more
. Long Short
Battery life Not route-sensitive Route-sensitive
Expansion of the range . .
of wireless access Add YFGW710s Add routing devices

FA0402.ai
Note: A network form can be set for each YFGW710.
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B Precautions for a mesh network

Note the following when using a mesh network.

® When the number of 10 devices (10 units) + routing devices (2 units) exceeds
12

It is difficult to lay out 12 or more Field Wireless Devices for one YFGW?710. In this case, please
contact us in advance.

® Precautions for arranging wireless transmitters

1. Two or more routing devices must be arranged on the host side of 10 devices. Be sure to
arrange routing devices and the YFGW?710 so that all deceives can have two channels.

2. Uptotwo hops
Hop 1 is defined as a device that can directly communicate with the Gateway.

Hop 2 is a device that can only establish communication with the Gateway through a routing
device.

We strongly recommend limiting the number of hops to two because of battery life and easy
installation.

Note the above when arranging devices.

©

Hop 1

N ®'®
!

FA0403.ai

® Service life of the battery of routing devices

The battery life of a routing device depends on the number of 10 devices to relay: the more 10
devices, the shorter the battery life.

For details, refer to the standard battery life below.

B Setting routing devices

To change “Device Role” of a field wireless device to “Routing Device,” follow the specific proce-
dure using a field wireless configurator.

For details, refer to “Part B: B1.3.2.1 Device Role” in this manual.

IM 01W01F01-01EN
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B Standard battery life

The relationship between the Update time of a Field Wireless Device and the battery life in a
standard specification environment is shown below.

The battery life of an 10 device is constant irrespective of the network form or the route connec-
tion. However, the battery life of a routing device varies greatly according to the route connection.

The larger the number of directly connected devices on the downstream side, the shorter the bat-
tery life.

In addition, the battery life varies greatly with temperature; the battery life may be shorter than the
service life shown below.

Update Time (sec.) Expected battery life when the 10 device is set to “Routing Device”
10 x0.1-0.4
30 x0.1-0.5
60 x0.1-0.6
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B1. Engineering

This section describes the engineering to configure a field wireless system compliant with the
industrial automation wireless communication standard ISA100.11a of the International Society
of Automation (ISA).

This section consists of System Engineering Flow Overview, Basics of Engineering, and Ap-
plications of Engineering, and the Basics and Applications are guidelines based on the System
Engineering Flow Overview.

Afield wireless system consists of the YFGW710 Field Wireless Integrated Gateway (hereinaf-
ter referred to as YFGW?710) described in Part A, Hardware of this document and field wireless
devices. For details on the field wireless devices, refer to the user's manual of each device.

TIP

Engineering work described in this instruction manual assumes the use of FieldMate R2.03.00 or later.
FieldMate R2.03.00 includes the Provisioning Device Tool.
It also allows parameter settings of field instruments using infrared communications.
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B1.1 System Engineering Flow Overview

|(€) |(B) | (A)
Control System Field Wireless Provisioning
Engineering Network Offline (FieldMate)
System |(CENTUM/STARDOM) System Engineering Person in Charge of Devices |
Engineer Engineer (Field Wireless Setting and adjusting
Configurator) device parameters
(FieldMate *1)
Person in Charge of Devices |
Download to YFGW710
(Field Wireless Device Installation
System Configurator) ) -
Engineer Person in Charge of Devices |
Check Wireless
Network
Operation Conditions
System (Field Wireless
Engineer Management Tool)
or Startup
Engineer
Set and Adjust 7@\
Device Parameters
(PRM) Person
in Charge
of Devices
Downloading of Process
Data Communication
System Definitions
Engineer (FieId_WireIess
or Startup Configurator) If necessary
Engineer /
7!\ Loop Check %
User or Person in Charge of Devices
Startup Engineer |
7’\ Operation/Monitoring Device Management 7!\
Operators Maintenance
Staff

FB0101.ai

Figure B1-1 System Engineering Flow Overview

Figure B1-1 shows the system engineering flow overview of the field wireless system. This sys-
tem engineering is roughly classified into three tasks.

» (A) Setting and adjustment of field wireless devices by the person in charge of the devices
before the installation of them

« (B) Construction of a field wireless network by the system engineer (or the startup engineer)
* (C) Engineering of the control system by the system engineer

*1 Applicable for FieldMate R2.03.00 or later. This concerns Yokogawa field devices.
(Use PRM to set and adjust parameters of field devices of other manufacturers.)
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B Setting and adjustment of field wireless devices before the installation
of them by the person in charge of the devices

This task refers to the setting and adjusting the required information in field wireless devices per-
formed by the person in charge of devices before they are installed in the field.

As shown in Figure B1-1, tasks that need to be performed before a field wireless device can be
installed in the field include the following.

* Provisioning

Provisioning is the loading of the required information in a device to integrate it with the field
wireless network. This task must be performed before a device can be installed in the field.

» Setting and adjusting device parameters

AYokogawa field wireless device allows the person in charge of field devices to set and
adjust device parameters before a device is installed in the field. This task can also be
performed after the device has been installed in the field. Use FieldMate R2.03.00 to per-
form this task before installing a device in the field. For details, refer to “ISA100.11a wireless
devices” in Part | of the instruction manual (IM 01R01A01-01E) supplied with FieldMate.

Provisioning is a task to set the information necessary for the field wireless devices to join the
field wireless network. This task is necessary to prevent a third party from gaining unauthorized
access to the wireless network as an imposter and tampering with data. Devices that are not
provisioned or devices for which incorrect information is set cannot join the wireless network.

For the procedure, refer to B1.2 and the following sections.

B Construction of a field wireless network by the system engineer

This task is the construction of a field wireless network using Field Wireless Configurator by the
system engineer (including the startup engineer).

The wireless network construction task includes the following tasks: field wireless network offline
engineering, downloading to YFGW?710, checking the field wireless network operation condi-
tions, setting and adjusting the field wireless device parameters, and downloading the process
data communication definitions. For the procedure, refer to B1.2 and the following sections.

The tasks of downloading to YFGW710, checking the field wireless network operation conditions,
and downloading the process data communication definitions are supposed to be performed by
the system engineer (or the startup engineer) after the devices are delivered to the plant site of
the customer. For details, refer to section B1.2.

The task of setting and adjusting the device parameters is supposed to be performed by the
person in charge of the devices.

B Engineering of the control system by the system engineer
This task is the engineering of the host (control/monitoring) system by the system engineer.
For details, refer to the user's manual of each host system.
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B1.2 Basics

This section describes the procedure to construct a network by connecting one YFGW710 and
one field wireless device.

B System Example

HUB

Ble=mnlm

-IP Address 192.168.0.101

-IP Address 192.168.0.102 -Subnet mask 255.255.255.0
-Subnet mask 255.255.255.0 -Default Gateway 192.168.0.1

-Default Gateway 192.168.0.1
. Gateway

-FieldMate with

-Field Wireless Configurator Provisioning funciton

-Field Wireless Management Tool

Field Wireless Device
-Device Tag = DEV_001 Field Wireless network =
-Device Role = 10 only -Network ID: 100

FB0102.ai

Figure B1-2 Field Wireless Network System Example

To facilitate the understanding of the basic construction procedure of a field wireless network,
the following describes the procedure to construct a system configured as shown in Figure B1-2,
which transmits process data (PV values) measured by the field wireless device to YFGW710 at
a period of 10 seconds.

The field wireless device has a function to receive and transfer communication frames of other
field wireless devices (Routing function) and a function to send process data measured by itself
(10 function).

Afield wireless device that has both functions is called a Router + IO device, and a device that
has only the 10 function is called an 10 device. A device that has only a Routing function is called
a Routing device.

In this system, a field wireless device is used as the 10 device.

PC1 in Figure B1-2 has Field Wireless Configurator for setting and maintaining the field wireless
network and Field Wireless Management Tool for managing the field wireless network and field
wireless device as well as checking the operation conditions installed.

PC2 has FieldMate that performs provisioning of the field wireless device and FieldMate Pro-
visioning Device Tool that works in conjunction with FieldMate installed. The setting of the field
wireless device to allow it to join the field wireless network is performed from the PCs via an
infrared adapter.

Note: FieldMate R2.03.00 or later allows you to use infrared communications to set device information.

For details, refer to “I-7 Obtaining ISA100 device information” in the instruction manual (IM 01R01A01-01E) supplied with Field-
Mate.
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B1.2.1 Preparations

B Network Design

To construct a field wireless network, the following items must be determined beforehand.

Namely, a network ID, a device tag of the field wireless device to use, and network information for
connecting YFGW710 by Ethernet.

This information is necessary for the system engineer and the person in charge of the devices to
perform their tasks, and this information must be shared by both to efficiently construct the field
wireless network.

® Network ID

Determine the network ID (2 to 65535) of the field wireless network comprising YFGW710 and a
field wireless device. The network ID in the example of Figure B1-2 is 100.

® Selecting the field wireless device to use and check the device information

Check the vendor ID, model ID, and device revision of the field wireless device to use.

® Device tag

A name assigned to the field wireless device for identifying the device. Set a name that is unique
on the wireless network in the same field. The device tag in the example of Figure B1-2 is DEV_
001.

® Network parameters for Ethernet connection

Network parameters necessary to connect YFGW710 and the PCs to Ethernet. Namely, IP ad-
dress, subnet mask, and default gateway. Do not use identical IP addresses on the same Ether-
net.

Set the network parameters of YFGW710 and the PC1 in the example of Figure B1-2 as follows.

Table B1-1 Network Parameter Setting Example

Item YFGW710 PC1
IP Address 192.168.0.101 192.168.0.102
Subnet Mask 255.255.255.0
Default Gateway 192.168.0.1
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B Hardware Preparation

® YFGW710

® Field wireless device

® Two PCs

Provide two PCs, namely, one to install Field Wireless Configurator and Field Wireless Man-
agement Tool, and one to install Field Mate.

An Ethernet interface (100BASE-TX) is required for PC1 that is connected by Ethernet.

® HUB

B Preparation for Software

® Installing software

Before constructing a field wireless network, provide the following software and install them on
the PCs to be used.

PC1
Field Wireless Configurator R1.02.00 or later
Field Wireless Management Tool R1.02.00 or later

This software is included on the DVD-ROM that is supplied with YFGW710. For the installa-
tion procedure, refer to Part C, “Wireless System Setting and Management Software” of this
document.

Microsoft .Net Framework 3.5 Service Pack 1 is required for Field Wireless Configurator and
Field Wireless Management Tool.

If Microsoft NET Framework 3.5 Service Pack 1 is not installed on PC1, it will be installed
when the Field Wireless Configurator and Field Wireless Management Tool are installed.
For details, refer to “C2.2.2 Installation Procedure” or “C3.2.2 Installation Procedure” in Part
C.

If an old version of the Field Wireless Configurator or Field Wireless Management Tool is
installed on PC1, install this software to update it. For details, refer to “C.2.2.2 Installation
Procedure” and “C3.2.2 Installation Procedure” in Part C.

If you are using the Windows Server 2008 R2 operating system, Microsoft .NET Framework
3.5 Service Pack 1 is preinstalled but must also be enabled. For details on how to check
whether Service Pack 1 is enabled and how to enable it, refer to “TIP” in “C1. System Re-
quirements of Provided Software.”
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PC2
FieldMate R2.03.00 or later

To set and adjust device parameters in field wireless devices before installation, install Field-
Mate R2.03.00 or later.

First, install FieldMate according to the instructions in the following user's manual.

IMO1R01A04-01 FieldMate Device Adjustment and Setting Software
Simple Start Manual

IMO1R01A04-01 FieldMate Device Adjustment and Setting Software

® Preparation for Capabilities File and Device DTM

Obtain Capabilities File and Device DTM of the field wireless device that is connected to the wire-
less network. Capabilities File and Device DTM are provided by the field wireless device vender.
Ask the field wireless device vendor how to obtain them. For Yokogawa field devices, visit the
following web site to download the necessary files.

< http://www.field-wireless.com/ >

When using PRM or FieldMate, visit and check the following web site for the applicable setting
tool and DeviceFiles revision.

B1.2.2

< http://www.field-wireless.com/ >

For PRM R3.05 or later, use the DeviceFiles included in the package or download the
appropriate DeviceFiles from the PRM user’s site.

For FieldMate R2.03 or later, use the DeviceFiles included in the package or download the
appropriate DeviceFiles from the FieldMate user’s site.

Use PRM R3.10 or later and FieldMate R2.04 or later for YTMX580 multi-input temperature
transmitter.

Field Wireless Network Offline Engineering

The task of the field wireless network offline engineering is performed using Field Wireless Con-
figurator in the following steps.

B1.2.2.1

Creating a Project Database
Registering YFGW710

Registering a Field Wireless Device
Loading a Capabilities File (CF)

User Application Engineering

Creating a Project Database

Create a project database using Field Wireless Configurator. For details on the procedure, refer
to C2, “Field Wireless Configurator” in Part C of this document.
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B Project Database Storage Folder and Folder Name

By default, project data is saved to the folder displayed in Default Folder for Project Files in the
Options window of Field Wireless Configurator.

To open the [Options] window, click on [Tools] — [Options] in the menu in the Main window.

Options
I':_i
| et Folr o Pt P BT - — Iy
Default Folder for GF/DD Files: C¥Yokogawa¥FieldWireless¥FieldWirelessConfigurator¥CFDD [j
Default Folder for Export Files: C:¥Yokogawa¥F ieldWireless¥FieldWirelessConfigurator¥Export | D
Default Values
ObjectType | BttributeMame Default\Value »~
» Device Details, Sampling Data tab Sampling Parameters¥Update Policy
Device Details, Sampling Data tab Sampling Parameters¥Publication Peri.. 5
Device Details, Sampling Data tab Sampling Parameters¥Publication Phas.. |0 =
Device Details, Sampling Data tab Sampling Parameters¥Stale Limit Time.. |50
Dowvinload Delay After Device Joinlsec) 30 A
Davmload Timeout(minutes) 5
Netwark Information Network ID 100
Metwork, Information Topology 1
Netwark Information IPvd Settings¥IP Address 192.168.200.200
Network Information IPvd Settings¥Subnet Mask 2566.256.2650
Metwork Information 1Pv4 Settings¥Default Gateway 192 168200253 ¥
[ ok [ ocancel |
FB0103.ai

Figure B1-3 Project Database Folder

The file name is as follows.
<Any project name>.yep

Up to 16 single-byte alphanumeric characters, hyphens, and underscores can be used for the
project name.

B Backing Up Project Database

TIP

When the task of constructing the field wireless network is completed, back up the project data-
base.

Use the backup function to save the project. For details, refer to C2.3.3.1 Project Actions” in Part C. Do not
change the project file name from Explorer or the like. For a project whose project file name was changed, opera-
tion is not guaranteed with Field Wireless Configurator.
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B1.2.2.2

Registering YFGW710

Register YFGW7010 with the project database. For details on the registration procedure, refer to
C2, “Field Wireless Configurator” in Part C of this document.

After the registration, set the following YFGW?710 parameters displayed on the page of the Net-
work Information tab in the right pane of the Main window of Field Wireless Configurator.

B Network Information Field

Table B1-2 Network Information Setting

Parameter name Setting value Remark
Network ID Enter the appropriate network ID (2 to 65535). | YFGW710 runs with the network ID speci-
Specify 100 for the field wireless network in fied here.
Figure B1-2.
TIP

When the network ID is changed, provisioning of the field wireless device must be performed again.

B |Pv4 Settings Field

Table B1-3 Configuring IPv4 Settings

Parameter name

Setting value

Remark

IP Address

Subnet Mask

Default Gateway

Set the values assigned to YFGW?710 by the
wireless network engineering.

Specify the following for the field wireless
network in Figure B1-2.

IP Address: 192.168.0.101

Subnet mask : 255.255.255.0

Default Gateway: 192.168.0.1

Field Wireless Configurator accesses
YFGW?710 specified here.

NTP Server IP Address

Specify the IP address of the NTP server.

An NTP server is not commonly used, so
set the same IP address as the default
gateway.
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B Gateway Field

Table B1-4 Setting Gateway

Parameter name

Setting value

Remark

Device Tag

Specify the device tag of the gateway.

By default, the device tag is YFGW-

GWnnn.

nnn is from 001 to 999, any of which is
automatically assigned so that the device

tag is unique in the project.

B System Manager/Security Manager Field

Table B1-5 Setting System Manager/Security Manager

Parameter name Setting value Remark
Device Tag Specify the device tag of System Manager. By default, the device tag is YFGWV-
SMnnn.
nnn is from 001 to 999, any of which is
automatically assigned so that the device
tag is unique in the project.
EUI-64 EUI-64 of System Manager Display only
Channels Check the channels to use. By default, all 15 Channels 0 to 14 are displayed in Field
channels are checked. Wireless Configurator. These channels
Clear the check mark for channels that are correspond to channels 11 to 25 defined in
prohibited by the radio law of the country or IEEE 802.15.4.
region where YFGW710 is used.
Topology Specify the network topology. For details on changing the network topol-
The following two types can be selected. ogy, refer to section B1.2.2.5.
« Star (default)
* Mesh
Max Nodes 50 nodes is specified by default. Do not change it.
Max Latency 0% is specified by default. Do not change it.
Max Device Timeout 120 seconds is specified by default. Do not change it.
Advertise Period 7 seconds is specified by default. Do not change it.
Join Links Period 4 seconds is specified by default. Do not change it.
PER 15% is specified by default. When the network is a mesh topology, this
is the standard for switching paths.

TIP

There is the case that notation of “EUI64” is used for device unique 64bits address (EUI-64) of both the field wire-
less devices and each function of YFGW710 in display of software that is referenced “PART C C2. Field Wireless
Configurator” by this chapter.
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B Channels (System Manager/Security Manager Field)

An ISA100.11a field wireless network uses the wireless frequency band corresponding to each
channel defined in IEEE 802.15.4. When there is a band whose use is prohibited by the law of
the country or region where the wireless network is used, clear the check mark in front of the cor-
responding channel.

Table B1-6 RF Channel

ISA100.11a IEEE802.15.4 Band (MHz) ISA100.11a IEEE802.15.4 Band (MHz)
0 1 2405 8 19 2445
1 12 2410 9 20 2450
2 13 2415 10 21 2455
3 14 2420 11 22 2460
4 15 2425 12 23 2465
5 16 2430 13 24 2470
6 17 2435 14 25 2475
7 18 2440 15 E)”rzii'gife'g’)ays 26 2480

B Backbone Router Field

Table B1-7 Setting Backbone Router

Parameter name Setting value Remark

Device Tag Specify the device tag of the backbone router. | By default, the device tag is YFGWV-

BBRnNn.

nnn is from 001 to 999, any of which is
automatically assigned so that the device
tag is unique in the project.

Filter Bit Mask OxFFFF is specified by default. Do not change it.
Filter Target ID NetworkID = Subnet ID for YFGW?710 that is Display only
(Subnet ID) used in this system.

P Filter Bit Mask and Filter Target ID

TIP

These parameters are used when constructing multiple logically independent field wireless networks on a single
field wireless network.

However, with respect to a system consisting of currently available wireless devices, a single logical field wireless
network is constructed on a single field wireless network like in the example of this system. Do not change the
filter bit mask and filter target ID but use the default values.

YFGW?710 Field Wireless Integrated Gateway consists of functions that are Gateway, System Manager/Security
Manager and Backbone Router.
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B1.2.2.3

Registering Field Wireless Device

Register the field wireless device to allow it to join the wireless network. For details on the regis-
tration procedure, refer to C2, “Field Wireless Configurator” in Part C of this document.

After registering the field wireless device, set the following related parameters.

Table B1-8 Setting Field Wireless Device Parameters

Parameter name Setting value Remark
Device Tag Enter the device tag set to the field wireless When an incorrect device tag is set, “Reg-
device by provisioning in section B1.2.3.2. istering a Provisioning Information File with
Up to 16 single-byte capital alphabet letters, the Project Database” and “Downloading
numbers, hyphens, and underscores can be to the Field Wireless Device” described
used. later cannot be executed correctly.
EUI-64 EUI-64 of the target field wireless device Automatically registered during the task
: : . : : of “B1.2.4.1 Registering a Provisioning
Join Key Join key of the target field wireless device Information with the Project Database”
described later.
Device Role Device role of the field wireless device For details, refer to section B1.2.2.5.
Provisioner Name Name of user who provisioned the target field | Automatically registered during the task
wireless device of “B1.2.4.1 Registering a Provisioning
Provisioning Time Time at which the target field wireless device :jnef:(r;wsgg:]am:h the Project Database
was provisioned. It is displayed in UTC. )

B1.2.2.4 Loading a Capabilities File (CF)

Before performing User Application Engineering in section B1.2.3.5, it is necessary to obtain a
Capabilities File (CF) of the target field wireless device and load CF during the task of registering

the field wireless device using Field Wireless Configurator.

Copy CF to the specified folder and load it using Field Wireless Configurator. For details on the
procedure, refer to C2, “Field Wireless Configurator” in Part C of this document. For the copy
destination, refer to section “@a CF Copy Destination Folder” described later.

m CF

CF contains information on the vendor name, model name, and revision of the field wireless
device, and built-in process data (measurement values such as flow rate, temperature, and pres-
sure). CF is provided by the device vendor.

TIP

Do not change the content of CF with a text editor or the like. If it is changed, “User Application Engineering” in
section B1.2.2.5 cannot be performed correctly.
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B CF File Naming Rule
The CF file name is determined by the following rule.
<Vendor ID>\<Model ID>\<Device Revision><DD Revision><CF Revision>.cff
Yokogawa vender ID: 00594543
EJX model ID: 000C
YTA model ID: 0005

B CF Copy Destination Folder

Obtain CF from the device vendor and copy it to the following folder.

The folder is shown at [Default Folder for CF/DD Files] of [File Options] in the Option window.
To open the [Options] window, click [Tools] — [Options] in the Main window.

Default setting is

“C: \Yokogawa\FieldWireless\FieldWirelessConfigurato\CFDD”.

For details, refer to C2, Field Wireless Configurator in Part C of this document.

File options
 Defeult Folder for Prject Files: __|C¥Yokogana¥Fieldiiireless¥FieldWirelessConfiguator¥Project ___________ | =]
| Defoul Folder for OF/0D Files: _ | ERAIEIETENEN ST (]!
Default Folder for Export Files: C¥Yokogawa¥F ieldwireless¥FieldWirelessConfigurator¥Export E]
Default Values
ObjectType ~ | AttributeName Defaultalus -~
3 Device Detailz, Sampling Data tab Sampling Parameters¥lpdate Policy
Device Details, Sampling Data tab Sampling Parameters¥Publication Peri. §
Device Details, Sampling Data tab lSampIin: Parameters¥Publication Phas.. 0
Device Details, Sampling Data tab | Sampling Parameters¥Stale Limit Time.. 50
Download | Delay After Device Join(see) 30 d
Dowmload Timeout{minutes} ]
Metwork Information Metwork, 1D 100
.Neimrk Information .Topology .'I
Metwork. Information IIP\M Settings¥IP Address 182.168:200200
MNetwork. Infor mation IPvd Settings¥Subnet Mask 255.255.265.0
Metwork Information IIPvd Settines¥Defaylt Gatewsay -192 168 200 253 |
[ OK | [ Cancel ]

FB0104.ai

Figure B1-4 CF Copy Destination Folder
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B1.2.2.5 User Application Engineering
User Application Engineering consists of the following three tasks.
» Defining device role

» Defining process data communication (setting which data of the field wireless device is noti-
fied to which device (YFGW710) and at which period)

* Defining Modbus Register map

Loading CF using Field Wireless Configurator displays the attribute information on the field wire-
less device and enables working on the above three definitions.

B Defining Device Role

Adevice role refers to the functional role of the field wireless device (10 and routing functions).
Field Wireless Configurator displays all the device roles supported by the target field wireless de-
vice. Select the appropriate one from the 10 and routing functions according to your needs. You
can select more than one role. In window setting Device Role, the IO function is shown as “10”,
and the routing function is shown as “Router”.

Afield wireless device that joins the field wireless network works with the selected function.

Field Wireless Management Tool allows you to confirm the function with which the field wireless
device works.

Changing the device role of an operating field wireless device causes it to restart when settings
are downloaded. For details, refer to section B1.3.2.1 of this document.

® Notes when the network is star topology

When the network is selected as the star topology in section B1.2.2.2, only the field wireless de-
vice for which the 10 function (alone or IO + routing function) is selected for the device role joins
the field wireless network. Only the 10 function of all the joining field devices is enabled.

Afield wireless device for which the 10 function is not selected (only the routing function is se-
lected) is not able to join the field wireless network.

® Notes when the network is mesh topology

When the network is selected as the mesh topology in section B1.2.2.2, the maximum number of
field wireless devices you can set the routing function for the device role is 10.

When setting the routing function for 11 or more field wireless devices, communication with an
unspecified number of field wireless devices connected to the field wireless network in question
may not be performed normally. Such a condition may cause process alarms such as |OP or

a system alarm indicating the field wireless device is no longer joined with Yokogawa's control
system.
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B Defining Process Data Communication

Define the transfer period and transfer destination (YFGW710 for this system) for each piece of
data of the field wireless device.

Table B1-9 Setting Parameters for Defining Process Data Communication

Parameter name Setting value Remark
Sampling Parameters Specify the field wireless device data to notify | The following three types can be set to
to YFGW710. Sampling Parameters.
By default, the process data of the field wire- Unless all parameters are set, the field
less device is specified. wireless device will not transmit any data.
PV
PV_B
DAIG_STATUS
Update Policy Change is not necessary. Change of State is a method to notify only
Periodic and Change of State can be set. when data is changed.
Always specify Periodic. Periodic is a method to notify of data at a

period specified in Publication Period.
Always specify Periodic for this system.

Publication Period Change the period if necessary. When 0 second is specified, no data is
The range is from 1 to 60 seconds. notified from the field wireless device.
5 seconds by default.

Stale Limit Time Change the time if necessary. When this specified time is exceeded and
The range is from 10 to 255 seconds. data cannot be received from the field
50 seconds by default. wireless device, YFGW?710 considers that
Set a value that is larger than the publication a communication error has occurred.
period.

Destination for data The device tag of the communication destina- | Always point to YFGW710.
tion is set. Change is not necessary.

® Publication Period and Stale Limit Time

Publication Period

A publication period refers to a period at which the process data is notified to YFGW710
from the field wireless device.

Determine the publication period considering battery power consumption (which varies
depending on the publication period) or other factors.

Stale Limit Time

The check process of wireless communication, the operating environment of the system,
deterioration of wireless quality, and communication path error and restoration may cause
data loss, retransmission of the same data, or variations in the data update time.

When the state of not-updated-data or lost-data continues for the period specified in Stale
Limit Time, YFGW710 considers that an error has occurred and notifies the control system
of an error.

Be sure to set a value that is larger than the publication period. It is recommended to set a value
10 times as large as the publication period. However, determine the value considering the fact
that the time from when the state of data-not-updated or data-lost occurs until the determination
of an error varies depending on the system environment and user application.
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B Defining Modbus Register Map

When communicating with the control system using Modbus communication, this task needs to
be performed.

For details on the procedure to assign to the Modbus Register map, refer to C2, “Field Wireless
Configurator” in Part C of this document.

Only assignment to Input Register is possible for this system. Assignment to Holding Register is
not possible.

P It is only possible to assign the PV value of the device and DIAG_STATUS indicating the diagnostic result of the
device to Input Register.

B1.2.3 Work before Installing Field Wireless Device

This section describes the following tasks that need to be performed for the device and
YFGW710 before the field wireless devices are installed in the field at the plant.

» Task of Setting YFGW710

» Task of Provisioning a Field Wireless Device

» Setting and adjusting field wireless device parameters (this can be performed after installa-
tion)

B1.2.3.1 Task of Setting YFGW710

Before installing YFGW710, the task of setting YFGW?710 for connecting by Ethernet is neces-
sary. By factory default, the following values are set to YFGW710.

Table B1-10 YFGW710 Network Parameter Factory Default Values

Item Default value
IP Address 192.168.0.101
Subnet Mask 255.255.255.0
Default Gateway 192.168.0.1

When changing the YFGW710 network parameter, connect the PC on which Field Wireless Con-
figurator is installed and YFGW?710, and follow the instructions described below.

Ensure the IP address of the PC is an IP address other than the factory default IP address of
YFGW?710 (namely, an IP address other than 192.168.0.101).
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B Procedure to Set YFGW710 Network Parameters

1.

Connect the PC on which Field Wireless Configurator is installed to YFGW?710 for which to
set the network parameters on a peer-to-peer basis.

To check the routing of the PC and YFGW710, access the current YFGW710
(192.168.0.101 by factory default) from the PC using the ping command. If the ping com-
mand does not work normally, a routing error occurs or there is a problem with the network
settings of the PC. Check the routing and the network settings of the PC.

Create a project using Field Wireless Configurator. This project is only used to change the
YFGW?710 network parameters.

Set the values to change for IP Address, Subnet Mask, and Default Gateway in the [IPv4
Settings] field on the page of the [Network Information] tab in the Main window of Field Wire-
less Configurator. The other values do not need not to be changed. For the actual proce-
dure, refer to C2 of Part C of this document.

To set new YFGW710 network parameters, click on [Tools] — [Download] in the menu in the
Main window of Field Wireless Configurator to open the [Download Project Data] window.

Set the IP address before the change (192.168.0.101 for this example) for IP Address in the
[Connection Information] field in the [Download Project Data] window and click the [Start
download] button. After the download starts, YFGW710 will automatically restart during the
download. It will take a maximum of 2 minutes for YFGW710 to automatically restart and
then enter the running normally state.

When YFGW710 restarts, check that the new YFGW710 network parameters are set to
the target YFGW710 using the ping command from the PC. If the ping command response
is not normal, there is a problem with the network settings of the PC. In particular, when
the IP address was changed to a different segment (for example, when the IP address of
YFGW?710 was changed from 192.168.0.101 to 10.0.1.1), the network settings of the PC
need to be set again so that access to the new segment becomes possible.

Ensure that the IP addresses of all the machines (YFGW710 and PCs) connected by Ethernet are unique.

IM 01W01F01-01EN



<B1. Engineering> B1-18

B1.2.3.2 Task of Provisioning a Field Wireless Device

The task of provisioning a field wireless device is performed using a PC on which FieldMate and
FieldMate Provisioning Device Tool are installed. The setting is performed for each field wireless
device using an infrared adapter.

B Provisioning Task Work Flow

The provisioning task must be performed to allow a field wireless device to join the field wireless
network.

Figure B1-5 shows the provisioning work flow overview.

System Engineer

-Network ID = 100
-Device Tag = DEV_001

S1. Input Provisioning Information file

Field Wireless Configurator

% Person in charge of devices

Project S2. Load Network ID = 100
Database Device Tag = DEV_001 -Network ID = 100
JoinKey =11223344 .7 |22 -Device Tag = DEV_001
EUI-64 = yyyy:yyyy:yyyy:yyyy
M1. Input
- P
S3. Download to Gatewa
y M2. Save FieldMate

—_) (Provisioning Device)
-Device Tag = DEV_001
-Join Key = “11223344... Network ID = 100

-EUI-64 = yyyy:yyyy:yyyy:
UI-64 = yyyy:yyyy:yyyy:yyyy M1, Setting | ~Join Key = *11223344..

Gateway .
f

Join

-EUI-64 = yyyy:yyyy:yyyy:yyyy -Device Tag = DEV_001
-Device Tag = DEV_001 and so on
and so on \

Device

Device Installation (EUI-64 : yyyy:yyyy:yyyy:yyyy)

FB0105.ai

Figure B1-5 Provisioning Work Flow Overview

The person in charge of the devices performs the provisioning task (Figure B1-5, M1) and the
provisioning information file creation task (Figure B1-5, M2).

The system engineer creates a project database using Field Wireless Configurator. (Figure B1-5,
S1. For details, refer to section B1.2.2.)

Next, the provisioning information file created by the person in charge of the devices is registered
with the project database. (Figure B1-5, S2. For details, refer to section B1.2.4. and the following
sections.)

After the registration, the project data is downloaded to YFGW?710. (Figure B1-5, S3. For details,
refer to section B1.2.4.)

When the above tasks are completed, the field wireless device is able to join the field wireless
network and communicate with YFGW710.

To add a new field wireless device or replace one, the same procedure must be performed.
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B Setting Provisioning Information

The setting of the device tag and network ID is performed using a provisioning function in Field-
Mate.

The device tag, network ID, and join key are set to the field wireless device. However, the join key
does not need to be entered because it is automatically generated by FieldMate.

® Setting Device Tag

A device tag is used for the user to identify the field wireless device.
Set “DEV_001” for the example of Figure B1-2.

® Setting Network ID

A network ID is used for the field wireless device to join the field wireless network.
Set a decimal value from 2 to 65535.

Afield wireless device is able to join the field wireless network that matches the network ID set by
the provisioning task.

Set “100” for the example of Figure B1-2.

B Creating a Provisioning Information File

A provisioning information file includes the following information that was set to the field wireless
device by provisioning.

*  Network ID

* Device Tag

+ EUI-64

* Join Key

» Provisioner (Name of user who performed provisioning operation)
« Date (time of day at which provisioning was performed)

Keep this provisioning information file, which will be used to write data from Field Wireless Con-
figurator (described later) to YFGW710.

® Storing a Provisioning Information File

If a provisioning information file is lost, the same file as the lost provisioning information file can-
not be restored. The provisioning task must be performed again to create the file.

Keep provisioning information file carefully so as not to lose it.

® Creating Multiple Provisioning Information Files

Provisioning information on multiple field wireless devices can be recorded in a single provision-
ing information file. Furthermore, provisioning information files can be created for multiple de-
vices.
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B1.2.3.3 Adjusting and Setting Field Wireless Device Parameters

B1.2.

Use FieldMate to adjust and set parameters before installing a field wireless device.

For details, refer to “ISA100.11a wireless devices” in Part | of the instruction manual (IM
01R01A01-01E) supplied with FieldMate.

Use FieldMate R2.03.00 or later to do this work.

Note that this work need not be done before installing a device in the field. Use PRM via
YFGW?710 to adjust and set parameters of field wireless devices after installation. For details,
refer to Chapter B1.2.6.

4 Downloading to YFGW710

Download to YFGW?710 the project database information created by the field wireless network
offline engineering described in section B1.2.2.

The tasks in B1.2.4 and the following subjections are supposed to be performed by the system
engineer (or the startup engineer) after the wireless devices are delivered to the plant site of the
customer.

When downloading to YFGW710 is completed, the field wireless device whose provisioning task
is completed is able to join the field wireless network.

The following tasks need to be performed.
» Registering Provisioning Information with the Project Database

* Downloading to YFGW710

B1.2.4.1 Registering Provisioning Information with the Project

TIP

Database

This is a task to obtain the provisioning information from the provisioning information file created
in the procedure in section B1.2.3.2 and register it with the project database of Field Wireless
Configurator.

For details on the procedure to register the provisioning information, refer to C2, “Field Wireless
Configurator” in Part C of this document.

Note that this task must be performed before downloading to YFGW710.

The provisioning information (EUI-64 and Join Key) is shared by the field wireless device and
YFGW710.

The provisioning information is shared by the field wireless device and YFGW?710 by obtaining
the provisioning information from the provisioning information file, registering it with the project
database, and then writing it to YFGW710.

Registration Information

The following information of the provisioning information file data is registered with the project
database.

+ EUI-64
+ Join Key
» Provisioner: Name of user who performed provisioning using FieldMate

« Date: Time of day at which provisioning was performed using FieldMate

The above information that was registered cannot be changed from Field Wireless Configurator.
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TIP

Registration Conditions

The provisioning information of the field wireless device that matches the target network ID in the
provisioning information file is registered with the project database.

When a device tag is already registered with the project database, the information described in
the registration information is registered and updates the existing information. When a device tag
is not registered with the project database, the information described in the registration informa-
tion and the device tag are newly registered with the project database.

The task of registering the provisioning information from the provisioning information file with the project database
performs association using the device tag. When the device tag in the provisioning information file and the device
tag in the project database are not identical, this registration task does not replace the device tag in the project
database with the device tag in the provisioning information file.

In such a case, change the device tag in the project database and perform the registration task again.

Confirmation Dialog Box

When registering the provisioning information using Field Wireless Configurator, the Device Pro-
visioning window (confirmation dialog box) appears.

Device Provizioning

Thesze devices already exizt Do wou want to import them?
Older Devices Mewer Devices

[] DEVO02 DEV 003 *
DEV_ 001

The following devices already exist with different information and will not be loaded
Device Tag Reason
DEY 004 Different Device Tag

Ok i [ Cancel

FBO108 psd

Figure B1-6 Confirmation Diaglog Box
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The confirmation dialog box appears when you perform the following procedure: open the page
of the Devices tab while the network information is being displayed in the right pane in the Main
window of Field Wireless Configurator, click the Load Devices List button in the toolbar, and then
select and open the provisioning information file to read.

The following explanation uses “DEV_001”, “DEV_002”, and “DEV_003 *” in Figure B1-6 as an
example.

In the [Newer Devices] field on the right of the confirmation dialog box, device tags are displayed,
whose provisioning information in the provisioning information file is to be registered with the
project database.

A device tag marked with an asterisk “*” (e.g. DEV_003*) indicates that the device tag exists in
the provisioning information file, but the device tag in question does not exist in the project data-
base.

In such a case, clicking the [OK] button, while the check box on the left of the device tag is
checked, registers the device tag and the provisioning information with the project database.

Wk

A device tag without an asterisk “*” (e.g. DEV_001) indicates that the device tag in question exists
in the provisioning information file and the project database, and clicking the [OK] button, while
the check box on the left of the device tag is checked, updates the provisioning information in the
project database.

The [Older Devices] field on the left of the Confirmation Dialog window indicates that the device
tag in question exists in the provisioning information file and the project database (e.g. DEV_
002).

A device displayed in the [Older Devices] field indicates that the same provisioning information
is already registered with the project database, or older provisioning information is about to be
registered. Even clicking the [OK] button, while the device tag check box is not checked, does not
update the provisioning information in the project database. Clicking the [OK] button, while the
device tag check box is checked, updates the provisioning information in the project database.

The lower pane may show the device tag name and the message “Different Device Tag” (exam-
ple: DEV_004). In this case, no provisioning information for the device tag has been imported.
This means that the device tag in the project database differs from the device tag in the provision-
ing information file although they have the same EUI-64 address. For example, this message
appears when a device tag is changed by reprovisioning without changing the device tag for the
device in the project database. If this happens, either change the device tag for the device in the
project database or correct provisioning in the device so that the device tag in the project data-
base for the device matches the device tag in provisioning information file.
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® How to Specify Provisioning Information Files

Multiple provisioning information files can be registered with the project database at the same
time. Copy all the provisioning information files to a particular folder and specify all the files.

If there is a provisioning information file that is not specified, specify that provisioning information
file and register it again. At this point, there is no problem specifying provisioning information files
that is already registered at the same time. The information in the provisioning information file
that is already registered is displayed in [Older Devices] in the confirmation dialog box.

If the provisioning information on the same device coexists in the specified multiple provisioning
information files, the latest information is automatically selected and the device tag of the select-
ed device is displayed in the confirmation dialog box in Figure B1-6.

For example, when provisioning of the same device is performed from different provisioning de-
vices, multiple provisioning information files are created. When all these provisioning information
files are specified, Field Wireless Configurator selects the latest information from the specified
provisioning information files and displays it in the confirmation dialog box.

AN\ MPORTANT
[Note on the time of day of a PC on which the provisioning device runs]

On the PC that operates FieldMate Provisioning Device Tool, when the provisioning device per-
forms provisioning of the field wireless device, it also saves the time of day (UTC) in the provi-
sioning information file. Field Wireless Configurator selects the latest information based on that
time of day. Accordingly, set the time of day of a PC, on which the provisioning device runs, to the
local time in a region where the PC is used and that is set on the PC.

® Keeping Provisioning Information File after Registration

After registering the provisioning information from the provisioning information file with the project
database, keep the provisioning information file carefully.

ﬂ IMPORTANT

[Provisioning information registration error]

When a single provisioning information file includes information on a field wireless device that
has duplicate EUI-64, the provisioning information cannot be obtained (there is no change to the
project database).

When multiple provisioning information files are specified and even one of them includes dupli-
cate EUI-64, the provisioning information cannot be obtained (there is no change to the project
database).

FieldMate Provisioning Device Tool is not able to create information on a field wireless device
that includes duplicate EUI-64 in a single provisioning information file.
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B1.2.4.2 Downloading to YFGW710

To write the provisioning information to YFGW?710, click on [Tools] — [Download] in the menu in
the Main window of Field Wireless Configurator to display the [Download Project Data] window.

Download Project Data

Data to download Connection information
Network ID: [100 v IP Address: | 192 | 168 | 0 | 101 |
[F]1P+4 Settings frequires restart) A
[7] Gateway equires restart)
[7] System Manager (equires restart) Download options:
Devices Provisioning (Security Manager) Perform eror check before dovnloading

Backbone Router (requires restart)
ModEius Register Map and Pub/Sub Commun |

=[] Devices
1N Nm
< >

[] Gheck All

Verify vendor and model before
downloading to device

“

| Start download | [ Cancel ]

FB0107.ped

Figure B1-7 Download Project Data Dialog Box

The check boxes for the information to be downloaded are automatically checked in the [Data to
Download] field on the left in the [Download Project Data] window.

When performing a download for the first time after creating a project database, the check boxes
for all the items are checked. Clear the check mark from [Devices] and click the [Start download]
button. Downloading to the YFGW710 specified in [IP Address] in the [Connection Informa-

tion] field is performed. Note that YFGW?710 automatically restarts once during the download to
YFGW710.

For details on the procedure, refer to C2, “Field Wireless Configurator” in Part C of this document.

® When the Start download button is clicked while the Devices check box is
checked:

When the download to YFGW?710 is completed and YFGW?710 automatically restarts, the down-
load to the field wireless devices whose check boxes are checked is performed.

However, since YFGW710 automatically restarts, the field wireless devices are disconnected
once from the field wireless network. After YFGW710 automatically restarts, the field wireless
devices join the field wireless network one after another.

Field Wireless Configurator waits for a maximum of three minutes until the field wireless devices,
to which the download is performed, join the field wireless network. The download is not per-
formed to field wireless devices that did not join the field wireless network within three minutes.

The check boxes for the field wireless devices to which the download was not performed are
checked. In such a case, refer to section B1.2.7, “@a Countermeasures against Download Error”
and take the appropriate countermeasure.
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B How to Change IP Address of YFGW710

To change the IP address of YFGW?710 that is already connected by Ethernet, do it from Field
Wireless Configurator. The following describes the procedure.

There are two YFGW710 IP address input fields for Field Wireless Configurator.
One is IP Address displayed in the [Download Project Data] window (Figure B1-7).

The other is IP Address in the [IPv4 Settings] field on the page of the [Network Information] tab
(Figure B1-8).

X Yokogawa Field Wireless Configurator R1.02.00 - sample
Eile  Tools Help
N =Nealeal s NE=Ne A ANy

& Networks "Hietnork nformation | Devices | Modbus Genfieuration| =
Network ID: 100
Download Status
Dovnload History
Froject Log Network I0D: 100

Gonfiguration of this page will require Gil restart
Network Information

Description:

| TFd Settines

: IP Address: 1921680101 _: NTP Server IP Address: 19216801
Subnet Mask: [es5 2552850 ] Default Gateway: 19216801 ]

Gateway
Device Tae " FGW-GWOO1

System Manager/Security Manager

Device Tae: [vFaw-5Mo01 ] Max. Nodes: |
ELI4: 00000000:0A10:00A0 ] Max. Latency ): ] ]
Channels: o @1 2 3 4 Max. Device Timeout (sec): 120
M5 M6 F7? M8 M9 Advertise Period (seck ]
B0 @ B2 [F1s g Join Links Period (sec): (.
Topology: © Mesh @ Star Packet Error Rate (i) 15 ]
Backbane Router
Device Tae: M Filter Bit Mask thes): FEE— ]

Filter Target ID (Subnet 1D 100

Apply changes Gancel

v

Yokogawa Field Wireless Configurator R1.0200 Full User Name: Administrator

FB0108.ai

Figure B1-8 IP Address Setting Window

When the YFGW?710 download is performed, processing is performed in the following order and
YFGW710 starts with a new IP address, and finish the procedure of change IP address.

® |P Address displayed in the Download Project Data window

Field Wireless Configurator downloads the project database to YFGW?710 with an IP address that
was entered in the [Download Project Data] window.

® |P Address in the IPv4 Settings field on the page of the Network Information
tab

When the download to YFGW710 is completed, YFGW710 restarts with an IP address that was
entered here.
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B Auto Checking

When changes are made to the project database, the checkboxes for the information, to which
a change was made and which therefore needs to be downloaded, are automatically checked
in the Download Project Data window. Write the information to YFGW710 without clearing the

check marks.

Table B1-11 Auto Checking

(requires restart)

mation under the [Network Information] tab

Gateway
(requires restart)

(1) When changing the Network ID
(2) When changing the Gateway information
under the [Network Information] tab

System Manger
(requires restart)

(1) When changing the Network ID

(2) When changing the [System Manager/
Security Manager] information under the
[Network Information] tab

the download.

Item L
(refer to Figure B1-7) Description of change Remark
IPv4 Settings (1) When changing the [IPv4 Settings] infor- YFGW710 automatically restarts during

When the IP address of YFGW710 is
changed, the download to all the devices is
performed automatically. Refer to Devices.

Device Provisioning
(Security Manager)

(1) When changing the device tag

(2) When EUI-64 and join key of the device in
question are changed as a result of regis-
tering the provisioning information from the
provisioning information file

(3) When changing the device role

When adding or deleting a device, or
changing the device tag and device role, or
updating the provisioning information, this
information needs to be downloaded.
However, YFGW710 does not restart
automatically during the download. Online

operation is possible.

Backbone Router
(requires restart)

(1) When changing the Network ID

(2) When changing the [Backbone Router]
information under the [Network Informa-
tion] tab

YFGW?710 automatically restarts during

the download.

Modbus Register Map
and Pub/Sub communica-
tion

(1) When performing Load CF/DD

(2) When changing the information in [Sam-
pling data] in the Edit Device window

(3) When changing the Modbus Register map

Devices

(1) When changing the IP address in [IPv4
Settings] under the [Network Information]
tab

(2) When performing Load CF/DD

(3) When changing the information in [Sam-
pling data] in the [Edit Device] window

(4) When the device role is changed

YFGW?710 does not restart automatically
during the download. Online operation

is possible. However, communication
between the device to be changed and
YFGW?710 is stopped temporarily.
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B1.2.5 Task of Checking Field Wireless Network Operation
Conditions

When the download to YFGW710 from Field Wireless Configurator is completed, field wireless
devices whose provisioning is completed automatically join the field wireless network.

When the field wireless devices have joined the field wireless network, parameters of the devices
that have joined the field wireless network can be set and adjusted from PRM via YFGW710 us-
ing client/server communication.

The following describes the procedure to check whether or not the field wireless devices have
joined the field wireless network and whether or not client/server communication between
YFGW?710 and the field wireless devices is possible.

B1.2.5.1 Checking Join Status of Field Wireless Devices to Field
Wireless Network

Click on [View] — [Devices] in the menu in the Main window of Field Wireless Management Tool to
open the page of the [Devices] tab.

When the target field wireless device has joined the field wireless network, information such as a
device tag and EUI-64 is displayed on the page of the [Devices] tab.

For details on the operating procedure, refer to C3, “Field Wireless Management Tool” in Part C
of this document.

B Checking Device Tag

Check whether or not the device tag displayed on the page of the [Devices] tab is correct.

® Vendor ID and Model ID displayed on the page of the Devices tab

Vendor ID and Model ID are of the vendor of the communication stack that is implemented in the
field wireless device.

® Time required for the field wireless device information to be displayed on the
page of the Devices tab

It may take a maximum of 30 minutes from when the target field wireless device has joined the
field wireless network until the device information is displayed in Field Wireless Management
Tool.

B Checking Device Status

Check that Devices Status of the device in question displayed on the page of the [Devices] tab is
“FULL_JOIN".

® Status displayed in Devices Status

The status displayed in Device Status is “FULL_JOIN” only. The status indicates that the device
has joined the field wireless network normally.

B Checking Device Role

Check that the device role of the target field wireless device is identical to the device role speci-
fied in Field Wireless Configurator. Note that when the network is star topology, the device may
run with a device role different from the device role set in Field Wireless Configurator. For details,
refer to section B1.2.2.5.
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B1.2.5.2 Checking Client/Server Communication between YFGW710
and Field Wireless Device

When the field wireless device has joined the field wireless network, communication between
YFGW?710 and the field wireless device is possible.

B Checking Client/Server Communication

When Field Wireless Management Tool refers to the field wireless device parameters and the
data can be referred to correctly, client/server communication is possible.

For details on the operating procedure, refer to C3, “Field Wireless Management Tool” in Part C
of this document.

The following describes the procedure to specify the IDENT_NUMBER information of the field
wireless device to access. For details on the field wireless device parameters and addresses
(TSAP ID, Object ID, and Attribute ID), refer to the user's manual of the device. Set “2” for TSAP
ID for EJX and YTA.

Read Object Attribute @

Command: Read Object Attribute
TSAP ID {port): |2 |

ObjectD:  |[1 |

Attribute ID: |64] |

L OK ][ Cancel ]

FBO109.p=d

Figure B1-9 Read Object Attribute

B Referring to IDENT_NUMBER

All the devices that support ISA100.11a field wireless communication support IDENT_NUMBER.
(The implementation position of IDENT_NUMBER is TSAP ID=2, Object ID=1, and Attribute
ID=64.) IDENT_NUMBER includes the following information.

Table B1-12 IDENT_NUMBER

Parameter name Type Meaning
Vendor ID u32 Means the device vendor.
00594543 for Yokogawa
Model ID u16 Means the device model.
000C for EJX
Device Revision u16 Means the device revision of the device.
0001 (as of August 2010) or later for EJX
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B1.2.6 Task of Setting and Adjusting Field Wireless Device
Parameters

The task of setting and adjusting the parameters of the field wireless device that has joined the
field wireless network is performed from PRM via YFGW710.

For details on the procedure, refer to the user's manuals of PRM.™

Note that this task can also be performed after the Task of Downloading the Process Data Com-
munication Definitions described later.
*1: User's Manuals of PRM

IM 33Y05Q10-11EN Plant Resource Manager Reference
IM 33Y05Q10-11EN Plant Resource Manager Installation Manual

ﬂ IMPORTANT

When Yokogawa's host system is running, set and adjust the parameters of the field wireless
device from PRM.

When Yokogawa'’s host system is not running, or when a non-Yokogawa host system is connect-
ed, the parameters can be set and adjusted using FieldMate.

B1.2.7 Task of Downloading the Process Data
Communication Definitions

Download the process data communication definitions described in section B1.2.2.5 to the field
wireless device. For details on the registration procedure, refer to C2, “Field Wireless Configura-
tor” in Part C of this document.

Note that this task can also be performed before the Task of Setting and Adjusting Field Wireless
Device Parameters in B1.2.6.

B Downloading the Process Data Communication Definitions

When downloading the process data communication definitions to the field wireless device, the
process data communication between the device and YFGW710 starts according to the informa-
tion specified in Table B1-9.

During the time from when the download is completed until the process data communication
starts, IOP is displayed for the target device in HMI of Yokogawa's host system.

B Countermeasures against Download Error

When a download error occurs while the process data communication definitions are being
downloaded to the device, one of the following is likely to be the cause.
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® Device tags do not match

When downloading the process data communication definitions to the device from Field Wire-
less Configurator and the device tag registered with the project database and the device tag set
to the device by provisioning do not match, the following message appears and the download is
stopped.

<Device tag 1> Device Tag is not correct! <Device tag 2> is assigned

Device tag 1: Device tag registered with the project data base
Device tag 2: Device tag actually set to the device

In this case, either change the device tag in the project database, or perform the provisioning
task again and set the device tag to the field wireless device again. Note that when provisioning
is performed again, the provisioning information needs to be registered with the project database
and written to YFGW710 again.

® CFs do not match

When the CF used by the field wireless network offline engineering does not match the CF of the
target device, a download error occurs.

Check whether or not the CF used is correct using the following procedure.

* Inthe [Download Project Data] window shown in Figure B1-7, place a check in the checkbox
for [Verify vendor and model before downloading device].

* Performing download

When a check is placed in the checkbox for [Verify vendor and model before downloading de-
vice], Field Wireless Configurator obtains the vendor ID and model ID in IDENT_NUMBER of
the device and compares them with the vendor ID and model ID in CF before downloading the
process data communication definitions. When the vendor IDs and model IDs do not match, the
following message appears and the download is stopped.

<Device tag> IDENT _NUMBER is not correct! VendorID=0x00594543, ModellD=0x000C.,
DeviceRev=1

Device tag: Device tag registered with the project database
Vendor ID: Device vendor (0x00594543 for Yokogawa)
Model ID: Device model (0x000C for EJX)

In this case, inform the device vendor about the vendor ID, model ID, and device revision, and
obtain CF that matches the device information. After obtaining CF, replace the existing CF with
a new CF using Field Wireless Configurator, and define the process data communication again.
Define the Modbus Register map again if necessary.

® For the case that you find the following message when the timeout occurs
after starting the download without a marking “Verify vendor and model before
downloading to device” checkbox in the [Download Project Data] window:

DEV001 download failed due to EUI64 write ObjectAttributelndexAndSize Array configured NG
due to timeout!! (Ex. Device TAG: DEV001)

When the above message appears during the download, wait for three minutes, and then per-
form the download to the target device again using Field Wireless Configurator.

® For the case that you find the following message when the timeout occurs
after starting the download with a marking “Verify vendor and model before
downloading to device” checkbox in the [Download Project Data] window, de-
pending on the timing of the downloading of Field Wireless Configurator or the
timing of the device provisioning to the wireless network:

IM 01W01F01-01EN



<B1. Engineering> B1-31

DEV001 download failed due to EUI64 read IDENT_NUMBER configured NG due to timeout!!
Or

DEV001 download failed due to EUI64 read IDENT_NUMBER configured NG due to App(-33)-
server inaccessible for unbuffered request!!

When the above message appears during the download, wait for three minutes, and then per-
form the download to the target device again using Field Wireless Configurator.

® Other than the above

When the above countermeasures do not remove the error, consult with the responsible depart-
ment of Yokogawa.

B Checking Process Data Communication

It is possible to check from the page of the [Readings] tab of Field Wireless Management Tool
whether or not the process data communication is being performed.

The last process data that YFGW710 has received from the field wireless device and the time of
day are displayed on the page of the [Readings] tab.

Press the [Search] button. If the timestamp is updated, this means that data is transferred cor-
rectly from the field wireless device to YFGW710.

For details on the operating procedure, refer to C3, Field Wireless Management Tool in Part C of
this document.

® Parameters displayed on the page of the Readings tab

The parameters about process data communication are defined in the [Sampling Parameters]
field and the parameters are displayed on the page of the [Readings] tab.

When no parameter is set in the Sampling Parameters field, no parameter is displayed on the
page of the Readings tab.

® Data Status List

When data with data status is assigned to the [Sampling Parameters] field, the data status is also
displayed on the page of the [Readings] tab.

The following shows a Data Status List.

Table B1-13 Data Status

Quality Substatus — — Code - —
Not Limited Low Limited High Limited Constant
Non-specific 0 0x00 0x01 0x02 0x03
Configuration Error 1 0x04 0x05 0x06 0x07
Bad 0 | Device Failure 3 0x0C 0x0D O0xO0E OxOF
Sensor Failure 4 0x10 0x11 0x12 0x13
Out of Service 7 0x1C 0x1D Ox1E 0x1B
Non -specific 0 0x40 0x41 0x42 0x43
Uncertain 11 Sensor Conversion |4 0x50 0x51 0x52 0x53
Good 2 | Non-specific 0 0x80 0x81 0x82 0x83

The data status of good (0x80-0x83) means that the function block (e.g. Al) works correctly.
The status of bad or uncertain means that the device does not work normally.

= When the status is bad/out of service, the block in question is in the O/S mode. Change the
mode of the block in question to AUTO from PRM.
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The status of bad/configuration error means that the adjustment and settings of the device
have not been performed correctly. Adjust and set the device again using PRM.

The status of bad/device failure and bad/sensor failure means that the device has a failure.
Contact the device vendor.

When the status is bad/non-specific or uncertain, either refer to the user's manual of the
device, or contact the device vendor.

® Time required for the value to displayed on the page of the Readings tab

Immediately after the download to YFGW?710 or the field wireless device has been performed, or
immediately after the device has joined the field wireless network, it may take a maximum of 15
minutes until process data communication between the device and YFGW710 starts.

B1.2.8

Engineering of Control System

The field wireless network and a control system can be connected, and the control system is able
to access the process data of the field wireless device.

Refer to the engineering manual of each control system.

B Exporting a Modbus Register Map

When a Modbus Register map is assigned using Field Wireless Configurator, the map can be ex-
ported to a CSV file and used for system engineering. For details on the export procedure, refer
to Part C C2 “Field Wireless Configuratior” of this document.

An export file includes the following information.

Format Rev: Fixed to 1
Project Name: Project name
IPv4: IP address of YFGW710
Device Tag: Device tag

TSAP ID: Area information in the field wireless device where the parameters set in the Mod-
bus Register map are located. Fixed to OxFOB2

Object Name: Name of the object (block) where the target parameter is located

Object ID: ID of the object (block) where the target parameter is located. Refer to the user's
manual of the field wireless device that uses the ID of the target block.

Parameter Name: Target parameter name

Attribute ID: ID of the target parameter. Refer to the user's manual of the field wireless de-
vice that uses the ID of the target parameter.

Attr ID: Fixed to O
Data Type: Number indicating the data type of the target parameter

Table B1-14 Data Type

Data Type No. Size Example
Unsigned32 0x07 4 Bytes DIAG_STATUS
Process control value and status of analog 0x41 5 Bytes PV
Process control value and status for binary 0x42 2 Bytes PV_B

Start Input Register Number: Register number assigned to the target parameter. The range
is from 0 to 65535.

Input Register Size: Size assigned to the target parameter (in word)
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B1.3 Applications

This section describes the procedures of the following tasks based on Basics described
in section B1.2.

=  Field Wireless Device Maintenance Task
=  Network Construction Task

= System Expansion Task

B1.3.1 Field Wireless Device Maintenance Task

The following describes the following tasks of the YFGW?710 and field wireless device mainte-
nance task.

= Task of Replacing a Field Wireless Device
» Task of Replacing YFGW710
= Device Patrol Using PRM

B1.3.1.1 Task of Replacing a Field Wireless Device

B Replacing with a device with the same vendor ID, the same model ID,
and the same device revision

Replace the device following the steps below.

1. Task of provisioning a new field wireless device (in section B1.2.3.2 of this document)

2. Installing the field wireless device at the plant site

3. Task of downloading to YFGW?710 (in section B1.2.4 of this document)

4. Task of checking the field wireless network operation conditions (in section B1.2.5)

5. Task of adjusting and setting the parameters of the field wireless device (in section B1.2.6)
6

Task of downloading the process data communication definitions (in section B1.2.7 of this
document)

TIP

This task does not affect the process data communication of other field wireless devices working on the wireless
network and the communication with the control system. Accordingly, the status of the process data of other field
wireless devices does not become bad or IOP in HMI of Yokogawa's control system.

B Replacing with a device with the same vendor ID, the same model ID,
and a different device revision

It is necessary to check beforehand with the device vendor whether CF of the existing field wire-
less device to be changed can be used for the new field wireless device.

® When CF can be used for the new device:

Perform the procedure described in the task of replacing with a device with the same vendor ID,
the same model ID, and the same device revision.
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® When CF cannot be used:

Replace CF with one that can be used for a new device and perform engineering again.
Replace with a new device following the steps below.

Loading CF that can be used for a new device (in section B1.2.2.4 of this document)
User application engineering (in section B1.2.2.5 of this document)

Task of provisioning a field wireless device (in section B1.2.3.2 of this document)
Installing a field wireless device at the plant site

Task of downloading to YFGW?710 (in section B1.2.4 of this document)

Task of checking the field wireless network operation conditions (in section B1.2.5 of this
document)

o gk w2

N

Task of adjusting and setting the field wireless device parameters (in section B1.2.6)

8. Task of downloading the process data communication definitions (in section B1.2.7 of this
document)

9. Engineering of control system (in section B1.2.8 of this document)

When the task of loading CF is performed, user application engineering (definition of the device
role, definition of the process data communication, and definition of the Modbus Register map, if
necessary) must be performed again.

Performing engineering of the Modbus Register map again will also affect the engineering of
the control system. Perform engineering again in accordance with the instructions of the user's
manual of the control system.

TIP

This task does not affect the process data communication of other field wireless devices and the communication
with the control system. Namely, the process data of other field wireless devices does not become bad or IOP in
HMI of Yokogawa's control system.

B When replacing with a device with the same vendor ID and a different
model ID
Perform the procedure described in the preceding section, “When CF cannot be used” of “Re-

placing with a device with the same vendor ID, the same model ID, and a different device revi-
sion.”

B When replacing with a device with a different vendor ID

Perform the procedure described in the preceding section, “When CF cannot be used” of “Re-
placing with a device with the same vendor ID, the same model ID, and a different device revi-
sion.”
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B1.3.1.2 Task of Replacing YFGW710
Replace YFGW?710 following the steps below.

1.

Task of setting YFGW710 (in section B1.2.3.1 of this document)

2. Installing YFGW?710 at the plant site
3. Task of downloading to YFGW?710 (in section B1.2.4.2 of this document)
4. Task of checking the field wireless network operation conditions (in section B1.2.5 of this
document)
5.  Checking process data communication (in section B1.2.7 of this document)
® Notes

When downloading to YFGW710, the task of “Registering Provisioning Information with the
Project Database” in section B1.2.4.1 of this document does not need to be performed.

Ensure that the power supply of the existing YFGW?710 to be replaced is turned off before
performing the replacement task. If the existing YFGW710 to be replaced is running, radio
signals of the new YFGW710 and the existing YFGW710 to be replaced interfere with each
other and the replacement task cannot be performed correctly.

When downloading to the new YFGW710 is completed, YFGW710 restarts. It may take
about 30 minutes until all the field wireless devices have joined the field wireless network.

Since a field wireless device that has joined the field wireless network automatically starts
process data communication, the task of “Downloading the Process Data Communication
Definitions” in section B1.2.7 of this document does not need to be performed.

To check whether or not process data communication has started correctly, it is recommend-
ed to perform the checking task described in “m Checking Process Data Communication” of
“Task of downloading the Process Data Communication Definitions” in section B1.2.7 of this
document. During the time until process data communication has started correctly, IOP is
displayed in HMI of Yokogawa’s control system.
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B1.3.1.3 Monitoring Field Wireless Device Status
A device patrol function of PRM can be used to monitor the status of field wireless devices.

For details on the device patrol function and the setup procedure, refer to the user's manuals of
PRM.

A field wireless device that supports ISA100.11a field wireless communication monitors the de-
vice status using the following parameter to perform device patrol.

Parameter name : DIAG_STATUS

Data type : Unsigned32

Address :TSAP ID =2, Object ID = 1, Attribute ID = 67

Table B1-15 Content of DIAG_STATUS
Bit Description
Bit31(MSB) F: Failure status
Bit30 C: Function check status
Bit29 O: Out of specification status
Bit28 M: Maintenance required status
Bit27 Faults in electronics
Bit26 Faults in sensor or actuator element
Bit25 Installation, calibration problem
Bit24 Out of service
Bit23 Outside sensor limits
Bit22 Environmental conditions out of device specification
Bit21 Fault prediction: Maintenance required
Bit20 Power is critical low: maintenance need short-term
Bit19 Power is low: maintenance need mid-term
Bit18 Software update incomplete
Bit17 Simulation is active
Bit16-Bit8 reserved for Baseline Device Profile
Bit7-Bit01 vendor specific area
Bit00 Detail information available
1: available
0: no available
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B1.3.2 Network Construction Task

This section describes an overview of the construction task of a field wireless network.
= Setting Routing Function

= Time Synchronization (Connection with an NTP Server)

B1.3.2.1 Setting Device Role

The following describes the procedure to change the device role of a field wireless device de-
scribed in “Device Role” of “User Application Engineering” in section B1.2.2.5 of this document in
order to improve the wireless communication environment.

B Routing Device and 10 Device

Afield wireless device with a routing function is called a routing device. On the other hand, a field
wireless device with an |O function, such as a transmitter, is called an 10 device.

When the radio conditions are unstable between YFGW?710 and the 10 device, or when a radio
signal cannot be received due to long distance transmission or due to the presence of an obsta-
cle, it is necessary to install a routing device between YFGW710 and the 10 device in order to
improve the radio conditions.

Accordingly, after the operation has started, there may arise the need to add or change the
device role of the field wireless device while it is being installed in the field in order to improve the
wireless communication environment in the field.

1 \
1 . \
Routlng Device \Routlng DeV|ce

10 Device -

. / 10 Device

10 Device

10 Device
FB0110.ai

Figure B1-10 Routing Device and 10 Device
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B Types of Device Role
As described previously, there are the following types of field wireless devices.
i. Field wireless device that only supports the routing function
ii. Field wireless device that only supports the 10 function

iii. Field wireless device that supports both the routing and 1O functions and is able to run either
one or both roles at the same time

The following describes the task of performing engineering of the device role of a field wireless
device in the category of iii.

TIP

Afield wireless device that supports only the routing function is not available at the moment. Accordingly, when
using the routing function, it is necessary to use a field wireless device in the category of iii. Yokogawa’s EJX and
YTA are field wireless devices in the category of iii.

B Procedure to Set Device Role

The setting of the device role of a field wireless device should be performed following the steps
below.

1. Determine the device role of the field wireless device.

2. Select a device role for the device in “Device Role” in the [Edit Device] window of the Field
Wireless Configurator according to the instructions in “m Defining Device Role” of “User Ap-
plication Engineering” in Section B1.2.2.5 of this document.

3. Download the information to YFGW710 and the wireless field device from the Field Wireless
Configurator. During the download the field wireless device will restart and temporarily leave
the field wireless network.

4. When the download is completed, start the Field Wireless Management Tool and open the
[Devices] tab page.

5. Wait a couple of minutes, and then confirm in the [Devices] tab page in Field Wireless Man-
agement Tool that the field wireless device has joined the field wireless network and that it
has the specified device role.

ﬁ IMPORTANT

When using the routing function of a field wireless device, the network topology must be a mesh
network. When the network topology is a star network, the routing function cannot be used even
when this procedure is performed.

To change the network topology, YFGW?710 must be restarted. For details on changing the mesh
network, refer to section B1.2.2.5, and for details on “Downloading to YFGW?710”, refer to section
B1.2.4.2.
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Figure B1-11 Device Role Setting Window

® Notes on Changing Device Role

=  When the network is mesh topology, this task does not affect the process data communica-
tion of other field wireless devices and the communication with the control system. Namely,
the process data of other field wireless devices does not become bad or IOP in HMI of
Yokogawa's control system.

= The field wireless device is automatically restarted during the download.

= When changing the device role of a field wireless device from Router to 10 + Router or 10,
perform the task of “Defining Process Data Communication” of “User Application Engineer-
ing” in section B1.2.2.5, and the task of “Defining Modbus Register Map,” if necessary.

=  When setting the device role of a device to 10 + Router, the battery power consumption of
the device is greater than when setting the device role to 10 or Router.
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B1.3.2.2 Time Synchronization (Connection with an NTP Server)

YFGW?710 can be connected with an NTP server to synchronize the time of the field wireless
device on the field wireless network.

When an NTP server is not connected, the time of YFGW710 applies to the time on the field wire-
less network. Even when an NTP server is not connected, process data communication between
the field wireless device and YFGW710 is performed normally.

When time synchronization is required for ISA100.11a wireless communication including a host
system in total, establish an independent NTP server. Consult with the responsible department
of Yokogawa in that case.

B1.3.3 System Expansion

This section describes the following items.
= Connecting with an OPC Server

= Constructing Multiple Field Wireless Networks

= Security

B1.3.3.1 Connecting with an OPC Server

An OPC server can be connected with YFGW710 to allow an OPC client to access the param-
eters of the field wireless device. For details, refer to Field Wireless OPC Server Reference (IM
33M20S32-40E).

As described in Field Wireless OPC Server Reference, the following information on the
YFGW?710 that is accessed by the OPC server must be set in the fwopcgw.csv file.

= YFGW710 host name
= |P address
=  Network ID

YFGW710 Host Name

AYFGW?710 host name is a name used between the OPC server and OPC client, and has noth-
ing to do with Device Tag in Gateway, Device Tag in System Manager/Security Manager, and
Device Tag in Backbone Router displayed in Field Wireless Configurator.

After changing the Device Tag in Gateway, Device Tag in System Manager/Security Manager,
and Device Tag in Backbone Router displayed in Field Wireless Configurator, it is not necessary
to change the fwopcgw.csv file.

Changing IP Address

When changing the IP address using Field Wireless Configurator, change the IP address de-
scribed in fwopcgw.csv. After the change, restart the OPC server.

Network ID

When changing the network ID using Field Wireless Configurator, also change the network ID
described in fwopcgw.csv. After the change, restart the OPC server.

Note that when the network ID is changed, the provisioning task of all the field wireless devices
must be performed again.
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B1.3.3.2 Constructing Multiple Field Wireless Networks

To construct multiple field wireless networks, perform the engineering task while keeping in mind
the following points.

ol eee650] 6]
-IP Address 192.168.0.101 -IP Address 192.168.0.103
-Subnet mask 255.255.255.0 -IP Address 192.168.0.102 -Subnet mask 255.255.255.0

-Subnet mask 255.255.255.0

-Default Gateway 192.168.0.1 -Default Gateway 192.168.0.1
|

-Default Gateway 192.168.0.1

Gateway Gateway Gateway

o

Figure B1-12 Multiple Field Wireless Networks

Field Wireless network
Network ID: 101

Field Wireless network

(’ " Field Wireless network
Network ID: 100

Network ID: 102

FBO112.ai

® Network ID

When constructing multiple field wireless networks, network IDs must be designed so that they
are unique to each other on each of the networks.

® Setting network parameters for Ethernet connection

When constructing multiple field wireless networks, one YFGW?710 must exist on each of the
networks.

When connecting each of the YFGW710s to the same Ethernet, IP addresses must be designed
so that they are not identical to each other. When the IP addresses are identical to each other,
communication cannot be performed normally not only with the YFGW?710s with the duplicate

IP address, but also with all the YFGW710s, PCs, and control systems connected to the same
Ethernet.

® Project Database

Engineering information on multiple field wireless networks can be saved to a single project data-
base. Alternatively, a project database can be created for each of the field wireless networks.

This document recommends creating engineering information on multiple field wireless networks
in a single project database.

Field Wireless Configurator is designed so that duplicate network IDs cannot be created for the
same project to prevent duplicate network IDs. The use of a single project file for management
also facilitates the backup task.
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B1.3.3.3 Security

The increasing use of open technology for operating systems and communication protocols
these days increases the possibility that even production control system products will be exposed
to the threats of computer viruses and cyberterrorism.

To ensure stable and safe operations of plants and factories, it is indispensable to keep the pro-
duction control system in a safe state and protect assets related to the production activity.

Afield wireless network has high reliability to ensure safety and information security at the pro-
duction site, such as message confidentiality (encryption, authentication, and access control),
message integrity, and network availability.

The field wireless network supports the star and mesh topologies, and uses frequency hopping
and other technologies to reduce the effects caused by radio interference among wireless de-
vices or radio disturbance and other communication problems in the installation environment.

The policy of security strength, the system configuration, the level of importance of the system,
and the amount spent on security vary depending on the customer.

Some customers have their own security policies and consider security measures from the stage
of system construction. Basically, a control system using field wireless communication must also
conform with the security policy of the customer.

Yokogawa’s security policy for system products as a whole is described in the Security Standard
of System Product (T1 33Y01B30-01E).

While referring to the above Technical Information entitled “Security Standard of System Prod-
uct,” the following describes an example of connecting the ISA100.11a field wireless network to
the CENTUM system, with focus on the network configuration, hardware and software, including
a firewall, and setup to improve security.

This explanation should be used as a reference to, for example, install a firewall, if necessary, in
accordance with the security policy of the customer. Table B1-16 shows the communication port
numbers to allow through the firewall in the field wireless system.
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(1) Overall Policy

The targets to be protected by the security measures to be implemented are both the CENTUM
system and YFGW?710 and field wireless devices.

While considering the priority of availability, integrity, and confidentiality, it is necessary to con-
sider how to ensure security from the following points of view.

= Preventing penetration into the system from the outside via the network

= Preventing penetration from the field wireless network into the CENTUM system by a per-
son with no CENTUM privilege

= Conversely, preventing penetration from CENTUM into the field wireless network by a per-
son with no field wireless privilege

= Preventing network or other problems occurring in CENTUM or on the field wireless network
from affecting each other

There are the following specific methods to improve security.
= Setting Security Zone

= Define a unit with common security requirements and uniform security level as a security
zone and create a hierarchy of different security zones.

= Multi-layer Protection
* Network boundary security between security zones
Network segmentation
Access control between segments by firewall
* Network security in security zone
» Fortifying PC
IT security setting in CENTUM
Access control
Personal Firewall
Stopping unnecessary Windows services
Changing the IT environment settings
Windows security patch management
Antivirus software
=  Workgroup and domain management

= Group policy setting
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(2) Example of a System Configuration Considering Security

The following describes an example of a configuration of a CENTUM system that handles field
wireless devices and that considers security.

B Basic Measures

The network architecture has a hierarchical structure of security levels, and levels that need
to be separated for security reasons are divided into segments by firewall and DMZ.

The control network is completely separated into a segment for the control system and one
for the field wireless network.

A switch is installed between YFGW710 and the PC to perform access control.

Afirewall is installed and IP-VPN is constructed for the segment that connects the Wide
Area Universal Field Network both on the system and YFGW710 sides.

The IT security settings for Yokogawa system products are applied to all the PCs.

B Additional Measures to Further Increase Security

The same security level is separated into a control system network and a field wireless net-
work, and a firewall is installed between the two networks. (Horizontal direction)

Afirewall is installed between all the hierarchical layers. (Vertical direction)

The server and the client do not coexist on the same PC, but exist separately on different
PCs.

PRM field communication servers for CENTUM and the field wireless network exist sepa-
rately on different PCs.

Field Wireless Configurator and Field Wireless Management Tool also exist separately on
different PCs.
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B Example of a System Configuration Emphasizing Security

Level 4

OPC PRM
Client

(6)
Firewall
Level 3
IN (5)
Process Information Network Firewall Process Information Network
(Ethernet or Vnet/IP BUS2) IN ouT for Field Wireless (Ethernet)
CENTUM VP PRM| PRM
Field Comm Server | = ———|———=——-— Field Comm Server
for Wireless

HIS/ENG for CENITUM

Level 2

Control Network E Control Network
S for Field Wireless (Ethernet)
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k- =
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(4)

ALE111 Firewall
irew
Level 1 IN |TOBASE-T IN
(1) (2)
Firewall Firewall Wide-area Universal
ouT ouT Field Network

Local Field Network
(Ethernet)

(3)

UTP or Optical cable Firewall

ISA100 Gateway
ISA100 Gateway (YFGW710)
(YFGWT710) P Wireless Network
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~
(ISA100.11a) .\\\ /;,.-
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= 1

EJX
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Figure B1-13 Example of a System Emphasizing Security

Notes: FWC stands for Field Wireless Configurator and FWMT stands for Field Wireless Management Tool.
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(1) to (6) indicate each of the firewalls. (1) to (5) indicate firewalls related to the field wireless
network.

(1): The firewall between YFGW710 and FCS (ALE111) (Only Modbus/TCP communication
passes through the firewall)

(2): The firewall which allows communication of YFGW710 with FWC, FWMT, OPC server,
PRM, and NTP server to pass through

(3) and (4): Construct IP-VPN between the firewalls and allow communication of YFGW710 with
FWC, FWMT, OPC server, PRM, and NTP server to pass through via the Wide-area Univer-
sal Field Network

(5): The firewall between CENTUM GSGW/PRM server and field wireless OPC server/PRM
field communication server, and DMZ is constructed between CENTUM and YFGW710

The following describes the communication port numbers passed through the firewalls (1) to (5)
in Figure B1-13.

Table B1-4 Communication Port Numbers Allowed to Pass through Firewall

Firewall Port number Purpose Remark
1) 502/TCP Modbus/TCP Between YFGW710 and FCS
2) 4902/TCP YFGW710 Between YFGW710 and FWC/OPC server/PRM
(3) proprietary protocol communication server (commDTM)
) 80/TCP Used between FWC and Between YFGW710 and FWC
YFGW710
123/UDP NTP time synchronization Between YFGW710 and NTP server
(5) 135/TCP Used for OPC communication | Between field wireless OPC server and GSGW
20500/TCP ~ 20550/TCP Between PRM field communication server and
PRM server
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B Example of a System Configuration Considering Cost and Conven-

ience
Convenience reduces and the system cost increases in reverse proportion to strengthened secu-
rity. It is also important to conduct risk analysis and consider balance to some degree.

For example, when the system is small and the security risk for field wireless devices that are
connected locally is considered to be low, it is possible to select a configuration as follows. How-
ever, the security strength of this configuration is lower than that of the configuration described

above.
= Firewall between YFGW710 and FCS is not required.

= The OPC server and GSGW coexist on a single PC.

= Al PRM components coexist on a single PC.
Field Wireless Configurator and Field Wireless Management Tool coexist on a single PC.

Level 4
ouT
Level 3 Firewall
Process Information Network
IN (Ethernet or Vnet/IP BUS2)
| )
CENTUM VP PRM Client &
GSGW PRM Server &

Field Comm. Server
FWC & FWMT

+
HIS/ENG| OPC Server

Level 2

— - Control Network
Control Networl for Field Wireless (Ethernet)

(Vnet or Vnet/IP) FCS .
gE 2

B -
- L3 Switch

Level 1 ALE111
Wide-area Universal
Field Network
Local Field Network
(Ethernet)
UTP or Optical cable Firewall
Level 0 ISA100 Gateway
ISA100 Gateway (YFGWT710)
(YFGW710) Wireless Network

Wireless Network
(ISA100.11a)

(ISA100.11a) Q\ //;'. .
N - N
EJX ';b YTA EJX ';b YTA

Figure B1-14 Example of a System Considering Securty, Cost, and Availability
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B2. System Maintenance

This section describes the detection of field wireless system errors occurring during plant opera-
tions and the troubleshooting task for recovery.

B2.1 Alarm

Errors occurring in the part related to the field wireless network are detected by each of the com-
ponents and notified as an alarm.

B Errors that can be detected

The following errors can be detected.
« Ethernet routing error between the control station and YFGW710

* YFGW?710 error
* Wireless routing error between YFGW?710 and field wireless device

* Field wireless device error

B Types of alarms
Detected errors are notified to the control system as a process alarm and system alarm.

There are errors that are notified to PRM as a device error.

Error Alarm type | Process alarm | System alarm | Device alarm
Routing error between control station and YFGW710 o o
YFGW710 error o o
Routing error between YFGW?710 and device o o
Device error o o o

o: The alarm in question is notified.
No mark: The alarm in question is not notified.
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B2.2 Troubleshooting and Recovery Task

This section describes the troubleshooting and recovery procedure for the process alarms and
system alarms that are displayed in the control system and the device alarms that are displayed

in PRM.

Field Wireless Management Tool is used for the troubleshooting.

Process alarm generation

Is the
system alarm
indicating
a GW failure occurring
simultaneously?

system alarm
occurring for
all devices existing on the

Note 2

Can GW
be accessed
from FWMT?

There is the possibility of
NO | a gateway failure.
Replace the gateway.

There is the possibility of
a routing error

between the control
system and GW.

Check the route for
broken wire, HUB failure,
etc.

Note 4
Process error. Check

NO

the upper and lower

same network
simultaneously?

Can GW be
accessed
from FWMT?

Is one
or more
devices
joining the field
wireless network
displayed in FWMT?
(With exception of
GW/BBR/SM)

Note 6

Field wireless network
conditions

are considered to be unstable.
Consult with Yokogawa

the device occurring
simultaneously?

limit of the process
data, etc.

Replace the batteries.
There is the possibility of

a routing error between
FWMT and GW. Check
the route for broken wire,
HUB failure, etc.

remaining battery
power of the device

Note 5

Device failure. Contact
the device vendor.

There is the possibility of
a gateway failure.
Replace the gateway.

FWMT: Field Wireless Management Tool
GW: YFGW710
BBR : Backbone Router

SM : System Manager
FB0201.ai

Figure B2-1 Troubleshooting and Recovery Procedure
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Note 1: When a system alarm indicating an error with YFGW?710 occurs, the process alarm is
displayed for the process data of all the devices connected to the YFGW710 in question
at the same time.

Note 2: Access YFGW710 with Field Wireless Control Tool to determine whether the error is a
YFGW?710 error or a routing error.

Note 3: If the process alarm is occurring for the process data of all the devices connected to a
particular routing device, the error is considered to be an error of that routing device. (In
such a case, the system alarm is probably occurring for the routing device in question as
well as all the devices connected to that routing device at the same time)

In this case, replace the batteries.

If replacing the batteries does not recover the system, replace the routing device itself. If
replacing the routing device itself does not recover the system, the field wireless network
conditions in the vicinity of the device are likely to be unstable. Contact Yokogawa.

Note that devices connected to the routing device can be identified from the page of the
Network Topology tab of Field Wireless Management Tool.

b Routing device

.

b/
/

FB0202.ai

Figure B2-2

Note 4: Check the data status of the process data using Field Wireless Management Tool.

When the data status is good, the problem lies in the control system. Refer to the user's
manual of the control system. There is the possibility that, for example, the control system
has detected an upper or lower limit error of the process data.

Note 5: Also check in PRM whether or not a device alarm indicating a device error is being dis-
played.

Note 6: There is the possibility that field wireless communication quality has deteriorated. Contact
Yokogawa.
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C1.
Software

System Requirements of Provided

The following software and database are included in the YFGW710. Refer to the applicable
chapter for installation of each software or database.

» Field Wireless Configurator: C2 Field Wireless Configurator

» Field Wireless Management Tool: C3 Field Wireless Management Tool

The Field Wireless Configurator and Field Wireless Management Tool software contained on the
DVD-ROM provided with YFGW?710 work on general PCs (IBM PC/AT compatible machines)

with the following specifications.

B Recommended System Requirements

® Operating System

Windows 7 Professional Edition (32bit/64bit)
Windows Vista Business Edition Service Pack 2 or later (32bit)

Windows XP Professional Service Pack 3 or later (32bit)

Windows Server 2008 Enterprise Service Pack 2 or later (32bit/64bit)
Windows Server 2008 Enterprise R2 (64bit)

Language: Japanese or English

® Hardware requirements

Table C 1-1 Hardware requirements

or more

Item Windows 7/2008R2 Windows Vista/2008 Windows XP
Processor Intel Core2Duo 2.66GHz or more Intel Pentium4 2.8GHz or
more
Memory 2GB or more 1GB or more
Hard Disk Drive | Minimum free space of 32GB | 40GB or more 20GB or more

(minimum free space: 15GB
or more)

(minimum free space: 15GB
or more)

Display 1024 x 768 High color, 32bit

Network port Ethernet Network port

® Other requirements

Two above software can be installed in one PC.

However, they can not be installed in the PC installed with other Yokogawa’s product such as
DCS, SCADA, device management tools etc.
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B Note on Provided Software

Prior to installing the software, please read YFGW710 Software License Agreement found in
Read Me First of the printed User’s Manual IM 01WO01F01-11EN.

Install the software in a computer connected to YFGW?710 for setting up and managing field wire-

TIP

less networks.

When installing provided software in Windows Server 2008 R2, make sure that Microsoft .NET Framework 3.5
Service Pack 1 is enabled. This TIP provides procedures for checking whether Microsoft .NET Framework 3.5

Service Pack 1 is enabled and procedures for enabling it.

Click [Control Panel] from the Start menu to open the Control Panel.

Click [Programs].

B Lon!roll—dnol

GO 3 - oo

v K23 [ search Control Panel

Adjust your computer’s settings

Check firewall status

a System and Security
'% Review your computer’s status
) View event logs

Network and Internet
ﬁ. Connect to the Internet
. View network status and tasks

/ Hardware
View devices and printers
Add a device

! Programs |
“Uninstall3 pragram
k ) Turn Windows features on or off

View by: Category ~

User Accounts
) Add or remove user accounts

Appearance
Change desktop background
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Set the time and date

Ease of Access
Let Windows suggest settings
Optimize visual display

Click [Programs and Functions].

i3 Programs

FC0101.ai

&P\ )~ [ - controlpanel - programs ~

v K23 [ search Control Panel

1 l’mgrams and Featurﬁ

Control Panel Home

Drinstall a program 'UTwnwmgfeanmmaoﬁ View installed updates
Run programs made for previous versions of Windows | How to install a program

System and Security
Network and Internet
Hardware

* Programs
User Accounts
Appearance
Clock, Language, and Region
Ease of Access

Default Programs

Set your default programs

Change default settings for media or devices = Make a file type always open in a specific program

FC0102.ai
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Click [Enable or disable Windows functions].

gl Programs and Features

QOVE Control Panel ~ Programs = Programs and Features > 23
Control Panel Home . 1l or change a prog
View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair.
O e e
Organize ~ =~ @
Name =~ [ =] Publisher || mstal... [-|sze | ~| version

No programs are installed on this computer.

T

|
- Currently installed programs Total size: 0 bytes
h' 0 programs installed

FC0103.ai
Click [Functions].

E._ Server Manager _Zlﬁlzl
Fle Acton View Help

Server Manager (WIN-VAD1CCOQ84R)

Get an overview of the status of this server, perform top management tasks, and add or remove server

roles and features.
(~) Server Summary Server Summary Help
(~) Computer Information @\ Activate Windows

Full Computer WIN-VAD1CCOQ84R. 1% Change System Properties

Name: 1§ View Network Connections
[« 15

Workgroup: WORKGROUP M Configure Remote Desktop
& Configure Server Manager Remote

Local Area Not connected Management

Connection:

Remote Desktop: Disabled
Server Manager Disabled
Remote

Management:

Product ID: Mot activated

I” Do not show me this console at logon

=

4| | []]<¥ LastRefresh: Today at 6:40PM Configure refresh

FC0104.ai
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Click [Add Function].

E. server Manager -Iﬂlﬁl
Ele Acion View Help
e m|H
e e
E _—$l——s™M™m™mm—
&)
= View the status of features installed on this server and add or remove features.
®
]
'~ Features Summary ﬂ Features Summary Help
)8 0 of 42 installed 541 Add Features |

g Remove Features

< | LI i) LastRefresh: Today at 6:41PM Configure refresh

FC0105.ai

Click the [+] button for the [.NET Framework 3.5.1 functions] to expand the tree.
If the message “.NET Framework 3.5.1 (is installed)” appears and [.NET Framework 3.5.1] is selected, Microsoft
.NET Framework 3.5 Service Pack 1 of your Windows Server 2008 R2 is enabled.

Add Features Wizard _ x|

Select Features

Select one or more features to install on this server.

Features: Description:
. rame 5.1Features ) S
i) NET Framenork 2.5.1 (ostaled) | e
® [] WCF Activation technologies for building applications
@[] Background Inteligent Transfer Service (BITS) that offer appealing user interfaces,
[] BitLocker Drive Encryption protect your customers’ personal
[] BranchCache identity information, enable seamless
) . and secure communication, and

[} connection Manager Administration Kit provide the ability to model arange of
% Desktop Experience business processes.

DirectAccess Management Console =

[] Failover Clustering
] Group Policy Management
@ [] Ink and Handwriting Services
[] Internet Printing Client
[] Internet Storage Name Server
[C] LPR Port Monitor
@ [] Message Queing
[] Multipath 1/0
[_] Network Load Balancing
[] Peer Name Resolution Protocol
["] Oualitv Windows Audio Video Experience [ ﬂ:l

More about features

< Previous I Next > I Install Il Cancel I

FC0106.ai
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If .NET Framework 3.5.1] is selected, the following operations are not required. Click the [Cancel] button to close
the Wizard. Then observe the instructions in “C2.2.2 Installation Procedure” or “C3.3.2 Installation Procedure” to
install the Field Wireless Configurator or the Field Wireless Management Tool.

If .LNET Framework 3.5.1] is not selected, the Microsoft .NET Framework 3.5 Service Pack 1 is not enabled.
Perform the procedure below to enable it.

Select [.NET Framework 3.5.1] and click [Next].

FC0107.ai
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Click [Install].

ature d

ﬁ Confirm Installation Selections

(i) This server might need to be restarted after the installation completes.

FC0108.ai

Installation of Microsoft .NET 3.5 Service Pack 1 starts. When installation is completed, click [Close] to close the

Wizard. If the system tells you to restart, restart the operating system as requested.
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FC0109.ai

Then observe the instructions in “C2.2.2 Installation Procedure” or “C3.3.2 Installation Procedure” to install the
Field Wireless Configurator or the Field Wireless Management Tool.
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C2. Field Wireless Configurator

C2.1 Introduction

C21.1 Document Purpose and Intended Users
This chapter describes how to use the Field Wireless Configurator.

This document is intended for users with proper rights to set field wireless networks and Field
Wireless Devices.

C21.2 Product Overview

The Field Wireless Configurator is used for performing settings for configuring field wireless net-
works with the YFGW710 Field Wireless Integrated Gateway (hereafter called YFGW710) as the
core of the wireless networks.

Use the Field Wirless Configurator to create the configuration information of the field wireless
networks as a project and set the various functions required for the devices configuring the
networks. At the Project screen, configure and edit settings without connecting the YFGW710
(offline state), and download the configured or edited settings to the concerned YFGW710 and to
the field wireless devices joining the networks.

In addition, to set process data and status data via Modbus/TCP communication to the host sys-
tem or upper devices, data is also allotted to the Modbus register in the project.

FieldMate Provisioning Device Tool in FieldMate reads the data in the field wireless devices and
outputs to the Field Wireless Configurator (provisioning). Then the provisioning data of the field
wireless devices is registered to the YFGW710. Provisioning is the task of setting security infor-
mation and network information required for field wireless devices to join field wireless networks.
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C2.2 Installation
C2.21 System Requirements

The PC used for installing the Field Wireless Configurator must meet the system requirements
indicated in “C1. System Requirements of Software Provided” in this manual.

C2.2.2 Installation Procedure

TIP

Administrator rights are required for installing the Field Wireless Configurator.

Before installing the Field Wirless Configurator, the Microsoft .NET framework 3.5 Service Pack
1 must be installed on the PC. If this has not been installed, install it from the DVD-ROM provided
first.

The Installation procedure or update procedure from older version is described in the Readme_
en.txt contained on the DVD-ROM.

If Microsoft .NET Framework 3.5 Service Pack 1 is not installed, install it according to the instruc-
tions given in the TIP below.

Follow the instructions in the TIP of “C1. System Requirements of Provided Software” to check if
Microsoft .NET Framework 3.5 Service Pack 1 is enabled under Windows Server 2008 R2.

If an old Field Wireless Configurator is installed, following the instructions below will install the
new version on top of the old version.

Set the DVD-ROM on the PC, and proceed to the following folder on Explorer.
<DVD-ROM drive> \Field Wireless Configurator

Run the “setup.exe” file from the above folder, and follow the wizard instructions.

if.g' Yokoegawa Field Wireless Confieurater R1.02_.00

Welcome to the Yokogawa Field Wireless
Configurator R1.02.00 Setup Wizard

The installer wall guide you thraugh the steps required to install Yok ogawa Field Wireless Corfiguratar
R1.02,00 on your computer,

WARMING: This computer progran is protected by copyright law and international reaties.
Unauthorized duplication or distribution of this progiam, or any portion of it, may result in severe civil
ar criminal penalies, and will be prosecuted to the maximum sxtent possible under the law.

FCO201 ped

Figure C 21

If Microsoft .NET Framework 3.5 Service Pack 1 has not been installed, run “setup.exe” to start Microsoft .NET
Framework 3.5 Service Pack 1 installation. Accept the Microsoft License Agreement to start installation of Micro-
soft NET Framework 3.5 Service Pack 1.

When Service Pack 1 installation is completed, installation of the Field Wireless Configurator starts. Follow the
instructions given by the Wizard to complete installation.
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TIP

Click the [Next] button to proceed to the next step. The following dialog will appear:

i Yokoeawa Field Wireless Gonfigurator R1.02.00

Select Installation Folder %
"

The installer will install akogawa Field Wireless Configurator B1.02.00 te the following folder.
To installin this folder, click "Nest". To install to a different folder, enter it below or chick "Browse",

Folder:

IO:W-JGmgaH#F ieldWireless¥F ieldWirelessConfiguratary Browse. ..

Install Yokogawa Field 'Wireless Configurator R1.0200 far vourself, or for anyone who uses

this computer:
O Everyone
(&) Just me
Cancal | [ <Back | [ Met> |
FC0202 ped
Figure C 2-2

The following installation location will be recommended.
C:\Yokogawa\FieldWireless\FieldWirelessConfigurator
To change the installation location, click [Browse] and select the desired installation location.

Next, choose whether you want the Field Wireless Configurator to be available to all the users on
the computer (Everyone) or just for yourself (Just me).

When you install a new version on top of an older version, note the following when you select whether to install it
for “Everyone” using the PC or for yourself only (Just me).

If you make a selection that differs from the previous version, the installation information from the old version may
still remain in the “Add or Remove Programs” of Control Panel for Windows XP or “Programs and Features” for
Windows Vista, Windows 7, Windows Server 2008, and Windows Server 2008 R2. In some cases, you may find
a duplicate shortcut icon on the computer desktop. However, this will not affect Field Wireless Configurator opera-
tion. Uninstallation of an older version from the Control Panel will not affect the new Field Wireless Configurator
version or project data or settings created with it.
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Click the [Next] button to proceed to the next step. The following dialog will appear:

i Yokoeawa Field Wireless Gonfigurator R1.02.00

Confirm Installation

The installer iz ready to install okogawa Field Wireless Configurater B1.02.00 on your computer,
Click "Mext" bo start the installation,

[ cancat ][ <Back || Me> |

FCO203.pad

Figure C 2-3

Click the [Next] button to start the installation. When the installation is complete, the following
dialog will appear:

i'-,?- Yokoeawa Field Wireless Configurator R1.02.00

Installation Complete

‘Yokogawa Field Wireless Configurator R1.02.00 has been successfully installed.
Click "Close™ to exit.

Please use Windows Update to check for any critical updates to the MET Framework.

Cance < Back

Figure C 2-4

Click the [Close] button to exit the installation wizard.
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C2.3 Using the Field Wirless Configurator
C2.3.1  Authentication

In order to access the Field Wireless Configurator, enter valid authentication information at the
Login screen to log on to the application.

Loein to Field Wireless Configur... @@

User Name: I J
Password: [ ]
FCO205.psd
Figure C 2-5

The default authentication information provided with the application for a user with Administrator
role are:

Username: admin
Password: ladmin

Upon authentication, the application functionalities become available depending on the role of
the authenticated user. See section “C2.3.5 Users” for more information on user roles.
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C2.3.2

Main Window

The main window is the basic window, displayed when the Field Wireless Configurator is started.

From this window, you can proceed to all other application windows.

The main window consists of the following elements:

Three menus: File and Tools menus providing various projects and user management ac-
tions, and Help menu.

A set of toolbar buttons LB EIEE 6 =¥ [T IEL as shortcuts to frequently used menu opera-
tions: New Project, Open Project, Save Project, Save Project As or Save for Other Plants,
Error Check, Download, and Options.

Project Sections area (on the left pane): a resizable area which displays the Networks,

Download Status, Download History, and Project log sections in a tree format.

Sections Data area (on the right pane): a resizable area which displays data in accordance

with the sections and options selected.

£ Yokogawa Field Wirel

Bl ook el

: Gonligurator R1.02.00 - sample

AN = Nedfsal a II=RESR AwiiO)

= Networks

Dowriload Statuz
Dowmiload Histoey
Praject Log

Metwork 1D: 100

[ Metwork formation || Devices || Modbus Configuration

Configuration of this page will require GW restart

Metwork. Iiformation

Matwcrk 10 [100
Deescription: [
IPvd Settrgs
IP Address [1821880701
Suwbret Mazk: 2052500
Cateway
Devics Tag: (YFGW-GHO0

System Menager/Security Mansger

Devics Tae: [Fw-5 001
ELB4: [0000:00000A100040 |
Channels: o 1 2 3 4

5 Et B7 B B9
Fi F@1 F12 @13 Eu

Topology: O Mesh @ Str
Backbone Fouter
Devies Tae: | YFw-BERO0
Bpply changes

Yokogawa Field Wirsless Configurator F10200 Full User Hame: Administrator

HTP Sarver IP Address:

Diedault Gatemay:

Max. Hodes:

Max. Latency &0

Max. Device Timeout (seck
Advertize Period Ssack
Join Links Pericd (seck

Packet Ermor Rate 0

Filter Bt Mask ek
Filter Target 1D (Submet 100

Cancal

[te2ngmn
[15216601

-

Figure C 2-6

FCO208.psd

IM 01W01F01-01EN



<C2. Field Wireless Configurator> C2-7

C2.3.3 Working with Projects

Afield wireless network consists of one YFGW710 and several field wireless devices.
The Field Wireless Configurator enables one or multiple field wireless networks to be taken as
one project. It can be operated in the offline state or online state connected to YFGW?710.

C2.3.3.1 Project Actions

The File menu of the main window contains common operations that can be performed with

projects: creating and saving new projects, opening saved projects, and backing up, restoring
and closing projects

File | Tonlz=  Help

Hew Project

Cpen Project

Pesztore Backup

Exit

FCLE0T. pad

Figure C 2-7

B Creating a Project

To create a project, click New Project in the File menu or LI in the toolbar. An empty Networks
window will open, where you can start adding networks to your project.

B Opening an Existing Project
To open a previously saved project, click Open Project in the File menu or 5 in the toolbar.

The “Open Yep File...” window will open in the Options window already selected. Select the
project that you wish to open, and click Open.

TIP

Field Wireless Configurator works with only one active project at a time. If you have not saved your changes for
your current project, the system will prompt you to save them before opening a new project.
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B Saving a Project

To save a project or changes in a project, click Save Project in the File menu or ®1 in the toolbar.
When saving it for the first time, the “Save Yep File...” window will open in the Options window
already selected. Click [Save] to save the project.

To save a project under a different name, select one of the following depending on what you wish
to do.

« Select Save Project As in the File menu or click the 2 button to save currently opened
project under a different name. The configuration and log of the project, current download
status of a device and other settings are saved. Use this function to back up important data.

«  Select Save for Other Plants in the File menu or click the £ button to save currently opened
project under a different name. This saves project configuration and initializes the log and
current download status of a device. Use this function to apply a current project to another
plant or to make expansions.

The “Save Yep File...” window will open, with the default location that you specified in the Op-
tions window already selected. Provide a new name for your project, and click [Save] to save the
project.

B Closing a Project/Exiting the Application

To close a project, click Close Project in the File menu. If you have unsaved changes in the
project, a pop message will ask you whether you want to save them before closing the project.

Closing a project will not close the main window. To close the window (exit the application) click
[Exit] in the File menu or click Ein the upper right corner of the main window.

B Backing up projects

You can back up a currently open project by saving copies of the file to a CFDD folder and an
export folder.

To back up a project, click [Backup] in the File menu. The [Save YEPBACKUP As...] window will
open with the default location that you specified in the Options window. The name of the backed
up file will be made up from the date when a default backup is made. If required, enter a new
name and click [Save]. This operation saves copies of the project file to the CFDD and export
folders as backup files.

B Restoring projects
Use this function to restore a project file from backup files in the CFDD and export folders.

To restore a project, click [Restore] in the File menu. The project file is restored to the default
location selected in the Option window using the backup files stored in the CFDD and export fold-
ers.
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C2.3.3.2 Project Properties
The Project Properties window allows you to enter comments on the project as shown below.
1. Inthe File menu, click Properties.

2. The Project Properties window opens, indicating the date and time when the project was
created as well as the date and time of the last modification on your project.

3. After entering the comments about the project to the Project description field, click [OK] to
save the data and close the window.

Project Properties

Project created ore 2010/07/26 165324
Last modified onc 2010/07/26 165324

Project description:

Deszcription of Project_1

[ ok | [ Cancel

FCO208.psd

Figure C 2-8
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C2.3.3.3 Options

The Options window can be opened by selecting Options in the Tools menu or by clicking &l in
the toolbar. The window allows you to configure system-wide options.

The window consists of the following two sections.

The File Options section defines the following default locations:
» Default Folder for Project Files: Default path to be opened when you open or save a project.
» Default Folder for CF/DD Files: Default path for saving for CF/DD files.
+ Default Folder for Export Files: Default path for saving export files.

The Default Values section features an editable table that allows you to edit the default values to
be used when a new entity is created. To edit a value, click once in the desired Default Value cell
and enter a new value.

Options |EIE|
File options
Default Folder for Project Files: C¥Yokoeawa¥F ieldWireless¥FieldWirelessConfisurator¥Project | B
Default Folder for CF./DD Files: |O¥Yd&ngawa¥Fi&|dWie less¥FieldWirelessConfigurator¥CFDD ] E]
Default Folder for Export Files: |O>¥‘r‘okogawa¥Field‘Wirehess¥Fie.ldWirebesscnnﬁsuratur!fExpc-rt |E]
Default Values
| ObjectType | BttributeName Default\alue ~
» Device Details, Sampling Data tab Sampling Parameters¥lpdate Policy
Device Details, Sampling Data tab Sampling Parameters¥Publication Peri. B
Device Details, Sampling Data tab Sampling Parameters¥Publication Phas.. |0 =
Device Details, Sampling Data tab -Sampline Parameters¥Stale Limit Time.. 50
Download -DelayﬂfterDevice.Joh(sec) 30 I_
Download | Timeout(minutes) 5 I
Metwork Information | Metwork 1D 100
Netwaork Infor mation Topology 1
Metwork Infor mation IPv4 Settings¥IP Address 192168200200
Network, Tnfor mation IPv4 Settings¥Subnet Mask 255265.2550
Metwark Infor mation [Pyv4 Settines¥Defaylt Gateway 192162200253 b

[ ok ][ Cancel |

FCO209.psd

Figure C 2-9

Clicking the [OK] button saves the settings and closes the window.
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C2.3.3.4 Creating a Project

To create a new project, click New Project in the File menu or click LI in the toolbar.

B Adding a Network

To add a network, select the Network node in the Project Sections tree, then click = of tool bar in
the Section Data area (right pane). The new network is added to the Networks tree and its set-
tings can be edited.

You can add as many networks as you wish by repeating the operation.

Network Information Tab

When you add a network or select a network ID in the Project Sections tree, the Network Infor-
mation tab page will be displayed in the Section Data area. The Section Data area consists of
three tabs: Network Information, Devices and Modbus configuration.

The Network Information tab allows you to manage information for the network and its major
components - Gateway, System Manager, Security Manager, and Backbone Router (they are a
part of the YFGW 710 function block) - and includes the following sections:

* Network Information: Indicates the Network ID and allows you to provide a custom descrip-
tion of the selected network

» IPv4 Settings: Sets the connection information of IP address, etc.
+ Gateway: Sets the gateway tag

+ System Manager/Security Manager: Sets the System Manager tag, EUI-64 address, trans-
mission channels, network topology, and transmission related settings

« Backbone Router: Sets the backbone router tag, filter bit mask, and filter target ID

*': Yokogawa Field Wireless Conhigurator R1.02.00 - sa ] [jllaﬁl
Eile  Tools  Help
BN = Vealoal = (eE=Nea R A i o)
= Networks [Netwark hformation || Devices | Modbus Configuation =
Notwork I0: 100 Gonfiguration of this pags will requirs GW restart
D i Hetwmerk Tiformation
Downilasd History :
Froject Log Network, 1D 100
Description:
[Fvé Settings
IP Address: 1921680101 HTP Server IP Address: 19216801
Subest Mazk: 265.256.2560 Diedault Gatewmay 19216801
Gatery
Devics Tag TEGW-GWODI

System Manager/Security Manager

Devies Tag: [¥FGw-Sho01 | Macx. Nodes: 1]

ELSS: |DOOCOG00DATOO0AD | Max. Latercy &0 ]

Channels: FEo FE1 E2 F? F4 Max. Device Timeout (seck 120
HE 5 BF7 He8 =9 Advertise Period (eck 7
o @1 FE2 @13 e Join Links Period ook r

Topalogy: O Mesh @ Star Packet Emor Rate $0: 15

Eackbone Fouter
Devics Tag: YFGW-BBRO0T Filter Bit Mask Ghec [FrFF

Filter Terget ID Gubret 02 [100

Apply changes Cancal
s

Yokogsws Fisld Wireless Configurator R1.0200 Full Usér Hame: Administrator

FCO0210.psd

Figure C 2-10
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When the Network Information tab page is opened for the first time, all these attributes are popu-
lated with the default values loaded from the Default Values table in the Options window. If you
have changed network settings, click [Apply] changes to save them.

The network ID and Device Tags are unique in a project and they are generated automatically in
increasing order for each entity, as described below:

* Network ID: The default is a natural number starting at 100. When assigned manually, the
network ID can be any natural number between 2...65535.

+ Gateway: “YFGW-GWxxx"
« System Manager: “YFGW-SY Sxxx”

» Backbone Router: “YFGW-BBRxxx”
Where xxx is a numeric value between 000...999.

The EUI-64 address is automatically filled with the default value and displayed as read-only.
The default network topology is set as “Star” (star type network).

Devices Tab

The Devices tab displays and allows you to manage the device list for the network ID selected in
the left tree. You can add, edit, and remove devices in this section.

Conligurator R1.02.00 - sample

Domnoad St FEEE

|

Yokogaws Fisld Wirsless Configurstor R1.0200 Full User Name: Administrster

FCO0211 psd

Figure C 2-11
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1) Adding Devices
To add a device, click = in the toolbar. The Add Device window opens, which contains two tabs.
A) Device Information Tab:

The Device Tag field in the Device Information tag page is populated with the default values.
The default Device Tag format is “DEV_xxx,” where xxx is a numeric value between 0...999
and is assigned automatically in increasing order as devices are added. The device tag can
be edited when a device is added (Figure C2-12). The EU164, Join Key, Provisioner Name,
and Provisioing Time fields are disabled and canot be entered. By using the Load CF/DD
option, device information will be filled automatically.

1. Click Load CF/DD to locate and load the configuration file for the device. The file con-
tains additional identification information as well as the sampling parameters for that
specific device.

2.  After loading the configuration file, the Device Role (IO, Router or both) can be select-
ed. Set the Device Role.

Add Device
Device informatian |sam|3|ing data |
CF/DD
Device Tag: [DEV 01 CF File Name: |1
0O Euss DD File Name: |
[ Jgin Key; | |
Device Role: |IO + Router V: GF Summary 2030 !
Provisioner Name: | | 3ﬂ§£ "IS"\?O‘E%OE}‘? EJ¥ Device
Provisioning Time (UTCH: [W/a | Vendor ID Number: 000894543
Model ID: EJX
T . - . : . Model ID Mumber: 0:000C
Modifying items with underline requires temporary device stopping DEV_REW: 1
communication ! Software Revision: 0001
Blarms configuration L1 UAP ID: 0x02
Wendor ALO1 at OID 5 {"All DP")
Communication Disgnostic alarms enabled Emg 2{&% i g%g ? F% ?—g} )
Security alarms enabled Wendor UAPMO_DT at OID1 (U.‘:.?MO)
Device Disgnostic alarms ensbled
Process alarms enabled
ok || GCancel |

FCO0212 psd

Figure C 2-12
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B) Sampling Data Tab:

The left pane displays the list of data which can be sampled using the selected device, while
the right pane displays the data to be sent from the device, and data transmission param-
eters such as transmission cycle, etc. (Figure C2-13).

Use the four buttons L.> ] | [.>> ] [ < ] [« ]to set data transmission parameters from

the Available Parameters list to the Sampling Parameters list: add the selected parameter,
add all parameters, remove the selected parameter, or remove all parameters from the

Sampling Parameters list.

Once you add a parameter to the Sampling Parameters list, the parameter will be displayed
as disabled in the list of the Available Parameters field, so that it cannot be added again to

the Sampling Parameters field.

Add Device rZ| [Z|

| Device information |
Awailable Parameters: Sampling Parametess;
= UAF 2
= UAPMO.D1 (UAPMO) = uapz
DIAG STATUS = Concentrator OID:3
= ALOT Al DP7) —
Py Update Policy Perindic v
&AL CAR 8F) Publication Period(ssc) 5 s
) AI_EII':BI A3 Temp") Stale Limit Timetsec) 50 s
- Destination for data YFGW-GIAOO1
= Parameters
ALDT (A DPIPY
<
ALD2 (" AL2 SP)PY
AL03 A2 Temp” )PV
Modifying items with underline requires temporary device
stopping communication ! [ OK ] [ Gancel

FC0213.psd

Figure C 2-13

If an UAP has more than one concentrator object™, only the first one will be enabled and the
other concentrator objects will be displayed in the right pane as disabled.

If an UAP has no concentrator object defined, the sampling data cannot be defined.

If you try to remove a parameter from the Sampling Parameters list, the application will
verify if the parameter is used in the Modbus Configuration register map, and if so, it will
request confirmation for removing the parameter from the sampling list.

The Publication Time and Stale Limit Time values are automatically filled with default values.
The values can be changed, but if the StaleLimitTime value is smaller than the Publication
Time value, an error message will be displayed.

When all parameters are cancelled from the [Sampling Parameters] field and the device role
of the device is 10 or IO + Router, the device data will not be published.

*1: The concentrator object is an aggregate of operation paremeters of data Publish.

After setting all data in the two tabs, click [OK] at the bottom of the Device Information tab page to
save the changes on the current project session.
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2) Loading provisioning information file

Load provisioning information (EUI-64, join key, etc.) from the provisioning information file as fol-
lows.

1.  Click the toolbar button =1 on the Device tab page.
2. Specify the provisioning information file to be loaded, and click [Open].
3. When loading the provisioning information:

+ If afile with the same Device Tag and Network ID already exists in the project, the Device
Provisioning window will prompt you to select the devices that you wish to update. Push
[OK] to execute loading, the EUI-64 and Join Key of the selected devices will be updated.
(Figure C2-14)

« [ffiles with different Device Tags and Network IDs has the same EUI-64, or the same EUI-64
exists in the projects with different Device Tags, the whole import process will be stopped
and an error message will be shown.

* If no duplicate devices exist, a new device entry is created in the project for that device.
* Apopup window is displayed, informing the number of entries created/renewed registered.

+ Ifthe project database contains Network IDs with the same EUI-64, but with different device
tags or network IDs, the provisioning information will not be imported for the device. The
device tag of the device and the items that differ appear in the pane shown below.

4.  After reading the provisioning information, read the CF file and complete the settings of
devices.

Device Provisioning

These devices already exist. Do you want to import them?

Older Devices Newer Devices
DEV 00

[ Ok ]k Cancel |

FCD214.psd

Figure C 2-14
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3) Editing Devices
To edit a device in a selected network:

1. Inthe Devices tab page of the main window, double-click on the device or select the desired
device in the device list and click =] .

The Edit Device window will open, with the two tabs: Device Information and Sampling data.
Edit the desired fields and click [OK] to save the changes.

TIP

If you wish to upload a configuration file in edit mode for a device that has non-standard sampling parameters or
Modbus registers defined, the system will request confirmation before loading a new file.

4) Removing Devices
To remove a device from a selected network, select the device in the Devices tab page of the
main window and click (=) in the toolbar.

The system will request confirmation before deleting the device. Click [OK] to delete the device or
[Cancel] to abort the action.

® Modbus Configuration Tab

The Modbus Configuration tab page allows you to manage the Modbus Register Map for the
network ID selected in the Project Sections tree.
The tab consists of three sections:

* Available/Sampling Parameters
* Input Registers
* Holding Registers(this feature is currently disabled)

The Available/Sampling Parameters section displays a list of all the parameters of the devices
in the network selected in the Project Sections tree. The parameters defined for sampling are
displayed in bold.

* Yokogawa Field Wireless Configurator R1.02.00 - zample

Ele Took: Help
N =Yl TRENEN R A
= Networks Network hiormation | Devicas | Modbus Configuration -~
Metwork 10: 100 : ;
Download Status Availsble/Samplra Paramsters Tnput Registers(? paramaters)
Domriload History = [EN [i] DEV_001.UAP_2 A0 1811 DFT}PY all o
Project Log = UAPZ
= ALM €Al DPY) 1 1
PV [E0-2] 2 2
Mode
e 3 DEV_001 LAP_2.81_03 413 Temp| P 3
& ALIE C AR 5P7) 4 Il
Py
Mode g g
Scale E [
& ALOS © AR Temp™)
PV L3 - 5] 7 U
8 E
Scale
= UAPMO.01 (UAFMO) e £
CIAG STATUS 10 10
Command
1 1
12 12
13 13
1 1
15 15
16 16
17 7
18 18
13 13
Fi 20
2 21
2 2
k<] -
] 24
| - — el
Filtering confwparation
Start Addvess |0 End Address  [£6555 Enable Filtar
ool Ghonees s
|-
Yokogsws Field Wirsless Configurator R10200 Full User Hame: Adminastrator

FC0215.psd

Figure C 2-15
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To define a register mapping, drag a parameter from the Available/Sampling Parameters tree and
drop it on one of the Input Registers.

The size corresponding to the parameter will be allocated in the Input Registers area, while
parameters defined in the Input Registers of the Available/Sampling Parameters tree will be dis-
played with the range of the input register range.

The range of the Input Registers is register numbers 0 to 65535.
The allocated areas are displayed as follows:
* Blue: Allocated data is PV or PV_B

* Red: Allocated data is DIAG_STATUS

Upon mapping, when the registers list is empty, the registers are allocated starting from 0 (zero).
When the list is not empty, the register numbers will be allocated continuously to the closest al-
located area.

To view where a parameter is mapped in the Registers list, double-click on the parameter in the
“Available/Sampling Parameters” field. The Input Registers field on the right will jump directly to
the register address for the selected parameter, and display at the very top of the table.

To edit the register mapping for a certain parameter:
1. Double-click on an item in the list to open the Edit Modbus Register window.

2. Atthis window, the name and data size of the sampling parameter will be disabled, but the
Start Register and End Register fields will be editable.

3. To edit the register mapping, enter a valid number in the Start Register or End Register field;
the other editable field will change automatically, based on the data size.

Edit Modbus Register i3

Sampline Parameter: |DevbceTag_DEV_lJEl1 UAP 2 PV

|
Data size (words: |3 |
|
|

Start Register: |
End Register: |5
[ ok ][ ocancel |
FCO218.psd
Figure C 2-16

4. Click [OK] to save the changes and close the window.

To delete a register, click on it and press the [Delete] key of the PC. The application will request
confirmation; click [Yes] to delete the register or [No] to abort the action.

To view smaller register areas within the Input Registers field, enable the viewing filter in the
Filtering Configuration area at the bottom of the Modbus Configuration tab page:

1. Enter a start address and an end address in the corresponding fields

2. Click [Enable Filter]. The page will display only the areas defined by your selected register
range.
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Data elements of a device are mapped to Modbus registers as follows;

® \When mapping Al.PV values to Modbus registers, three words will be needed;

* First word: 0x00 + data status in PV
« Second word: data in PV (upper)
* Third word: data in PV (lower).

® \When mapping BI.PV_B values to Modbus registers, two words will be needed.

* First word: 0x00 + data status in PV_B
» Second word: data in PV_B + 0x00

® \When mapping UAPMO.DIAG_STATUS to Modbus registers, three words will be needed

» First word: 0x00 + status (U8)
» Second word: DIAG_STATUS(upper)
* Third word: DIAG_STATUS(lower)

Click [Apply Changes] to change the Modbus configuration.

Exporting the Modbus Configuration

After defining the register map, you can export the Modbus register information to external files
by clicking Export Modbus Registers option in the File menu. The data will be saved to a csv file
named by default based on the following format:

ProjectName-modbus.csv (e.g. “Project_1-modbus.csv”)

When exporting Modbus registers, the project will be automatically saved. If you are working on a
new project that you have not saved, you will be prompted to save it before exporting the register
configuration.

B Editing a Network

To edit a network, perform the following steps:

1.

Open the Networks tab page in either way:
Select the Network ID in the Networks tree in the left pane of the main window and open, or

Click the Networks node in the Project Sections tree (left pane of the main window), and
then double-click on the Network ID in the Networks list (right pane).

In the Network Information tab page, make the desired changes, and click [Apply Changes]
to save your data. The changes remain active as long as the project is open, but will not be
saved on the disk.

B Removing a Network

To remove a network:

1.
2.
3.

Click the Networks node in the Project Sections tree (left pane of the main window).
In the Networks List (right pane), select the desired Network and click (=) in the toolbar.

The system will request a confirmation before deleting the network. Click [OK] to delete it or
[Cancel] to abort the action.

TIP

When you delete a network, you will also delete all the devices therein and the related information.
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C2.3.3.5

Downloading Project Data to the YFGW710

To download the project data to the Field Wireless Configurator YFGW710:

1.
2.

Click Download in the Tools menu, or click ™ in the toolbar.

The Download Project Data window opens (Figure C2-17).

Download Project Data

<

Data to download Connection information
Network 10: 100 ¥ |  IP Address: | 192 | 168 | O | 101 |

= Devices

>

[Z]1P+4 Settings Gequires restart)
[#]Gateway fequires restart)

[#]System Manager frequires restart) Dowrload options

[#] Devices Provisioning (Security Manazer) = Perform error check before dovnloading
[#] Backbone Router frequires restart) Vierity vendar and model before

[#] ModBus Resister Map and Pub/Sub Commun | dovinlpading to device

w

>

FZIRMFEY O

] Check All

| Start download | [ Cancel |

FC0217 psd

Figure C 2-17

In the left pane of the window, select a Network ID, then select at least one entity you want
to download. In some cases, other entities may be selected automatically.

Necessity for restart after downloading the data is indicated for each entity such as IPv4
Settings (requires restart). The criteria for restart necessity are as follows:

» Changing the IPv4 settings requires restart
* Modifying the channels list for the System Manager requires System Manager restart

* Modifying the Device Tag, Subnet ID, Subnet Mask, and Join Key on the Gateway re-
quires Gateway restart

* Modifying the Device Tag, Subnet ID, Filter Bit Mask, Filter Target ID, and Join Key on
the Backbone router requires restart

In the right section of the window, specify the IP Address of the target YFGW?710 for con-
necting. The application automatically shows the IPv4 address of YFGW710 for the selected
Network ID.

The “Perform error check before downloading” option is enabled by default. An error check
is made during a download, and if any errors are found, the entire download process or part
of it will be aborted depending on the nature of the error. For details of error checks, see
section C2.3.3.6 Error Checks.

You can specify if the device information (Vendor ID, Model ID, and Device Tag) will be read
from the device and compared with the information in CF before starting the download.
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6. Before starting the download, you can test the connection to the YFGW710. Push [Test
Connection] button. A popup message will indicate whether the connection is successful or
not and, in the latter case, the reason for the connection failure.

7. Press [Start Download]. A popup window will appear and request your confirmation to start
the download and also inform you about the restart necessity. Click [OK] to continue, or
[Cancel] to abort the download.

8.  When the download starts, the Download Progress window opens, displaying a real-time
download progress report. From this window you can:

» By clicking [Cancel], cancel the download operation after confirmation. When the
download is complete, the button is no longer displayed.

» Save the report to a file named by default based on the following format: ProjectName_
NetworklD_CurrentDate (mmddyy) (e.g. Project_1-36-021110.dl.log”)

i:ﬂ Download Progress

Download log

2011/01/18 14:31:30 = Error checking project data .. Ok

2011/01/19 1431:30 - Connecting to 1921680104 as admin .. Ok

2011/01/19 1431:31 - Downloading Devices settings ..

20M11/01A2 1431:31 - Found joined devices: DEY 001, DEY 004, DEV 002, DEV 002
2011/01412 1431:31 - Downloading Devices settings .. Succeed at DEV 003
2011401419 143256 - Downloading Devices settings . Succeed at DEW 001
20011401419 143304 - Downloading Devices settings . Succeed at DEV 002
2011/01/19 143328 - Downloading Devices seftings .. Succeed at DEV. 004
2011/01/19 14:33:41 - Download ended!

2011/01/19 143341 = DEV_003 download done!
2011/01/19 143341 - DEV_001 download done!
2011/01/19 143341 - DEV_002 download done!
2011/01./19 14:33:41 - DEV_004 download done!
201140119 143341 - ERROR =0

< |
Goee

FCO218 psd

Figure C 2-18

9. If you are working on a new project that you have not saved before the download, you will
be prompted to save it.
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B Network Actions at Download

The following describes what occurs in the network when each of the download options in the
<Download Project Data> window is selected and executed.

® |Pv4 Settings

If you select the “IPv4 Settings” checkbox in the <Download Project Data> window, the following
settings are sent to the YFGW710: “IP Address,” “Subnet Mask,” “Default Gateway” and “NTP
Server IP Address.” The checkbox is selected by default if any of the values have changed since
the last download session.

After the settings are applied to the YFGW710, the restart command is sent to it. Consequently,
all applications running on the YFGW710 are also restarted. For the entire download period, the
Field Wireless Configurator tries to reconnect with the YFGW710 at 15-second intervals. If the
connection is successful the download continues with the remaining entities. The download proc-
ess will stop if the Download Timeout expires. The Download Timeout timer is reset after any suc-
cessful operation with the YFGW710. The Download Timeout is editable in the Options window.

Until the YFGW?710 recovers, the Field Wireless Device OPC Server, Modbus Client, and Field
Wireless Management Tool cannot access the YFGW710 and field wireless devices.

® Gateway

If you select the “Gateway” checkbox in the <Download Project Data> window, the “Device Tag”
is sent to the YFGW710. The checkbox is selected by default if the “Device Tag” value has been
changed since the last download session.

After the settings are applied to the YFGW710, the Gateway Application restart command is

sent to it. Until the Gateway Application recovers, the Field Wireless Device OPC Server cannot
access any devices in the network. The Modbus Client can get data regarding Modbus configura-
tion while the Gateway Application is restarting. The Field Wireless Management Tool can display
various kinds of information on field wireless devices and YFGW710, except the Gateway Appli-
cation while the Gateway Application is restarting.

® System Manager

If you select the “System Manager” checkbox in the [Download Project Data] window, the follow-
ing settings are sent to the YFGW710: “Device Tag,” “EUI-64,” “Channels,” “Max. Nodes,” “Max
Latency,” “Max Device Timeout,” “Advertise Period,” “Join Links Period,” “Packet Error Rate,” and
“Network ID.” The checkbox is selected by default if there have been changes in those values
since the last download process.

After the settings are applied to the YFGW710 the restart command is sent to it (see IPv4 Set-
tings for more details on information generated upon YFGW710 restart). Until the YFGW710 re-
covers, the Field Wireless Device OPC Server, Modbus Client, and Field Wireless Management
Tool cannot access YFGW710 and field wireless devices.

® Devices Provisioning

If you select the “Devices Provisioning” checkbox in the <Download Project Data> window,
device provisioning information (EUI-64, Join Key and Device Role) for all devices are sent to
YFGW?710. As an exception, the provisioning information for devices without the EUI-64 address
set are not sentto YFGW710. The checkbox is selected by default if there have been changes in
the provisioning information since the last download process.

Neither the Gateway nor Security Manager is restarted, just changes are applied.
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® Backbone Router

If you select the “Backbone Router” checkbox in the <Download Project Data> window, the fol-
lowing settings are sent to the YFGW?710: “Device Tag,” “Filter Bit Mask,” and “Filter Target ID.”
The checkbox is selected by default if any of the values have changed since the last download
process. The “requires restart” status is always set.

After the settings are applied to the YFGW710 the restart command is sent to it (see IPv4 Set-
tings for more details on information generated upon YFGW710 restart).

® Modbus Register Map and Pub/Sub Communication

If you select the “Modbus Register Map and Pub/Sub Communication” checkbox in the <Down-
load Project Data> window, the “ModBus Configuration” and “Sample Data” information for all de-
vices set with the EUI-64 address are sent to the YFGW710. The checkbox is selected by default
if any changes have been made on the Sampling Data or on the ModBus Configuration since the
last download process. The Modbus Client can acquire data regarding to Modbus configuration
without any changes even while the Modbus Register Map is being updated.

® Devices

In theDevices list of the <Download Project Data> window, the following devices will be selected
by default:

* Devices whose EUI-64 address was set but has not been downloaded yet
» Devices having any changes in settings since the last download.

When a device joins the field wireless network, the concentrator settings are sent to the device.
Then the CO Reuvision attribute is read from the concentrator object and this value is set in the
Monitoring Host settings (YFGW?710).

The CO revision read from the concentrator object in the device via the Field Wireless Configura-
tor is saved in the Project database.

While the Field Wireless Configurator downloads the data to the device, the Field Wireless De-
vice OPC Server can access devices except the target device. The Modbus Client can also read
data related to Modbus configuration. The Field Wireless Configurator can display information on
YFGW?710 and devices except the target device.

B Device Replacement Scenarios

The following describes what data must be downloaded after replacing devices.

® YFGW710 Replacement

When replacing YFGW710, check all checkboxes at the <Download Project Data> window ex-
cept for “Devices.”

® Device Replacement

When replacing a device, read the provisioning information file (refer to section C 2.3.3.4). Then
at the <Download Project Data> window, check “Devices,” “Device Provisioning,” and “Modbus
Register Map and Pub/Sub Communication.”
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C2.3.3.6 Error Checks

The Error Check option allows you to check for errors in the project data.
To perform error check;

Select Error Check in the Tools menu or click ¥ in the toolbar.

Upon downloading the network settings on YFGW710, check the “perform error check be-
fore downloading” option checkbox.

When error check starts, the Error Check section will open at the bottom of the project window,
and the Project Log section will automatically be selected (Figure C2-19).

¥ Yokogawa Field Wireless Gonfigurator R1.02.00 - Acceptance Test

Eile Took:  Help
N =W Bl = NIRRT A O
by M::!k:u* 10001 Filter by: jT-meﬂem v |
Dowrload Status Timestamp = Dpesafion Descriplion Logged Uses ]
>‘ 2010/12/27 1810 |Network 100 changed to 901 sdmin
- 201012727 1810 [Versa Node of network 901 changed admin
201012/27 1810 | Gatoway of netwark 901 changed admin
2010/12/27 1810 |Backbone Fouter of network 901 changed sdmin
2M0A2/27 1810 |System/Security Manager of network 301 changed admin
2010/12/27 1890 |Device DEVO3M added on network, 301 admin
2010/12/27 1810 |Devics ESO01 added on retwark, 901 admin
2010/12/27 1810 |Device EJXD03 added on metwork 501 sdmin
2010M12/27 1810 | Device TOZ2FFOODD020448 added on network 901 admin
2010/12/27 1811 |Sampline data changed for device DEVIG on network 901 admin
201012727 181 Device DEVD34 changed fo DEVI34 on network $01: Sampling Parameters admin
2010/12/27 1811 |Sampling data changed for device EJDO1 on network 501 sdmin
201012727 1811 Device EJX0T changed to EJAD0T on network 501: Sampling Parameters. admin
201012727 1811 Sampling data changed for device EJHD03 on network 501 admin
201012/27 1811 | Device EJXD03 changed to EAD03 on network 901: DeviceRole, Sampling Para. |admin
2010/12/27 1892 |Sampling dats chaneed for device TUZZF FODDO0Z0448 on etwork. 501 sdmin
201012427 1812 |Device TOZZFFOOO0020443 changed to TUZZF FODDDDR044E on network 501 De. [admin
2010/12/27 1812 |Versa Node of network 901 changed admin
2010/12/27 1812 |Gateveay af network 901 changed admin
2010/12/27 1812 | Backbore Router of network 901 changed sdmin
|[om0M12/27 1812 |SystemSecurity Manmger of retwork 901 changed admin
Error check results
INFORMATION NIA MR Project WiA Ok
Yokogawa Field Wirsless Configurator R10200 Full User Hame: Administrator

FC0219 psd

Figure C 2-19

The Error Check window shows results containing the following items:
» Severity: Indicates the severity of the error (Information, Warning or Error)
* Network: Indicates ID of the network with the error
* Device: Indicates Device Tag of the device with the error
« Entity: Indicates the entity generated with the error
+ Key: Indicates Join key of the specific device
» Details: Provides details of the error and possible correction tips

When OK is displayed at the end of the error check process, it means there is no error in the
project. Double-clicking on the error will open the place of the first error occurrence in the Project
Sections and Section Data areas. As the Error Check area remains open, you can detect error
occurrences easier and correct them swiftly.
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C2.3.3.7 Download Status

The Download Status window displays the results of a download operation on the devices.

Selecting the Download Status node in the Project Sections tree (left pane of the main window)
opens this window which shows the following information (Figure C2-20):

» Network ID: Identification of the network containing the device
* Device Tag: Tag of the download target device
* The download results can be one of the following:

» Ablank space: not performed

* OK: completed successfully

* NG: errors occur
» Date and time: Date and time of the download

Field Wireless Configurator R1.02.00 - sample

Downloa Metwork 1D Device Tag « | The sesuk of Download Date and bme:
i e £ 3 3 20110113 1507
B |pevioes ok 211/m13 1507
o1 |DEvioos oK 2011/0113 1507
Yokogama Fiald Wirsless Configurator R1O200 Full Ussr Name: Administrator i
FC0220 pad
Figure C 2-20

Double-clicking on an entry opens the Download Status window with details for that specific
entry.

Download Status

O Metwork ID: 858
\y Device Tag: DEVOG
The result of Download: OK
Date and time: 2010/07/26 17:3816

FCO221.psd

Figure C 2-21
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The grid entries can be filtered by any of the columns. To filter the entries, select a column in the
drop-down list above the grid and enter the desired parameter in the adjacent input field. For par-
tial filtering, add “*” before the parameter. The application will start filtering the matching entries
as you enter the parameter.

You can also sort the information in ascending or descending order by any of the columns, by
clicking on the header of the desired column.

C2.3.3.8 Download History

The Download History section displays a history of the download operations performed on the
project.

Clicking on the Download History node in the Project Sections tree (left pane of the main window)
opens the window displaying the following information (Figure C2-22):

» Timestamp: Date and time of each download

» Operation: Brief description of the operation during the download process
* Object Type: Entity downloaded

» Downloaded Object: Value downloaded

* Download Status: Operation results

* Logged User: Username of the user who performed the download

kogawa Field Wireless Configurator R1.02.00 - sample
EER S Toole R ey
HE =Rl = TERCAR AN IO
e | Fierty:  [Timestan g [ |
Dormioad Status Timestame = Operation Dbiect Type Dbject Logged User ~
- 201/0N3 1607 Resd Device DEVOO: SuccessCommendiD 10040 re. [sdmnn
Project Log 2001401 /13 1507 Read Device DEV 03 SuccessiCommandiD 10950 re.. |sdmin
201140113 1507 W ite Device DEV.002 Ok:Monitor_ Hostdbd admr
2011./M.13 1507 Whrite Device DEV 004 Ok:Monitor_ Hostdod .admn
2011./.13 1507 Write Device DEV 003 Ok:Monitor_Hostdsd admin
201./01.13 1507 fesd Device DEV 002 SuccessCommendiD 10551 re.. |sdmin
201140013 1507 Wk it Device DEV 002 .aCMiW_HGEI_PI‘S“ﬂHS.ED. admr
2011 /0N13 1607 |Read Device DEV 004 Success CommandiD 10962 re.. |sdmin
2011/MAN3 1507 |White Device DEV.004 |Ok:Menitor_Host Publichars.co |admin
2011/0113 1807 |Read Device DEV 00 |SuccessGommendID 10963 re. |sdmin
201/MAN3 10T |Weite Device DEV.00 |Ok:Menitor_Host Publichers.co |admin
2011/ N3 1507 |Read Device DEV 001 Suscess CommandiD 10927 re.. sdmin
201N 180T |weite Device DEV 001 OkManitor_Hostds3 sdmin
2011/01/13 1807 |Read Device DEV 001 |SuccessGommendID 10964 wr_|sdmin
01/ N3 1808 |wite Device DEV 001 OkcMonitor_Hostdsd sdmin
2011/0113 1508 |Read Device DEV 001 Success CommandlD 10956 wr_ sdmn
2011 /0113 1508 |white Device DEV 001 OkManitor_Hostds3 sdmn
011/ A3 1808 |Resd Device DEV.001 [SuccessGommandiD 10058 re._ |admi
201/MAN3 1508 |Weite Device DEV.001 |Ok:Menitor_Hostdsd acimin
2011/ 131508 |Read Device DEV 001 Success CommandlD 10950 re. |sdmin
201101131508 |white Device DEV 001 OkManitor_Host Publishars.co_ |sdmin
211./61,13 1508 Uplaad Subscribers All subseribers of the network | Ok:Menitor_Host_Publisharecs. |sdmin
2011/0113 1808 |Execute Nons OkiMonitorkost sdmin
2011/ A31508 |Upked ModBus Register Msp All registers of the network. | Okmodbus gwini |admin
2011/MA3 1508 |Execute ModBus Regicter Msp N/ Ol medbus gw admin
2011/01/13 1808 | Disconnect [Wore ox =
|
Yokogama Field Wireless Gonfigurator 10200 Full User Name: Administrator -

FCU222 psd

Figure C 2-22
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Double-clicking on an entry in the grid opens the Download History window with details for that
specific download entry.

Download History

Operation: Read

Object Type: Device .
Downloaded Object: &ll joined devices in network
Download Status: Ok:Monitor_Host.db3

Logeged User: admin

i ) Timestamp: 2010/07/26 17:32:21

FC0223 psd

Figure C 2-23

The grid entries can be filtered by any of the columns. To filter the entries, select a column in the
drop-down list located above the grid and enter the desired parameter in the adjacent input field.
For partial filtering, add “*” before the parameter. Clicking the header of the desired column also
sorts information in that column in ascending or descending order.

C2.3.3.9 ProjectLog

The Project Log section displays a history of the operations performed on the project data since
the first network was created.

Clicking on the Project Log node in the Project Sections tree opens the window which shows the
following information (Figure C2-24):

» Timestamp: Date and time of the operation

» Operation Description: Brief description of the operation performed on the project data

» Logged User: Username of the user who performed the operation

L etk 3 901 Fier by [Timestane o | |
Dowmioad Status Teslamp ~ Operation Descrption Logged User ~
“" 2011/01/13 1435 |Gheckine samgle . WARNING: Metmerk ID: 901 -> /A > Devices - N/A === _lodmin |
2011/ 131455 Checking sample . INFORMATIOM Metwork 10t 901 => N/A => 0 = N/A === Ok |admin
2011/1/131448 | Project saved as sample |admin
011/MAZ 1451 | Deviee DEV.004 sdded on network, 901 Tadmn
20011/ 131451 Device DEW 003 added on network. 201 admn
2011/ 13 1451 Device DEV 002 added on network. an admin
2011./01 113 1451 Device DEW 00 sdded on netveork. 901 admn
2011/01 /131451 [Sampline data changed for device DEV,D01 on retwork 901 [admin
2011/01 /131451 | Device DEV.001 changed to DEV.001 on network 901: DeviceRile, Sampling P |sdmin
2011/0113 1451 |Sampling data changed for device DEV,002 on retwork 501 =T
2011/ /7131451 | Deviee DEV.00Z changed to DEV_00 on network 901 DeviceRuole, Sampling P |sdmin
2011/01 131451 [Sampline dats changed for devics DEV,D03 on rtwork 901 [t
2011/01 /131451 | Device DEV.003 changed to DEV.003 on network 901: DeviceRiale, Sampling P |sdmin
2011/ 13 1451 lSa"PrrI data changed for devace DE‘J’_m‘annebmfk am admin
2011/01/13 1451 | Device DEV.004 changed to DEV_004 on network 901: DeviceRole, Sampling P |sdmin
2011/01 /1314582 | ModBus Register Map INPUT-0022 FFON00D20285-> ADDRD addsd on natwerk _ |sdmin
2011/01 /131452 | ModBus Register Map INPUT-0022 FFORO0D204AA-> ADDRS added on netwerk_ |sdmin
2011/01 /131452 |ModBus Register Map INPUT-0022 FFORO0D204AB-> ADDRS added on netwerk_. |sdmin
2011/01 /13 1452 |ModBus Register Map INPUT-0022 FFONO0D204A7->ADDRY added on nefwork _ | admin
2011./01 /13 1482 |Checking sample _ INFORMATION. N/A => N/A -5 Project - A ==3 Ok |sdmin
2011./001 113 1452 Froject saved sz sample admir
2011/01/13 14582 |Ghecking sample . INFORMATION: Netwok 1D: 901 > N/& => 0 - N/A === Ok, |sdmin
2011/01/13 1458 |Project saved &s sample | sdmin
D011/MAZIEIS | Project saved as cample st
2011/01 /131605 |Ghecking sample _ INFORMATION: Network 1D: 901 > N/& => 0 - N/A === Ok, |sdmin
2011/01/131810  |Project saved as sample [sdmin

]
Yokogams Field Wreless Configurstor 10200 Full User Name: Administrator

B |
FC0224.psd

Figure C 2-24
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Double-clicking on an entry in the grid will open the Project Log window with details on specific
entries.

3 Timestamg: 2010/07/26 173727
\L J Operation Description: ModBus Regizter Map INPUT-0022:FFO00002:04C2-> ADDRD added on network 858
Logged Liser: admin

FCO225 psd

Figure C 2-25

The grid entries can be filtered by any of the columns. To filter the entries, select a column in the
drop-down list located above the grid and enter the desired parameter in the adjacent input field.
For partial filtering, add “*” before the parameter.

Clicking the header of the desired column also sorts information in that column in ascending or
descending order.
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C2.34

How To...

This section describes the steps of the most common operations performed with the Field Wire-
less Configurator.

C2.3.41
1.

Modifying a Project
To change the contents of a project, go to menu File — Project Properties, then in the window
that appears, add your comments to the Project description field and press the [OK] button.

To clear Download Status, Download History, Project Log, go to File — Save for Other
Plants, and in the window that appears, choose the desired file name and press the [Save]
button. This will also delete the last modified project property.

In changing project data of Field Wireless Configurator, all the operations described below
affect the projects. Error Check and Download operations also affect project data.

TIP

Any operations under Tools — User Accounts, Change Password, Options will not change the currently opened
project. Any operations under File — Project Properties will not affect project data either.

C2.3.4.2 Add aDevice to an Existing Project

10.

Open a working project in your Field Wireless Configurator;

Select and click a network in the networks tree from the left pane(Project Sections) of the
main window;

In the window displayed in right pane of the main window, go to the Devices tab;
Press == in the Device tab page then an Add Device window appears;

Enter the device specific information: Device Tag. EUI-64 and Join Key are automatically set
by loading provisioning information file. This procedure must be performed before step 8.

You can load a capability file by pressing the [Load CF/DD] button in the right pane of the
window. After this operation, information about the device will be updated and a Sampling
data tab will appear in the window. Go to the Sampling Data tab and select parameters

which can be sampled by double-clicking on them or using the buttons L > | [.> ] [ < ]|
_

Press [OK] button in the window;

Go to menu Tools — Download. The Download Project Data window appears. Required
items of the Data to download field will be checked. If you have entered the EUI-64 address
and Join Key for the device, the corresponding device will also be checked in the download
tree on the left;

Press the [Start download] button to make sure your network configuration is updated. The
Download Progress window appears.

When the download completes, the [Save to file] button will be enabled.
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C2.34.3

o bk~ 0D~

C2.3.44

Delete One or More Devices
Perform steps 1, 2 and 3 in C2.3.4.2 and go to the Device tab page.
Select the devices to delete in the right pane by clicking while pressing the [CTRL] key.
Press (=] in the Devices tab. You will be asked for confirmation;
Press the [Yes] button. When devices are successfully deleted, they disappear from the list.

Go to menu Tools — Download. The Download Project Data window appears. The required
items on the tree of the Data to download field will be checked.

Perform steps 8 and 9in C2.3.4.2.

Modifying a device
Perform steps 1, 2 and 3 of C2.3.4.2 and go to the Device tab page.

Select the device to replace and click =/ or double-click on the device; an Edit Device win-
dow appears;

Perform steps 5 to 10 (same steps for add a Device) in C2.3.4.2.

Replacing YFGW710
Open a working project in Field Wireless Configurator;

Go to menu Tools — Download. The Download Project Data window appears. Check all
nodes in the Data to download field tree, except for Devices.

Press the [Start download] button to make sure your network configuration is updated. The
Download Progress window appears.

Wait for download to end. When the download completes, the [Save to file] button will be
enabled.

Modifying Sampling Parameters
Perform steps 1 to 4 in C2.3.4.2 and open the Add Device window.

If the Sampling Parameters tab does not exist in the window, perform steps 6 to 10 in
C2.3.4.2. If the tab exists, go to step 3.

At the Sampling Parameters tab page, change the settings.
Press the [OK] button in the window.

Go to menu Tools — Download. Download Project Data window appears. If you have en-
tered EUI-64 and Join Key for the device, the corresponding Device node in the download
tree in the left will be checked.

Click the Start download button to make sure your network configuration is updated. The
Download Progress window appears;

Wait for download to end. When the download completes, the [Save to file] button will be
enabled.
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C2.3.4.7 Modifying the Modbus Register Map

Open a working project in Field Wireless Configurator;

2. Select and click a network in the networks tree in the left pane (Project Sections) of the main
window.

3. Inthe right pane, proceed to the Modbus Configuration tab page;

4. Change the register map using a drag-and-drop operation from the Available/Sampling
Parameters field to the Input Register field (Holding Registers are not supported). You can
edit the start/end addresses for an existing register by double-clicking on it and entering new
values in the Edit Modbus Register window. If you want to delete a register, click on it and
press the Delete key. You will be prompted for confirmation.

5. Go to menu Tools — Download. Download Project Data window appears. The Modbus Reg-
ister Map and Pub/Sub Connection in the Data to download field should be checked.

6. Press the [Start download] button to make sure your network configuration is updated. The
Download Progress window appears.

7.  Wait for download to end. When the download completes, the [Save to file] button will be
enabled.

C2.3.5 Users

Users may have access to all or limited Field Wireless Configurator functionalities depending on
their role.

Arole consists in a set of rights allowing a user to make various operations in the system. There
are three defined roles, and the access to certain sections of the web interface varies depending
on the role assigned to the user.

® Administrator
This role gives the user full control over the system and includes the other roles; an Administrator
can create, edit, or download project data, set application options, and manage user accounts.

® Power User
The Power User can create, edit, or download project data, set application options, but cannot
manage user accounts.

® Regular User

Regular User can create or edit project data, but cannot download; neither set application options
nor manage user accounts.
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C2.3.5.1 UserAccounts

The User Accounts window enables users with the Administrator role to manage the system us-
ers: create users, grant rights based on the user roles, edit and delete users. To access this page,
select the User Accounts option in the Tools menu.

The User Accounts window displays the following information.
* Use Name: user name assigned by the Administrator to a certain user
» Full Name: user’s first name and last name
* Role: user’srole

» Status: Active or Disabled - indicates whether the user can access the application or not

[iUser Name a || Full Name Fole

admin Administrator Administrator

porer e Fovr e

Figure C 2-26
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B Adding or Editing a User

To add/edit a user:
1. Click #&4d or [EIEit jn the toolbar to open Account Information window.

2. Inthe window, fill in the required information. Select the role to assign to the user and its
status (Active/Disabled) from the corresponding drop-down lists, and then click [OK] to add
the user in the system or to save the changes.

Account information E|®

Uzer Mame: |
Full Name: [Power ]
Rale: | Power User v]
Status: I Active - ‘
Password: | ERER ARk |
Confirm Password: [ewkwion ‘
[ ok | Cancel
FCO227.psd
Figure C 2-27
TIP

All fields must be filled in. The password fields are case sensitive.

B Deleting users

To delete a user, select the user in the User Accounts list and click == £2!#t in the toolbar. The sys-
tem will ask for confirmation before deleting the user. Click [OK] to delete the user or click [Can-
cel] to abort the action. You can only delete one user at a time. Any user who is currently logging
in cannot be deleted.
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C2.3.5.2 Changing your password

The Field Wireless Configurator allows users to change their own password by selecting the
Change Password option in the Tools menu.

Selecting this option displays the Change Password dialog box.

Change password @@

Old Passward: | |

MNew Password: I |

Confirm Password: | |

[ oK | [ Cancel ]

FCD228.psd

Figure C 2-28

To change the password:

1. Enter your current password in the Old Password field.

2. Enter anew password in the New Password field. Password fields are case sensitive.
3. Re-enter your new password in the Confirm New Password field.

4. Click [OK] to save the new password.

TIP

To prevent unauthorized persons from accessing your account, use a password that cannot be easily guessed by
others. Passwords can include a combination of the following (Maximum 16 characters):

Capital alphabet letters (A through Z)
Small alphabet letters (a through z)
Decimal numbers (0 through 9)
Other characters (e.g. !, $, #, %)

C23.6 Help Menu

The Help menu provides information on the application version.

The About window provides information about the current version of the Field Wireless Configu-
rator as well as a short description of the purpose of the application.

About rz|

Yokogawa Field Wireless Configurator
Wergion R1.0200

The Yokogawa Field Wireless Configurator is
YOKOGAWA an application that allows you to configure

vour I5A10011a network,

FC0229 ped

Figure C 2-29
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C3. Field Wireless Management Tool

C3.1 Introduction

C3.1.1 Document Purpose and Intended Users
This chapter describes how to use the Field Wireless Management Tool.

This document is intended for users with proper rights to manage the field wireless networks of
the YFGW710 Field Wireless Integrated Gateway (hereafter called YFGW710).

C3.1.2 Productoverview

The Field Wireless Management Tool is an application that enables users to monitor and control
Field Wireless Networkes. Using the tool, users are able to perform various operations according
to their given roles, such as viewing network topology, viewing the communication status of wire-
less devices and device data, updating YFGW710 software and device firmware, and managing
users of this application.

C3.2 Installation
C3.21 System Requirements

The PC for installing the Field Wireless Management Tool must meet the system requirements
indicated in “C1. System Requirements of Software Provided” in this manual.
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C3.2.2 Installation Procedure

TIP

Administrator rights are required to install the Field Wireless Management Tool.

Before installing the Field Wireless Management Tool, the Microsoft .NET framework 3.5 Service
Pack 1 must be installed on the PC.

If Microsoft .NET Framework 3.5 Service Pack 1 is not installed, install it according to the instruc-
tions given in the TIP below.

Follow the instructions in the TIP of “C1. System Requirements of Provided Software” to check if
Microsoft .NET Framework 3.5 Service Pack 1 is enabled under Windows Server 2008 R2.

If an old Field Wireless Management Tool is installed, following the instructions below will install
the new version on top of the old version.

Set the DVD-ROM on the PC, and proceed to the following folder on Explorer.
<DVD-ROM drive>\ Field Wireless Management Tool

Run the “setup.exe” file from the above folder, and follow the wizard instructions.

i-.% Yokoeawa Field Wireless Management Tool R1.02.00 E] rg|
Welcome to the Yokogawa Field Wireless 3,
Management Tool R1.02.00 Setup Wizard Ly

Thie installer will guide you thraugh the steps required to install 'Y okogawa Field Wireless
Management Tool A1.02.00 on your computer.

WARNING: This compuiter program is protected by copyright law and international treaties.
UUnauthorized duplication or distribution of this program, of any portion of i, may result in severe civil
o criminal penalies, and will be prozecuted to the masimum extent possible urder the law.

Figure C 3-1

If Microsoft .NET Framework 3.5 Service Pack 1 has not been installed, run “setup.exe” to start Microsoft NET
Framework 3.5 Service Pack 1 installation. Accept the Microsoft License Agreement to start installation of Micro-
soft NET Framework 3.5 Service Pack 1.

When Service Pack 1 installation is completed, installation of the Field Wireless Management Tool starts. Follow
the instructions given by the Wizard to complete installation.
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TIP

Click the [Next] button to proceed to the next step. The following dialog will appear:

i'-.g- Yokogawa Field Wireless Managsement Tool R1.02.00 g El

Select Installation Folder %
"

The installer vall install Y okogawa Field Wireless Managemert Tool R1.02 00 to the: following folder,
Toinstal in this folder, click "Nest". Toinstall to a different folder, enter it below or click “Browss",

Folder:

|O:¥Yd{ugawa¥FbeIdWireless¥Fie |diirelezsManagement Tool¥ Browse. ..

Install Yokogawa Field Wireless Management Tool R1.02.00 for vourself, or for anyone wha

uses this compurter:
O Everyone
(&) Just me
Cancel | [ <Back | [ News |
FO302ped
Figure C 3-2

The following installation location will be recommended.
C:\Yokogawa\FieldWireless\FieldWirelessManagementTool
To change the installation location, click [Browse] and select the desired installation location.

Next, choose whether you want the Field Wireless Management Tool to be available to all the us-
ers on the computer (Everyone) or just for yourself (Just me).

When you install a new version on top of an older version, note the following when you select whether to install it
for “Everyone” using the PC or for yourself only (Just me).

If you make a selection that differs from the previous version, the installation information from the old version may
still remain in the “Add or Remove Programs” of Control Panel for Windows XP or “Programs and Features” for
Windows Vista, Windows 7, Windows Server 2008, and Windows Server 2008 R2. In some cases, you may find
a duplicate shortcut icon on the computer desktop. However, this will not affect Field Wireless Management Tool
operation. Uninstallation of an older version from the Control Panel will not affect the new Field Wireless Manage-
ment Tool version or project data or settings created with it.
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Click the [Next] button to proceed to the next step. The following dialog will appear:

i'-‘% Yokogawa Field Wireless Management Tool R1.02.00

Confirm Installation

The installer is ready to install okogawa Field Wireless Management Toaol B1.02.00 on your
computer,

Click "Next™ to start the installation,

[ Cancel l [ < Back ] | HNew> |

FC0302.psd

Figure C 3-3

Click the [Next] button to start the installation. When the installation is complete, the following
dialog will appear:

i'-‘:n—- Yokoegawa Field Wirelesz Management Tool R1.02.00

Installation Complete

Yokogawa Field Wireless Managament Tool R1.02.00 has been suzcesshully installed.
Click "Cloze™ to exit.

Flease use Windows Update to check for any citical updates to the WET Framework.

Cance! < Back

Figure C 34

Click the [Close] button to exit the installation wizard.
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C3.3 Using the Field Wireless Management Tool
C3.3.1  Authentication and Connection to YFGW710

In order to use the Field Wireless Management Tool, you first need to log on to YFGW?710. The
default authentication information is as follows.

Username: admin
Password: ladmin

After connecting successfully, functions of the Field Wireless Management Tool can be used ac-
cording to user rights. For more details on user rights, please refer to the section C3.3.2.2.6 User
Accounts.

When the Field Wireless Management Tool is started, the Connect window opens automatically.
You can select a previously saved connection, or create a new connection with YFGW710 from

this screen.
ion: | KT v b 4
<new>
IP Address:
Pagsword: | |
[] Save connection infomation
[] Set as default
[ ok | | Cancel |
FCO305.psd

Figure C 3-5

If the connection is successful, the Connect window closes and the main window and menu
items are displayed. If the connection fails, a popup message is displayed informing you about
the failure and the window remains open to enable you to correct the connection parameters or
specify another connection.
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C3.3.1.1 Creating a New Connection
To create a new connection:
1. Inthe Connection drop-down list, enter a connection name or select an existing connection.
2. Inthe IP Address field, enter the IP Address of the YFGW710 to be connected.
3. Enter avalid username and password in the corresponding fields.
4

Check the [Save connection information] checkbox to store this connection in the Connec-
tions list. Enabling this option eliminates the need to enter the IP Address, Username and
Password inputs the next time you select this connection. (Connection parameters set by
the previous user will be displayed.)

5. Check the [Set as default] checkbox to set the current connection as a default. Enabling
this option selects the default connection automatically the next time you open the Connect

window.
Connection: \VR_75 w | b 4

IP Address: |19216801.05 |

Username: | admin |

Password: | #kddr |

Save connection infomation

I oK I [ Gancel ]

FCO306.psd

Figure C 3-6

C3.3.1.2 Deleting a Connection
To delete a saved connection:
1.  Inthe Connection drop-down list, select the connection to be deleted.

2. Click % button. The system will request confirmation before deleting the connection; Click
[OK] to delete the connection or [Cancel] to abort the action.
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C3.3.2 Main Window

The main window of the Field Wireless Management Tool consists of the following elements:
® Two “Action” menus: Action and View with various options and menus.

® Aset of toolbar buttons &% @ .5 20|52 . |3 as shortcuts to frequently used menu opera-
tions: Connect, Disconnect, YFGW710 Status, Network Topology, Network Health, Devices,
Readings, and Commands Log.

® The content area displays data in accordance with the menu options selected. Some windows
display data in table format. Any one cell in the table can be selected and its content can be
copied to the clipboard.

® The status bar at the bottom of the window shows the following:
» Connection status and IP address of connected party
» Current user

» Data transfer state between the YFGW710 and Field Wireless Management Tool, displayed
by the communication indicator # 8 @ in the right

™ Field Wireless Management Tool R1.01.01

Topdwy[Ndmkfbﬂh'Devbei;Raa&gs[CmmuﬂsLogf

J|2

Device Tag: | EU-64 Address: | |
Reset Device Get Channels Statistics | | Read Object Attribute (=)

DeviceTag gt NetncrkAddkess  Vendor D ModellD | DeviceRole | oo St' °m“'°' Sopply LastResdngs LW
D000:0000:0410:.., el ¥IS W d 37

VEGW-GWI01 | S00D:BEEF:600D:.., |FeB0::4e7rica:6s | NIVIS GATEWAY | Gabeway FULL_JOIN line powersd /A 25,3 bl

VFGW-BER0DI | 0000:0000:0000:... |Fe80::4¢7d:c088:65 | MIVIS FREESCAL.., |Backbone Rou,., |FULL_JOIN Line powered A |BB_01.02.09

DEV_004 |0022:FF00.0002:... |FeOB:0:22100:2:4... | NIVIS FREESCAL... |10 FULL_JOIN 7 OB 82 WK_04.02,09

DEv_003 0022:FF00:0002:.. |FeD0:0:22:F00:2:4... | NIVIS FREESCAL... |10 FULL_JOIN >75% I3 6:2... | K_D4.02.09

DEV.O0Z | ODZEFROD00GZ:... FeOGO:ZZI00:Zi4.., | NIVIS FREESCAL... |10 AN 7% s, W_ozos |
0022:FFO0:0002:... |Fcb0:0:22:ff00:2:2... _ 2011J01/13 6:2...

8
<4 iid | &
() Gonnected to 1921680101 as admin (Administratork

FC0307 psd

Figure C 3-7
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C3.3.21 Action Menu
C3.3.2.1.1 Connecting to/Disconnecting from YFGW710

Connect/Disconnect options are enabled depending on whether you are connected or not to the
Field Wireless Integrated Gateway (YFGW710).

If connected to the YFGW710 and wish to disconnect, select the Disconnect option in the Action
menu or click the toolbar button & . Connection to the YFGW?710 will be cut without exiting the

application. If you wish to exit the application, click [Exit] in the Action menu or click Einthe top
right corner of the main window.

If you are not connected to the YFGW710 and wish to connect, select the Connect option in the

Action menu or click the toolbar button & . For further details on connecting, see C3.3.1 Authen-
tication and Connection to the YFGW710.

C3.3.2.1.2 Viewing the System Status (YFGW Status)

To view statistical information on processor and memory usage on the YFGW710, select the

YFGW Status option in the Action menu or click the toolbar button & . The YFGW Status window
will open, displaying the following details:

The status (“Running” or “Not Running”), memory usage and processor usage of the back-
bone router, gateway and system manager processes

System memory and flash memory availability information: Total memory, used memory and

free memory
YFGW Status - 192.168.0.105 X
Backbone Router Gateway System Manager
Status: Running Status: Running Status: Runnhing
Memory: 228 MB (3634 Memory: 251 MB (4.05%) Memory: 462 MB (746%)
Processor: 0.00% Processor: 0004 Processor: 0.90%

Memory Usage
System Memory

Total: 6192 MB Used: 2212 MB (35.73%) Free: 39380 MB B4.27%)
Flash Memory
Total: 1525 MB Used: 991 MB ©5.01%) Free: 534 MB (34.99%)
[ Refresh ] [ Close |
FCO308 psd
Figure C 3-8

To update status information, click the [Refresh] button.
To close the window, click the [Close] button.

IM 01W01F01-01EN



<C3. Field Wireless Management Tool> C3-9

C3.3.2.1.3 Upgrading the System (System Upgrade)

If you wish to upgrade the system firmware on the connected YFGW710, select System Upgrade
in the Action menu.

The System Upgrade window opens, and the current system version is searched from the con-
nected YFGW710.

Upgrading the system cuts connections with field wireless devices currently participating in the
field wireless network.

Start upgrade as follows;
1. Click [Browse] to locate and open the upgrade package system firmware to be updated.

System Uperade - 192.168.0.105

Current Wersion: 2046 b w300 _iza

Upgrade Package: | | =1

[ Start ”_Qancel ]

FCO308.psd

Figure C 3-9

2.  Click [Start] to start the process.

3.  The system will request confirmation before starting the update; Click [OK] to start the up-
grade or [Cancel] to abort the action.

4. When the upgrade is complete, a popup message will inform you on the results of the up-
grade:

System Uperade Result

Medule modbus gw_iza ended OK ~
Module zm_extra_logs cleanersh ended OK

Module sm_log ubload sh ended O

HII mcd.llee ended 0K

Gapy Stwp/ MMonitor_Host db3 > Jaccess nods/activity | flles:’mellw Host.db3 .. OK

activatesh ==fw_file /tmp/uperade_web/an_bin 2046 d w00 _isa,

Sethcive firmmire: i Hlo=/Amp/upmode. o b 2046 6000 oo e o ver=20.46 4 w00 s
T folder—an bin 2046 d w00 tza_le

an_bin 2046 d 900 i _le/build_info

Update in IDRepository Tirmware_old=[] firmmare new=[20.46 b w300 iza]

Removing OLD firmware 2046 d w800 _jza from an_bin 2046 d 500 iza_le

Selk‘mwﬁa T’b 2046, d_vr900 iza le]
nta i Lan_Din, | 123
set falback (20467 w300 jsa]

Update links to femware —> an bin 2046 d w900 isa_lg

Update faccess node/PPPD | DESTINF\mMS.ch with new prox

Update in 1D Repository firmware old=[2046 b w000 _isa] Frmnafe _rew=[2 046 d_vr300_iza)
SetActive firmsare 2046 d w900 kza done. Restart in 20sec.

ER_RESULT=SUCCESS

Hote: The YFGW becomes unresponsive after a System Upgrade operation wntil the comporients restart)

FCO0310.psd

Figure C 3-10

5.  After completing the upgrade, YFGW710 will restart automatically. Disconnect the Field
Wireless Management Tool from YFGW710 and connect it to the YFGW710 again after one
minute.
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C3.3.2.1.4 Changing Your Password (Change Password)

TIP

The Field Wireless Management Tool allows users to change their password for connectin to
YFGW?710, by selecting the Change Password option in the Action menu.

Selecting this option displays the Change Password dialog box.

Chanee Password @

Old Password: || |

New Password: | |

Confirm New Passmrd{ |

L QK || Cancel |

FCO311.psd

Figure C 3-11

To change the password:

1. Enter your current password in the Old Password field

2. Enter a new password in the New Password field. Password fields are case sensitive.
3. Re-enter your new password in the Confirm New Password field.
4

Click [OK] to save the new password, and a dialog box notifying change of password will be
displayed.

To prevent unauthorized persons from accessing your account, use a password that cannot be easily guessed by
others. Passwords can include a combination of the following (Maximum 16 characters):

Capital alphabet letters (A through Z)
Small alphabet letters (a through z)
Decimal numbers (0 through 9)
Other characters (e.g. !, $, #, %)
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C3.3.2.2 View Menu

The View menu enables you to view networks, field wireless devices, and user information, as
well as perform operations on devices.

The View menu options can be opened as individual pages with a tab in the content area of the
main window:
Action  View Help
(S SO 2 e )LD
‘Network Topology ~ Network Health | Devices | Readings

These pages remain open as long as the tabs are displayed at the top of the content area.

Currently opened pages have the checkmark # in the View menu. To close a tab, click K atthe
top right corner of the page in question.

View | Help

MNetwork Topology
Network Health

Devices
Beadines

Commands Log

2L %%

User Accounts

FCO312.psd

Figure C 3-12
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C3.3.2.2.1 Network Topology

The Network Topology tab page graphically displays the current network topology as well as
allows you to view data about contracts and channels. To access this page, select Network Topol-

ogy in the View menu or click the toolbar button & .

ment Tool R1.01.00

2 0 | e ) [

Network Topology | MetworkHealth | Devices | Readings | Commandslog |

X X

User Accounts
Metwork Topology information refreshed on UTC: 201000727 1:10:56 {44 seconds ago)
-~
= -
- VFGW-SMOD1

Cortracts

From

Ta

YFGW-SM001

DEWDEL

DEVDG1
DEVDS1

YFGW-SHMO01
YFGW-GWOD1

DEVOS1
DEVDS1

YFGW-GW001
WFGW-GEMWO0T

DEVDS1

Contract detais

YFEW-SHMO01

~
Legend: e Link s Periodic Contract — fiperiodic Contract Ek""t ggg
RF Channels
|u[1]2[3|1|5|5|?|a]9[1u|11||z|13||4-
[ Clear [ Blackiisted

Use device identty:
[ Show all Inks

Select: a single contract in order to view its details,

Device Tag %

[ #wtorefresh every: |60 seconds %

l@Cq:rneclsd to 1921680105 as admin (Administrator)

Figure C 3-13

The page consists of three sections:

Topology graph: Shows the current network topology.

Contracts: Shows the contract information of the selected device.

RF Channels: Shows the available and blacklisted channels on the selected device.

FCO313.psd
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B Topology Graph

When this page is loaded, the topology graph is generated based on the latest topology informa-
tion available. The status bar at the top of the graph section indicates the time of the last topology

information update. Topology information is automatically updated, but clicking the "“I button
forcibly generates the Request Topology and Get Contracts and Routes commands, but note
that this will imposes burden on the network, and may take 30 to 40 seconds, depending on the

size of your network). Pressing the = button will refresh the topology information. You can also
refresh the data at 15, 30, or 60-second intervals, by enabling the [Autorefresh] option at the bot-
tom right corner of the page.

The graph displays the devices on multiple layers delimited by horizontal lines, the layers being
numbered from 0 to n, where n is a natural number. The layer number is indicated in the bottom
left corner of a layer. You can move the devices freely within the range of their layer using drag
and drop, to obtain better visibility of the topology.

The Gateway (YFGW-GW), System Manager (YFGW-SM), and Backbone Router (YFGW-BBR)
are found on layer 0, while devices joined via the backbone router are located on layer 1. Other
devices on any given layer (n) will be included in the network and communicate via the router
functions of devices on the higher layer (n-1).

The field wireless devices transmit data via the backbone router, which is the central device in the
network. The backbone router further relays to the gateway and the system manager, while the
system manager controls the entire network. The field devices can have measurement functions
such as temperature and pressure measurement.

The devices are represented by their respective icons. Placing the cursor over an icon shows
device descriptions, which include the following device details.

» EUI-64 address (Device unique 64bits address)
» device role

» subnetID

» device tag

* manufacturer

 model
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Viewing Options
® Device Identity

You can identify devices in the Topology window by their device tag, EUI-64 address or short
EUI-64 address (last 4 hexadecimal characters in the address). To display the preferred iden-
tification method, select it from the Use device identity drop-down list. All the devices will be
displayed with the selected identification method, in both the topology graph and the Contracts
section.

In order to better distinguish the backbone router, gateway, and system manager, their short EUI-
64 addresses have been replaced with the abbreviations BBR, GW, and SM, respectively.

® Links

When the page is opened, the links between devices are not displayed. To view the links for a
particular device, click on the device shown in the previous screen (Figure C3-13). To view all the
links among devices, enable the [Show all links] option at the bottom right corner of the page, as
shown in the screen below (Figure C3-14):

™ Field Wireless Management Tool R1.01.00 |__||E”§|

Contract detais
Select & single cortract in order bo view its details,

EXN0Z86 ENO258

~
| Lk w—Periodic Coniract e Aperiodc Contract | K M| w [ 0
- . HFEESNEE
RF Channels Use device iderity:  |Device Tag ||
|o[1]2[3|1|5|s|?|a]9[10|11||z|13||4- [] Show all nks
[ Clesr  [EEEEE Blackisted [ mutorefresh every: |60 seconds | w)

(&) Gonnected to 1921680105 as admin (Administrator?

FCD314.psd

Figure C 3-14

® Zoom In,Zoom Out

The zoom in/zoom out buttons allow you to get a close-up view or a high-level view of the net-
work topology.

Click button =/ to zoom in or button %/ to zoom out.
® Fullscreen View
The full screen button allows you to maximize the graph window.

Click the =« button to switch to a fullscreen view. In Fullscreen mode, click [Return] to return to
the normal view.
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B Contracts

When a device is clicked, the contracts of the selected device with the System Manager and
Gateway are listed in the Contracts section (right pane) including the device’s links displayed as
black lines in the topology graph:

B i) [
Network Topology | Metwork Health |

Devices | Readngs | Commandstog | User Accounts | X
Network Topology information refreshed on UTC: 20100727 1:12:48 {60 seconds ag0) Contracts
2| | From Ta

YEGW-SMOD1 DEYDIS

YEGH-GWOD1 DEVOES
DEVD1S | vFaw-sooL
= = Devols |vFaw-sto01
YFGW-GWDDI \E‘;_, VFGW-SMOD1 DEVD1S [ Fqw-gwoai
oW BEROL oevDIS | vFaw-cwoos
o DEVDIS VFGW-GWDD1

DEVYOG1 DEVDIS

Contract detais

Seleck a single cortrack in order to view its details,

EX0Z88 ET0Z58

~
Lk — — Aperiods o | [ ¢ o
Legend I Periodic Contract Aperiodic Contract E‘ .‘__‘t g Eg
RE Channels Liss devica identty:  [DevicaTag M|
|u[1]2[3|1|5|a|?|a]9[10|11||2|13||4- [] show all inks
[ Clear [N Elackisted [ Autorefresh every: |60 seconds  [w

| & Connected to 1921680105 as admin (Administrator)

FCO315.psd

Figure C 3-15

To view a contract on the topology graph, select it in the list. Contracts are displayed by a green
line if periodic or by a red line if aperiodic, and they are colored accordingly in the Contracts list.

The legend of contracts and links is also provided at the bottom of the Topology section.

TIP

A device can have both the periodic and aperiodic contracts of the same System Manager or Gateway at the
same time.
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Contract details

Selecting a contract displays the contract information in the Contract details section at the bottom
of the page.

The contract information includes the following parameters:
« Service type: Can be periodic or aperiodic

¢ Activation time: Date and time when the contract is established

» Source/destination device: EUI-64 address of the requester and destination device respec-
tively

» Source/destination SAP: “0” is the default value for the DMAP on a device; “1” is the default
value of a SMAP on the System Manager; other values represent custom SAP’s.

« Expiration time: Date and time when the contract terminates

« Priority: Indicates the base priority for all messages sent using the contract

+ NSDU Size: Packet size at network layer

» Reliability: Requested reliability for delivering transmitted packets to the destination
» Period: Identifies the desired issuing period for periodic contracts

» Phase: Identifies the desired phase (within the issuing period) of publications, for periodic
contracts

* Deadline: Maximum allowable end-to-end transport delay in periodic communication

+  MaxSendWindow: Maximum number of client requests that may be simultaneously awaiting
aresponse, in the case of aperiodic communication

B RF Channels

The channels of the selected device are displayed at the bottom of the Network Topology page.
The channels used for communication are highlighted in white, while blacklisted channels are
highlighted in dark grey.

When channel information is unavailable, the message “No Information available!” will be dis-
played in red.

Channel 15 has been disabled by default for purposes of compliance in certain countries.

RF Channels

|D|1|2|3|4|5|6|?|8|9|10|1i|12|13|14-

[ Clear I Blackisted

FCO316.psd

Figure C 3-16
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C3.3.2.2.2 Network Health

The Network Health page provides communication health reports at the network level. To access
this page, select Network Health in the View menu or click the toolbar button £ .

The page consists of two sections; network statistics summary information and device-specific
communication health information.

® Field Wire

Management Tool R1.01.00

N AT AN N MR

" Network Topology © Metwork Health | Devices | Readngs | Commandslog | User Accounts | *®
Mistwork Health information refreshed cn: Z010/07/27 1:14:23 (4 seconds aga)
Network10: 858 Devices Count: 5 Start Dake:  2010/07/26 9:29:46 DPDUs Sent: 4387
Network Type: 0 Join Count: g Current Date: 2010f07/27 1:14:23 DPDUs Lost: 499

Network devices heslth information

Device Tag EUI-64 Address Stark Date Current Date DFDUS Sent DPDL Losk Join Count

YFGW-BEROOL 0000:0000:0000:0005 a 2010007/27 1:14:23 1191 i} 1

EJaDzE6 0022:FFO0;0002: 0286 20100727 0:26:06 201000727 1:14:23 513 11 1

E1:0258 |0022:FF00:0002:0258 | 2010/07/27 0:27:36 2010007127 1:14:23 1483 15 1

DEVDEL 0022:FFO0:D00Z: 04C2 201000727 0:08:57 201000727 1:14:23 2080 4567 3

DEVDIS O022:FFO0;0002: 4DE 201040727 1:00:36 201000727 1:14:23 1

P 41001 0 M —

|° Connected to 1921680105 as admin (Administrator)

i
FCO317.psd

Figure C 3-17
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The network summary section indicates the following information:

Network ID and Network Type: Network identification data

Devices count: Total number of registered devices, including Backbone Router
Join count: Total number of connections of all the devices in the network

Start Date: Date and time the System Manager application is started

Current Date: Current date and time of the network

DPDUs sent and DPDUs lost: transmission statistics based on the summary report per
device

The device communication report section consists of lines displaying the following information for
each device:

Device Tag: Custom description that can be assigned to a device in order to facilitate its
identification on the plant

EUI-64 Address: Device unique 64bits address

Start Date: Date and time of the device’s first connection

Current Date: Current date of the network

DPDUs Sent: Total number of packets sent by the device

DPDUs Lost: Total number of packets sent by the device which failed to reach destination

Join Count: Total number of joins per device

The information in the database is refreshed at regular intervals, and the last time the data was
refreshed is indicated at the top of the page. You can click [Refresh Page] to refresh the database
promptly.
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C3.3.2.2.3 Devices

The Devices tab page features a list of the devices in the network. It allows you to search devices
based on their device tag and EUI-64 address using the search function, and execute several
device commands.

To access this page, select Devices in the View menu or click the toolbar button = .

When the page is loaded, the first page of the registered device list is displayed. Paging controls
at the bottom of the list enable you to navigate through the other pages of the list.

anagement Tool R1.01.01 IT|E||7|

® Field W

(&)

Network Topology | MetworkHealth | Devices | Readings | Commands Log

|3

Device Tag: ELIL-64 Address: | |

o Resdcume A =
Device Tag ﬂ'é:ss Network Address  WendorID  ModelID | Device Role D°""°°s mswdr Last Readings mpw
YFGW-5MO0L o8 0:0810:.., |Fesn:: 2565 . weres 257
YFGW-GWOD1 | 600D:BEEF:6000:.., | FedlideTciclatias | MIVIS GATEWAY | Gateway FULL_JOIN Line powered A 2.5.3_b81 |
YFGW-BBRO0T | 0000:0000:0000:,,, |Fedni:4erd:c0sSi6S | NIVIS FREESCAL... |Backbone Rou,., |FULL_JOIN Line powered nfA BB_04.02,09 |
OEV 004 | 02ZFFOOIO00Z:... |Fe0D:0:22i00:24... | NIVIS [FREESCAL... |10 FULION  >75% oL e, W_Dao209 |
DEV_003 0022:FFO00002:... |Fe00:0:22:6F00:2:4... |MIVIS FREESCAL... |10 FULL_JOIN S75% 2011{01/13 6:2... |¥K_D4.02.09 |
DEV_DO02 0022:FFO0:0002:.,. |FoDD:0:22:Ff00:2:4.., |NIVIS FREESCAL.., IO FULL_JOIN >75% _20||f0”136:2..- WK __04.02.09 |=J

D022:FFO00002:... |Fe00:0:22:6A00:2:2... FREESCAL... 2001{01/13 6:2... | ¥K_04.02.09

<
(£ Gonnected to 1921680101 az admin (Administratork

FCO318.psd

Figure C 3-18

The list shows the main information of each device per line.
* Device Tag
+ EUI-64 Address (Device unique 64bits address)
» Network Address (IPv6 network address for Device)
» Vender ID (Vendor name of a radio unit)
*  Model ID (Model name of a radio unit)
» Device Role (Gateway, System Manager, Backbone Router, 10, Router or |IO+Router)
» Device Status: “Full Join” indicate that devices are registered

« Power Supply Status: Indicates the following power supply status for the device
* Line Powered: the device is line powered
* >75%: the device is battery powered and the remaining capacity of the battery is 75% or

more
* [25%, 75%]: the device is battery powered and remaining battery capacity is between
25% and 75%
* < 25%: the device is battery powered and the remaining capacity of the battery is 25% or
less

» Last Readings (date and time of the last reading from the device)
» Radio FW Version (Firmware version of a radio)
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B Searching Devices

® Search by Device Tag
To search for devices based on their tag, enter the tag or part of the tag in the Device Tag input
field, and click button [ &) ]. Note that the tag field is case sensitive.

The system will retrieve all the devices whose device tag contains the characters provided by the
user.

® Search by EUI-64 Address

To search a device by its EUI-64 address, enter the address or part of the address in the EUI-64

Address input field and click . The system will retrieve all the devices whose EUI-64 address-
es contain the characters provided by the user.

In the Devices tab page, you can export the device list or search results to CSV format files by
clicking =0l . The Save as window will be displayed. Name the file with an appropriate filename
and click [Save].
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Device Details

Double-clicking on a device in the list will open the Device Details window featuring four addi-
tional tabs described in the following sections.

® Device Information

The Device Information tab page displays general as well as specific information about the de-
vice.

Device Details

Device Information | Network Information | Meighbors Health | Schedule Information |

Device Tag: DEV 001 Device Health

EUI-64 Address: 0022:FFO000020285 DPDUs Tranemitted: 0

Network Address:  fo000:22:£00:2-285:365:85 DPDUs Received: 0

Subret 10 am DPDUs Failed Trans mission:0

Manufacturer: NIVIS DPDUs Failed Receptior: 0

Modek FREESCALE WNZ10 ey AT R

Revizion TRDA TSAP 1D Obiect ID Btibute 1D Value
Device Role: 0 0003214
Device Status: FULL_JOIN 40.554115

Power Supply Status: >75%

lnse:

FC0319 pes
Figure C 3-19
The following details are available, in addition to those already indicated in the device list:

» Subnet ID: ID of the subnet that includes the device

* Manufacturer: Name of the device manufacturer

* Revision: Radio firmware version

« Power Supply Status: Indicates the following power supply status for the device

* Line Powered: when the device is line powered

* >75%: when the device is battery powered, and the remaining capacity of the battery is
greater than 75%

* [25%, 75%]: when the device is battery powered, and the remaining capacity of the bat-
tery is between 25% and 75%

+ < 25%: when the device is battery powered, and the remaining capacity of the battery is
less than 25%

* Device Health: Number of transmitted/received packages and the number of failed trans-
missions/receptions

The Last Read section displays the following object attributes of the last data read by Publish/
Subscribe of the selected device.

» Time and date of the last read
+ TSAPID (TSAP layer ID)

» Object ID (Object layer ID)

« Attribute ID (Attribute layer ID)
* Value (Process value)

The same details are also shown at the Readings window (Refer to section C3.3.2.2.4).
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® Network Information

The Network Information tab page shows the current operating state of the wireless communi-
cation stack of a device. The tab page consists of two sections; one displaying information on
neighbors and another on graphs:

Device Details

Meighbors Health | Schedule Iformation |

| Device Information i

Meighbors
Device Tag Metwwork Addr

EJ0258 fe00:0: 22:£00: 2:258: 3558 0022:FFO0:0002:04DE
EJ0286 fe00:0: 22-£00: 2:286: 3586 0022:FFO0:0002:04DE, 0022:FFO0-0002:0258
WFGYW-BBRO0T fe80::4e7d:c0a8:63 0022:FFO0:0002:04DE

FCO320.psd
Figure C 3-20
Neighbors

The Neighbors section lists the registered neighbors of the selected device as well as indicates
whether they are clock sources for the selected device.

A clock source neighbor can have one of the following roles:
» Preferred clock source: Reference clock source for the selected device.

» Secondary clock source: Backup clock source when the reference clock source is not avail-
able.

Multiple neighbors may be designated as clock sources for a selected device.
Graphs

The Graphs section lists all the graphs that include the selected device, with the specific graph
ID’s and neighbor addresses within each graph.

Graph 1 is the inbound graph, while the other graphs are outbound graphs.
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® Neighbors Health

The Neighbors Health tab page displays communication health reports on the selected device’s
neighbors. This tab is available for all the devices except the system manager and gateway.

Meighbor

0000:000:0000;0005

0022:FF00:0002:0286

S Lirk DFDLIs
mesiamg Stalus Transritted/F ailed

412

| 2010/07/27 1:04:12

Signal
Quaality

0022:FFO0:0002:0258

2010407727 1:0412

Figure C 3-21

The report includes:
* Neighbor: EUI-64 address of neighbor device

» Unavailable: if the neighbor device is unavailable for communication.

Timestamp: Timestamp of the report request
Link Status:
* Available: if the neighbor device is available for communication

Communication health information:

FCO0321.psd

+ DPDUsTransfered/Failed: Number of DPDUs transmitted to the neighbor device and

number of failed transmission attempts

* DPDUs Received/Failed: Number of DPDUs received from the neighbor device and

number of failed receptions from the neighbor

» Signal Strength (dBm): Neighbor signal strength (measured in dBm)

+ Signal Quality: Reception signal quality RSQl

The following table shows the received signal quality indicator (RSQI) values and their associ-

ated labels.
Table C 3-1
RSQlI Signal Quality
1-63 Poor
64-127 Fair
128-191 Good
192-255 Excellent
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® Schedule Information

The Schedule Information tab page provides information about time slot and channel allocation
for the selected device. This tab displays all device information except for System Manager and
Gateway. The tab consists of two sections; information about superframes and link details.

Device Details

Device Information | Network Information | Neighbors Heslth | Schedule Information |
Superframes Links
[0 Timeskots | Start Time Links . Slot o Slot Charrel . Link ~
Meighbar Link Period Direction —
1 3000 2010/07/27 1:31:... |1 [z Lezih e Type
3000 FFFF:FFFF:FF... ) 10454 | I 3
4 3000 2010/07/27 131.... 4 Q022 FFOR00.., |27 w0 10464 1 1 3
5 se10 T Y 0022 FFO0.00... | 31 400 10464 1 1 3
FFFF:FFFFFF... | 91 400 10464 1 0 3
FFFF-FEFFFF.. |97 00 10464 1 0 3
0000:0000:00... | 99 100 10264 1 [1 3 ||
0000:0000:00... | 102 500 10454 1 1 3
000C:0000:00... | 104 700 10464 1 1 3
FFFF:FFFFFF... | 106 700 10464 1 [0 3
FFFFFFFFFF.. | 108 700 10454 1 0 3
FFFFFFFFFF.. | 112 500 10454 1 0 2 v
FCO322.psd
Figure C 3-22
Superframes

The Superframes section displays active superframes used by device for communication along
with information on size (number of time slots), start time (date and time when the superframe is
activated), and number of links allocated on each superframe.

Links

The Links section displays link related information for each individual link allocated to the super-
frame selected in the Superframes section.

The links are displayed in a grid with the following details:

* Neighbor: EUI-64 address or broadcast address of neighbor device FFFF:FFFF:FFFF:FFFF
(used only for advertisements and receive links)

» Slotindex: ID of the slot within the superframe
« Link period: Periodicity of a link (measured in No. of slots) within a superframe cycle
» Slot length: Expressed as a multiple of 2-20
» Channel No
» Direction
= 0: Reception
= 1: Transmission
* Link Type:
= 0: Aperiodic data communication
= 1: Aperiodic management communication
= 2: Periodic data communication

= 3: Periodic management communication
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B Device Commands

The Devices tab page allows users with appropriate roles to perform device-specific commands.
Commands include Rest Device, Get Channels Statistics, Read Object Attribute, and FW Com-
mands. Clicking on a device enables only the commands available for that device.

When you issue a command, the Command Results window opens indicating the command de-
tails: type, tracking number, parameters, date and time when the command was posted and the
response was received, status (which changes from New to Sent and then to Responded /Failed)
and response for that particular command. The command will also be listed in the Commands
Log.

® Reset Device

This command is available for all registered network devices except for the System Manager,
and resets the firmware on that specific device.

To issue the command:
1) Select a device in the device list and then click on the [Reset Device] button.
2) Atthe Reset Device window, select the desired type of restart.

Command: Reset Device

Restart Type: | {select> b
{select>

Re-start as Provigioned
Reset to Factory Defaults

FCO323.psd

Figure C 3-23

Three types of resets can be performed on a device:

»  Warm Restart: Resets firmware without changing the information set to the device.
The device will unregister and re-register

» Restart as provisioned: Clears set information while keeping only provisioning infor-
mation, and restarts the device. This command does not need to use for this system.

* Reset to Factory Defaults: Deletes set information and resets the device to shipment
settings. The device must be provisioned to join the network again. Gateway does not
support this command. This command does not need to use for this system.

3) Click [OK] to execute the command. The system will require confirmation in order to reset
the device. Click [OK] to perform the action or [Cancel] to abort.
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4) When the command is executed, the Command Results window will display the results of
the command in the Response section. The response will be indicated as “success” if the
command was executed successfully or the cause of the error will be shown if the command
failed.

Gommand: Reset Device
Tracking Mo: 976

Execution Tareet Device: 0022:FFO0-0002:04C2, Restart Type: Warm Restart
Parameters:

Posted at: 2010/07/27 0:05:29
Responded at  2010/07/27 0.05:31
Status: Responded

FCO324.psd

Figure C 3-24

ﬁ IMPORTANT

There may be a case that Power Supply Status is not updated after replacing the battery pack
of the device. Perform Warm Restart command to the device in order to reset the Power Supply
Status with >75% display.

Reset the remaining battery power calculation by Reset Energy Left parameter of the device before replacing the
battery pack. For details of field wireless devices, refer to the user’'s manual of the respective devices.
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® Get Channels Statistics

This command is available for field devices and the Backbone Router. It allows you to view statis-
tical information on CCA backoffs per channel for the selected device.

CCA means “Clear Channel Assessment”. This is function to check which the channel is clear or
not before the transmitter starts to transmit data.

To issue the command:
1) Click on the [Get Channels Statistics] button
2) Atthe Get Channels Statistics window, select a device by EUI-64 address, then click [OK].

Get Channels Statistics E|

Command: Get Channels Statistics

Device: 0022:FFO0:0002:04C2

FCO225.psd

Figure C 3-25

3) The Command Results window displays a string of 32 characters, which should be interpret-
ed by sets of two. Each set indicates the percentage (from 0 to 99) of aborted transmissions
for each of the 16 channels.

Command Results [g|

Command: Get Channels Statistics
Tracking MNo: 979

Execution Target Device: 0022:FFO0.0002:04C2
Parameters:

Posted at: 2010/07/27 00708
Responded at:  2010/07/27 00707

Status: Responded
Responze
00000000000000000000000000000000
FC0326.psd
Figure C 3-26
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® Read Object Attribute

This command is only available for field wireless devices and enables you to read object at-
tributes of the selected device.

To issue the command:

1) Click on the [Read Object Attribute] button.

2) Atthe Read Object Attribute window, enter the TSAP ID, object ID, and atribute ID, and click
[OK].

Read Object Attribute (X

Command: Read Object Attribute
TSAP ID (port): |2 |

ObjectD: |1 |

Attribute ID: (64 |

FCD327.psd

Figure C 3-27

The Command Results window will display the value of the attribute read in the Response sec-
tion.

Command Results [gl

Gommand: Read Object Attribute
Tracking Mo: 995

Execution TSAP ID: 2, Object ID: 1, Attribute ID: 64, Request Type: Read
Parameters:

Pogsted at: 2010/07/27 01340
Responded at:  2010/07/27 01352
Status: Responded

Response
J0584543000C0001

FC0328.psd

Figure C 3-28
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® Firmware Commands

Firmware commands update the firmware versions of wireless units of field wireless devices and
those of sensor boards (where applicable)via field wireless networks.

TIP

Updating the radio firmware takes 20 minutes per device. You can update the radio firmware for multiple field
wireless devices simultaneously.

Updating the sensor board firmware takes about 11 hours. The firmware in sensor boards of up to 25 field wire-
less devices can be updated simultaneously.

Starting an update of radio firmware or sensor board firmware will temporarily halt wireless communications.

1) Update radio firmware

The Update Radio Firmware commands allow you to update the firmware on the wireless
communinication units of field wireless devices. The Update Radio Firmware command is
available for all devices except for Gateway and System Manager.

Updating radio firmware

1.

Select the command from the Firmware Commands drop-down list. The Update Radio
Firmware window opens.

At this window, select the device or devices for which you wish to start firmware update
by EUI-64 address. Note that you can only select one type of device for each update
operation.

Click [Browse] to locate and open the file package containing the firmware that match-
es the type of the selected target device and click [OPEN].

The system will require confirmation in order to perform the update. Click [OK] to per-
form the update or [Cancel] to abort the action.

When the command is sent, the following message appears: “The command has been
successfully sent. Check Commands Log.”

The Commands Log will show the newly generated command, with the response “Up-
load started.”

TIP

If you select multiple devices, the system will generate a separate command for each device. The commands will
be listed individually in the Commands Log, each with a different tracking number.
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7. Use the Get Radio Firmware Update Status command to view the status of the update
while it is still in progress.

8. When the update is complete, the new firmware version will be shown in the device list.

Update Radio Firmware

Command:  Update Radio Firmware

Firmware File: | | [
Devices

[  EUR64 Address Device Tag

[ |0000:0000:0000:0005 YFGW-BEROD

[0 |0022:FFO0O00Z0258 E.JD253

[0 |o022:FFO0O0020286 EJXD286

O : DEVOS1
i

[ QK ] Gancel |

FCO329.psd

Figure C 3-29

2) Cancel Radio Firmware Update
This command allows you to cancel ongoing firmware update processes.

1. Select the Cancel Radio Firmware Update command from the Firmware Commands
drop-down list. The Cancel Radio Firmware Update window opens.

Gancel Radio Firmware Update @

Command: Cancel Radio Firmware Update

Device: 0022:F FO0:0002:04G2

FCD330.psd

Figure C 3-30

2. At this window, select a device from the drop-down list by EUI-64 address and click
[OK]. You can only cancel the update command for one device at a time.

3.  The Command Results window will show the results of the operation in the response
column.

The command returns the following responses:
» Success: Operation succeeded

» Device not exists: Device does not exist
* Timeout: Device timed out

» No active firmware update: No update of firmware during operation.
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3) GetRadio Firmware Update Status

This command allows you to view the status of ongoing firmware updates.

1. Select the Get Firmware Update Status command in the Firmware Commands drop-
down list. The Get Firmware Update Status window opens, with the EUI-64 address list
set to the device in the Devices tab page. Select device to execute the command at the
window.

Get Radio Firmware Update Status E|

Command: Get Radio Firmware Update Status

Device: | 02

2:F FO0:0002:04C2

FCD331.psd

Figure C 3-31a

2. To execute the command, click [OK]. The Command Results window shows the result
of the operation in the response column.

The command returns the following responses:

» Update in progress, and the update percentage.
» Success

* Firmware update done

» Cancel done

* No active firmware update

* Applying not confirmed: When the applied Firmware Update command does not
receive a response

» Cancel not confirmed: When a applied Cancel command does not receive a re-
sponse

+ Fail

The Installation procedure or update procedure from older version is described in the Re-
adme_en.ixt contained on the DVD-ROM.

If Microsoft .NET Framework 3.5 Service Pack 1 is not installed, install it according to the
instructions given in the TIP below.

Follow the instructions in the TIP of “C1. System Requirements of Provided Software” to
check if Microsoft .NET Framework 3.5 Service Pack 1 is enabled under Windows Server
2008 R2.

Updating sensor board firmware

The Update Sensor Board Firmware command allows you to update the firmware of a sen-
sor board in a field wireless device.

Sensor board firmware updating procedure

1. From the firmware command dropdown list, select the Update Sensor Board Firmware
command.

The [Update Sensor Board Firmware] window opens.

2. Inthis window, select the EUI-64 address of the device you want to start updating the
firmware of. You can only select one type of device for each update operation.

3. Click [Browse] to select the update file package of the sensor board firmware for the
selected type of device and click [Open].
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4. Change the Committed Burst value if required. For details on the meaning of the differ-
ent values, refer to the TIP.

Use the -15 default value for normal updates.

5. To start an update, you will be requested to make a confirmation. Click [OK] to start the
update or click [Cancel] to abort it.

6. When the command is sent, the message “The command has been successfully sent.
Check Commands Log” appears.

7. The sent command and the “Upload started” response are indicated in the command

log.

TIP i . .
When multiple devices are selected, the system runs the command separately for each device. The command
log lists the commands and provides each with its own tracking number.

Update Sensor Board Firmware
Command: Update Sensor Board Firmware
Firmware File: | | E]
Committed Burst -15 |
Davices
[] @ EU-64 Address Device Tae
[0 |00Z2FFO00002:0285 DEWOO0S
O |00Z2FFO00002:0447 DEWD34
[0 |0022FFOC0002:0444 DEWD4S
M o M0 B
[ 0] 4 ] [ Cancel ]
FCO338 pad
Figure C3-31b
TIP

The Committed Burst value defines the bandwidth of communications other than periodic communications.

A positive value indicates the number of packets sent per second. (For example “2” guarantees that 2 packets are
sent every second.)

A negative value indicates the time it takes to send a packet. (For example “-15” guarantees that 1 packet is sent
in 15 seconds.)
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ﬂ IMPORTANT

Select no more than 25 devices at one time to update their sensor board firmware.

For a larger number of devices, select the first 25 devices to update their sensor board firmware.
When the firmware in these devices has been updated, update the firmware in the remaining
devices.

5) Cancelling a sensor board firmware update
This command allows you to cancel an ongoing sensor board firmware update.

1. From the firmware command dropdown list, select the Cancel Sensor Board Firmware
Update command.

The [Cancel Sensor Board Firmware Update] window opens.

2. From the dropdown list in this window, select the EUI-64 address of the device and
click [OK].

The Cancel Update command works only for one device at a time.
3. The [Command Results] window shows processing results in the Response field.
The following responses are returned for a command.
» Success: Operation succeeded
» Device not exists: the device could not be found.
» Timeout: the operation timed out
* No active firmware update: no update of firmware during operation

Gancel Sensor Board Firmware Update D_(|

Command: CGancel Sensor Board Firmware Update

Device: | 0022 F FODO0DZ04AE v |

(o (Sl ]

FOOaaa ped

Figure C3-31c

6) Confirming sensor board firmware status
The Read Object Attribute command allows you to confirm the version of sensor board
firmware and update status. (For details on procedure, refer to Page C3-28.)
1. Click the [Read Object Attribute] button.
2. Make entries for TSAP ID, Object ID and Attribute ID (see below) in the [Read Object
Attribute] window and click [OK].
TSAP ID=2, OID=2, AttrID=3 (UDO.State)

3. The values that appear in the [Response] field of the [Command Results] window have
the following meaning. A change in values from 1 to 0 indicates that the update is com-
pleted.

1=Downloading O=Idle

4.  As shown below, make entries for the TSAP ID, Object ID and Attribute ID in the [Read

Object Attribute] window and check the values that appear in the [Response] field of

the [Command Results] window to confirm the version of the firmware in the sensor
board.

TSAP ID=2, OID=1, AttrID=1 (UAPMO.VersionRevision)
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TIP

The firmware in field devices is updated wirelessly.
When an update operation is started on the gateway side, the field device initiates a Join operation.

Since the update operation must wait for up to about 30 minutes for the Join operation to complete, it is recom-
mended to start by updating the communication stack of a field device.

To update the sensor board firmware you first have to update the communication stack. Updating takes about 11
hours to complete.

C3.3.2.2.4 Readings

The Readings tab page allows you to view the last readings received from devices, which are
generated by automatic Publish/Subscribe commands. To access this page, select the Readings

option in the View menu or click the toolbar button L .

nt Tool R1.001.00

0000000 00

2 5 ! Float
740266 D022:FFOD:0002:0285 : 2 5 1 Floak
E00286 |D022:FFO0:0002/0085 | 2010/07/27 1:21:41 2 |7 I 50727844 | 0xED | Foat PublishiSubsar...
ET40258 |O0zZ:FFOD:000Z:0ZSS | Z0M0j07f27 1:21:38 2 s 1 looredz  oxeo | Fioat PublishfSubscr...
740256 0022 FFOD-0002:0258 | 2010/07/27 1:21:38 2 6 1 0417919 | 0x80 Fioak PublishfSubscr...
EM0z5e |DD22:FFO0:0002:0058 | 2010/07/27 1:21:38 2 7 1 43416958 oxeD | Float PublishfSubscr...
DEVOS1 0022:FFOD0002:04C2 | 2010/07/27 1:21:40 2 5 1 0000000 | 0x80 Foat PublishfSubscr...
DEVOS! |D0ZZ:FFOD:0002/04C2 | 2000/07/27 1:21:40 2 s i lo.0o0000 | 0xeD | Foat PublishiSubscr...
DEVDS1 002Z:FFO:0002:04C2 | 2010/07/27 1:21:40 2 7 1 43.300907 | 0x80 Floak Publishfsubscr...
DEVOLS |00ZZiFFO0:0002/04DE | 20000727 L2041 |2 s I 0348707 |owe0 |Foat Publishf5ubscr...
DEVOLS |0022:FFO0:0002:040E | 200000727 1:24:41 |2 I3 1 046358 0xED | Float PublishiSubscr...
DEVOLS 0022:FFO0:0002:040E | 2000/07/27 1:21:41 2 7 1 43.028085 0480 Foat PublishfSubscr...

P M 4 1001 b M |

1 © Cornected to 1921680105 ac admin (Adminictrator) |

FCO0332.psd

Figure C 3-32

The readings can be filtered by the device tag. To search for readings, enter the device tag or part

of the tag in the Device Tag input field and click 2 . The system will retrieve the last reading from
each attribute for all the devices whose tag contains the characters provided in the input field.

The results are displayed in a table that contains the following information for each reading:
* Device Tag
» Device EUI-64 address (Device unique 64bits address)
+ Timestamp (date and time of reading),
* TSAP ID, Object ID, Attribute ID (ID of parameters' each layer structure)
+ Status (The quality of the data being transmitted is indicated in hex format.)
+ Data Type (Float, Unsigned32)
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Value (Received value. Shown in engineering values.)

Reading Type

If the listed readings exceed the current page, paging controls at the bottom of the grid allow you
to navigate through different pages of the search results. From this page you can also export the

search results to CSV format files for later use by clicking &l ,

C3.3.2.2.5 Commands Log

The Commands Log page displays all the commands issued from the Field Wireless Integrated
Gatewaye connected to field wireless devices, including commands issued by other clients (e.g.
the Field Wireless Configurator, Field Wireless Device OPC Server, etc). To access this page,

select the Commands Log option in the View menu or click the toolbar button L .

The commands can be filtered by Device Tag, Command, or Command Status

Command statuses indicate the following states.

New: State in which command was output to the database
Sent: State in which the command was sent to the device

Responded: State in which the device responded to the device

Failed: State in which command execution failed

Device Tag: | | @
[[] ‘shows system generated commands @

Tracking Mo. ELI-64 Address Tirne Posted Time Responded Response

1128 O OAL0:00/0 201 3 2 14 ad =

1127 0000:0000:0A10:0040 2010/07j27 1:20:31 | 2010{07427 1:20:34

1121 |ooon:o00:omio:00n0 | (a010jo7z7 1:16:07 | 201007427 1:16:09 | uccess

1120 'm:m:mo:m Meighbor Health ... | Dewice IDv 00... IRﬁm‘ded I2010,f0’.-",l‘2? 11607 IZlJllJJ'D?,iZ? 1:16:08 Isuucass

119 |0000:0000:0810:0000 | Dievice HeakhRe... |Device ID:00... |Responded | 2010/07/27 1:16:06 | 2010007427 1:16:08 | success

117 |600D:BEEF1E00DBEEE | Network Health R... | |Responded  |2010/07(27 111422 | 2010007427 1:14:23 [ swccess

114 |ooon:0000:0810:0080 et Contracts an... | [Resporded  2010/07j27 11247 | 201007427 1:12:49 |suscess

113 0000:0000:0810:0040 | Request Topology | |Responded 20100727 1:12:47 | 2010007427 1:12:48 success

1111 'm:m:mm:mw .GetContlaclsen... [ Iﬁm'ded .2010!0?.!‘2? 1:11:31 IZIJIIJJ'D?.‘Z? 1:11:33 Is.u:csss

1110 |0000:0000:0810:0040 | Request Topology | |Responded | 2010/07/27 L1131 | 201007427 1:11:33 | success

1105 |0022:FFO0:0002:04DE | Read Object Attri.., | TSAPID:2, Re... |Responded | 201007(27 1:09:22 | 2010{07/27 1:09:31 3

1104 |0022/FFO0000Z:040E | Wike Chbiect Attri.., TSAPID:Z, Re.., |Responded | 2010/07/27 10909 | Z010/07427 1:09:17 |

1101 |0000:0000:0410:0080 | Get Contracts an... | |Responded  |2010/07/27 1O7:10 | 2010007427 1:07:11 | success

1100 |oo00:0000:0810:0000 | Request Topology | |Responded | 20100727 1:07:10 | 2010007427 1:07:10 [ success

1097 02Z;FFO0:0002:04DE | Wbe Cbject Attrl.. | TS0PID:2, Re.., |Responded  |2010/07/27 1:06:22 | 2010/07/27 1:0:05 |

1095 |0022:FFO0:0002:0488 | Wik Chiect Attri..  TSAPID:2, Re... |Failed |2010/07(27 1:05:18 | 20100727 1:06:54 |Ervor Re...

1095 |0000:0000:0A10:0040 | Schedule Report | Device 104 00, |Responded | 2010/07/27 10411 | 2010707427 1Li04:12 | sccess

1092 |0000:0000:010:0080 | Meighbor Heakth ... |Device ID: 00... |Respondsd | 2010/07/27 L0110 | 2010/07/27 1:04:12 [ succass

1091 |0000:0000:0810:0040 | Device HeakhRe... |Device ID: 00... |Responded | 2010/07/27 1:0409 | 2010007427 1:04:10 | success
|0000:0000:0810:0040  |Schedule Report | Device 1D 00... | |2010/07/27 1o2i3e | 2010007427 1:02:35 [

| © Gonnected to 152168.0105 2= admin (Administrator)

FCO333 psd

Figure C 3-33
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To search for commands, enter the device tag or part of the tag in the Device Tag input field, then

click &) . The results will be displayed in a table as shown in the screen above, with the following
information for each command:

Tracking Number : internal ID of command

Device Tag

EUI-64 address: Device unique 64bits address

Command: Name of executed command

Parameters: Description of parameters chosen for the command, if applicable

Status: Current status of the command

Time Posted: Date and time when the command was generated

Time Response: Date and time when the command was responded successfully or not

Response: Response for the issued command if the command responded successfully or
the error reason if the command failed

Double-clicking on a line in the table will open the Command Results window for that command.

The commands generated automatically by the system are hidden by default. To view them,
check the [Show system generated commands] checkbox in the Command Log tab page and

click [£)] .

If the listed commands exceed the current page, paging controls at the bottom of the grid allow
you to navigate through different pages of the search results.

From this page you can also export the search results to CSV format files for later use, by clicking

:

IM 01W01F01-01EN



<C3. Field Wireless Management Tool> C3-37

C3.3.2.2.6 User Accounts

The User Accounts page enables user with an Administrator role to manage the system users:
create users, grant rights based on the user roles, edit and delete users. To access this page
select the User Accounts option in the View menu.

The users are listed in a table with the following information:
* Username: User name assigned to each user
* Full name:User’s first name and last name

* Role: User’s role

® Field Wireless Management Tool R1.01.00

Action  Miew  Help
S SO L0 D
|~ MNetwork Topology | NetworkHealth | Devices | Readings | Commands Log User Accounts x
@
Usernams Full Hame
admin adrrin admin Admiristrator
powerusar Power Usar Poweer Lser
regular Regular User Regudar
guast Guest User Regular

FCO0334.psd

Figure C 3-34

About User Roles

Arole consists in a set of rights giving a user to make various operations in the system. There are
three defined roles, and the access to certain functionalities of the Field Wireless Management
Tool is restricted depending on the role assigned to the user:

® Administrator: This role gives the user full control over the system and includes the other roles

® Power User: This role is usually delegated most of the Administrator’s rights, with certain

exceptions as regards operations that may alter the system. The features that are unavailable
to Power Users are:

» System Upgrade
* UserAccounts

® Regular User: This role is the most restrictive of the three and entails the following limitations,
as compared to those of a Power User:

* The regular user cannot perform a Reset Device command

» The regular user cannot perform any firmware commands.
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B Adding a user
To add a user:
1. Click &) in the toolbar to open the Account Information window.

2. Enterrequired information in all the input fields. From the Role drop-down list, select the role
to assign to the user and then click [OK] to add the user in the system.

Account Information &l

Username: |
First Name: |
|
|

Last Name:

Role: {select> v

Pazsword: | |

Confirm Password: | |

FCD335 psd

Figure C 3-35

TIP Al fields must be filled in.

When the window is opened for adding a new user, the [Set Password] checkbox will be checked and the pass-
word edit boxes enabled.
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B Editing a user
To edit a user:
1.  Click & in the toolbar to open the Account Information window.

2. Theinput fields in the window are populated with the current values while the [Set Pass-
word] checkbox is unchecked and the password edit boxes are disabled.

3. Atthis window, update the fields with the desired changes. If you wish to also change the
user’s password, check the [Set Password] checkbox to enable the password boxes.

4. Enter a new password.
5. Click [OK] to save your changes.

ficcount Information @
USE"'IE me: | Poweruser |
First Name: | Power |
Last Name: |User |
Role: [ Power User 5 |
[(iset Password:

FCO336 psd

Figure C 3-36

B Deleting a user

To delete a user, select the user in the User Accounts list and click & in the toolbar. The system
will ask for confirmation before deleting the user. Click [OK] to delete the user or click [Cancel] to
abort the action.

You can only delete one user at a time and the currently logged in user cannot be deleted.

C3.3.2.3 Help Menu

The Help menu provides information on the version of the application.

The About window provides information on the current version of the Field Wireless Management
Tool as well as a short description of the purpose of the application.

About |z|

Field Wireless Management Tool

Version R1.0200
The Field Wireless Management Tool is an
YOKOGMA application that enables you to monitor and
control your ISA10011a netwark.
FCO337. ped
Figure C 3-37
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C4. Restriction of function

This part explains restriction of function and important notice items depending revision of
YFGW?710 and other management or system software.

C4.1 Field Wireless Configurator

Cc411 Notice of Error Checks for Number of connected field
wireless devices and Publication period (Update time)

B Target Software Version: R1.02.00

B Contents

® Notice of Error Checks for Number of connected field wireless devices and
Publish (updating)cycle

Field Wireless Configurator can set values other than specified values as “@a Number of con-
nected field wireless devices and Publication period(Update time)” in part A4.2 Wireless System
Specifications of this document to update time when Update time of devices are mixed. In this
case, the operation of the wireless network system is not guaranteed. Update time must be set
as “m Number of connected field wireless devices and Publication period (Update time)” in part
A4.2 Wireless System Specifications of this document.

When Update time is not mixed, the update time can be set 1 second for up to 10 devices. At
setting 1 second for more than 11 devices, error message “The Message Count Per Second is
Exceeded” is shown and it can not be set Update time 1 second for more than 11 devices.
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